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1.1. LIEJIM OCBOEHMSI JUCLUIIINHBI (MOAYJIST)

1.1.1| popmupoBanue y OyayIIero yaurTens MaTeMaTHKH U HHPOPMATHKH COBOKYITHOCTH 3HAHUI U MPEACTAaBICHUH 0
BO3MOJKHOCTSIX, IIPHHITMIIAX (YHKIIMOHUPOBAHUS U IIPOCKTHPOBAHIS KOMIIBIOTEPHBIX CETeH, OpraHN3alii B €IHHOE
1[eN10e pa3sHOpOAHON MH(OPMAIUK, IPEICTaBICHHO B pa3IUUHBIX (JopMaTax U BO3MOKHOCTU 0OECIICUUTh aKTUBHOE
BO3JIEHCTBHE YENIOBEKA HA OTH AaHHbIE B pealbHOM MaciiTabe BpeMEHH, a Takke 00 OpraHu3aluy JO0CTyna K
pacipeIelIeHHbIM JaHHbBIM.

1.2. 3AJAYHM OCBOEHUA JTUCITUITIJIMHBI (MO YJIS)

1.2.1 | bopMupoBaHUe 3HAHUI, YMEHUH 1 HAaBBIKOB B 00JIaCTH OCHOB IPOEKTHPOBAHUS M CO3aHMS JIOKAIBHBIX BRIYHCIHTEIBHBIX
ceTell, a Takke TeXHHYECKUMH H IPOTPAaMMHBIMHU CPEACTBAaMHU, 00eCIEUNBAIOIINMY X paboTy;

1.2.2 | dbopMupoBaHUe 3HAHUI U MPAKTUIECKUX HABBIKOB, MTO3BOJISIONIIX MPOSKTHPOBATH JIOKATTLHBIE KOMITBIOTEPHBIC CETH;

1.2.3 OBJIAACHUC HAaBbIKaMH ITPOBCACHUA aHAJIN3a U ONITUMHU3AIIUN CYHICCTBYIOIINX KOMIIBbIOTCPHBIX CeTeﬁ;

1.2.4| opmupoBaHUe 3HAHUI, YMCHUIT 1 HABBIKOB Y CTYICHTOB B OOJIACTH CETEBBIX CTaHIAPTOB IIPEACTABICHUSL
nHGOPMAIH M TIPOTOKONOB Tepeadd NaHHBIX M IPHHIWIIOB WX WCIIONB30BaHMA U OOBCIUHEHHS B CIUHOC
Lenoe PasHOPOJHBIX MH()OPMAIMOHHBIX PECYPCOB.

2. MECTO JUCHHUIIJINHBI (MOAYJISA) B CTPYKTYPE OBPA30OBATEJIbBHOU ITPOI'PAMMBI

ucn (pasnen) OIL: | K.M.08

2.1| TpeGoBaHus K NpeABAPUTEIbLHOH NIOATOTOBKE 00y4alolIerocs:

2.1.1| Texaomornu nu(poBOro 0Opa3oBaHUA

2.1.2| TeopeTnvecKre OCHOBBI HHPOPMATUKU

2.1.3 | [IporpammHOE 0becTiedeHne

2.2 | JucuumiinHbl (MOAYJIM) M MPAKTHKH, VIS KOTOPHIX OCBOEHHE JAHHOI TUCIUIIUHBI (MO1YJIs) HEO0XOAUMO KAK
npeiIecTBYOIIEe:

2.2.1|Meronuka oOyueHHs HHPOPMATHKE

2.2.2 | Be6-TexHOIOTHH

2.2.3 | Meronuka noarotoBku k ['IA o unopmaTuke

2.2.4| MeTtoayka IOATOTOBKHU IIKOIBHUKOB K PEIICHUIO OJIMMIIUAIHBIX 3324 10 HHPOpMaTUKe

2.2.5| YuebHas nmpakTHKa (TEXHOJIOTHYECKas! (IPOEKTHO-TEXHOJIOTHYECKast) PaKTHKa 110 HH(YOpPMaTHKE)

2.2.6 | [Ipon3BoacTBEHHAS MTPaKTHKA (TIeIarorHyecKast MpaKkTHKA)

2.2.7 | BeIOJTHEHHE | 3alUTa BBITYCKHOW KBATA(UKAIIMOHHOMN paboThI

2.2.8 | UudopmMarmonHas 6e30macHOCTh | 3aIluTa HHGOpMAaIuu

3. KOMIIETEHIIUH OBYYAIOIIEI'OCs, ®OPMUPYEMBIE B PE3YJIBbTATE OCBOEHUA JUCHIUTIJINHBI
MOAaYyJist)

ITK-1.1: 3HaeT cTPYKTYPY, COCTAB M AMAAKTHYECKHE eIMHHIBI TPeIMETHOIi 06;1acTH (IpenosaBaeMoro npeaMeTa).

IIK-1.2: ¥Ymeer ocymecTBJSATh OTOOp Yy4e0HOro cojep:KaHuUsl JJIsl €ro peaju3aluu B pa3iuyHbiX ¢opMax o0yuyeHusi B
cooTBeTcTBUH ¢ TpeboBanusimu ®T'OC OO.

B pe3yabTaTte ocBOeHUSsI AUCHUIIIMHBI (MOAYJIs1) 00y4YAIOIIUIACS A0JKEH

3.1|3nare:

3.1.1| cTpyKTYpY, COCTaB M JUIAKTHUECKHE €IMHHIIBI TPEIMETHON 00MacTu (MpernoaBaeMoro mpeaMera).

3.2| Ymern:

3.2.1 | ocymiecTBIATE OTOOP YIEOHOTO COACPIKAHMS JUIS €TO peaTn3allii B Pa3IMIHBIX (hopMax 0OydeHHS B COOTBETCTBHH C
tpebosanmsiMu GI'OC OO

3.3| Baangers:

3.3.1 | HaBBIKAMHU HAYYHOTO MTOKCKA U MIPAKTHYECKON pabOTHI ¢ HH(OPMAIMOHHBIMHA HCTOYHUKAMHU; METOIaMH HUCCIICAOBAHNS
po6aeM npodecCHOHATBHON AeSATENbHOCTH; CII0c00a-M1 YOSKIECHHS U JEeMOHCTPUPOBAHUS OLIEHOUHBIX CYXKICHUI B
pelIeHnH NPOOIEMHBIX ITPO(ECCHOHABHBIX CUTYalUH

4. CTPYKTYPA U COJEPKAHME AUCIUILIMHBI (MOIYJIS)

Kon HaumeHoBaHMe pa3aesioB U TeM /BU] Cemectp | YacoB | Komneren- Jlutepartypa
3aHATHSA 3aHATHSA/ / Kypc IHH

Pa3znen 1.1




1.1 Hcropust 1 3BONIOIMS pa3BUTHS 2 IIK-1.1 TIK- JIT.1JI2.1 JI2.2 JI2.3 J12.4 J12.5
KOMIIBIOTEPHBIX CETEH U 1.2
TeleKOMMYyHHKauui /JIex/
1.2 OO01mye NPUHLIUIIBI TOCTPOEHUS 2 IK-1.1 TIK- JIT.1J11.2J12.1 J12.3 J12.4
KOMITBIOTEpHBIX ceTei /JIex/ 1.2
1.3 ApPXUTEKTYpa U CTaHAAPTHU3ALUS 2 TIK-1.1 JI1.1J12.1 J12.2 J12.3
cereif /JIex/
1.4 ®duznyeckue OCHOBBI Iepeiadu 2 [IK-1.2 JI1.1J12.1 JI2.3 JI2.4
na”HbIX. /JIex/
1.5 ArnmapaTHble Cpe/ICTBa pealin3aluu 2 TIK-1.1 TIK- JI1.1J12.4 J12.5
KOMITBIOTEPHBIX CETEH. 1.2
/JTex/
1.6 BecnpoBoanbie Texnonoruu /JIex/ 2 IIK-1.1 JI1.1J12.4 J12.5
1.7 Mobunbable cucteMsr /JIex/ 2 IIK-1.1 JIT.1
1.8 KommyTarus kanainoB u nmaketoB /JIex/ 4 IIK-1.1 TIK- JI1.1J12.1 J12.4
1.2
1.9 Anpecanus B ceTsiX Ha MPUMEpEe CTeKa 2 IK-1.1 JI.1J11.2
npotokosioB TCP/IP. ITporokomn IP.
IIpoToxon
DHCP. Anroput™ AMHAMHUYECKOTO
Ha3HA4YEHUs
azpecoB
/JTex/
1.10 HudopmanronHas 6e30MacHOCTD B 2 MK-1.2 JI.1J12.1 J12.3
KOMITBIOTEPHBIX CETIX
/JTex/
1.11 Tomnonoruu ToKambHBIX cetelt /JIex/ 2 IIK-1.1 TIK- JIT.1JI1.2J12.1 J12.3
1.2
1.12 Paborta ¢ yTunuTaMu KOMaHIHON CTPOKU 2 IK-1.1 TIK- JI1.1J11.2
Windows m1s paboThI ¢ ceThbio /J1ab/ 1.2
1.13 IIpoekTupoBaHue JIOKaIbHBIX CETEH B 10 TIK-1.1 JI1.1J12.4 J12.5
IIporpaMMe JOTHYECKOTO MOJIEITPOBAHUS
TEJIEKOMMYHHKAIIMOHHON CETH
NetEmul /JTa6/
1.14 Pa3paboTka caiiTa ¢ HCIOIB30BAHUEM 10 TIK-1.1 TIK- JIL.1JI1.2J12.1 J12.4
SI3pIKA 1.2
pasmerku HTML
/J1a6/
1.15 3axBaT U aHAJIU3 CETEBOTO TpaduKa C 2 TIK-1.1 TIK- JI1.1JI2.1 JI2.2 J12.4
TIOMOIIBIO TPOTPAMMBI IIPOTrpaMMa- 1.2
aHaIM3aTop TpaduKa I KOMITBIOTEPHBIX
cereii Ethernet Wireshark /J1a6/
1.16 HUcropus paszsurtus cetu Uurepuer /Cp/ 8 IK-1.1 IIK- JI.1J12.1
1.2
1.17 Coiyx0a TOMEHHBIX UMEH. BcemupHas 8 TIK-1.1 TIK- JIL.1J12.1 J12.4
nayTHHA 1.2
Www
/Cp/
1.18 Pa3paboTka caliToB B paznuunabix Content 10 IIK-1.1 TIK- JI1.1J12.4 J12.5
Management System /Cp/ 1.2
1.19 Onexrponnas nouta /Cp/ 8 TIK-1.1 ITK- JI1.1J12.5
1.2
1.20 Mynbetumenuna /Cp/ 12 TIK-1.1 TIK- JIL.1JI1.2J12.2 J12.3
1.2
1.21 CucTeMsbI TI100aJIbHOTO 10

no3uronuposanus /Cp/

5. ®OHJ1 OIEHOYHBIX CPEJCTB

5.1. IlepevyeHb MHAUKATOPOB TOCTH:KEHHS] KOMIIETEHIHi, )OPM KOHTPOJIS M OLIEHOYHBIX CPEICTB

WUIIK - 2.1. Bnaneer conep)kaHHeM MPEAMETHBIX 00JIacTeil B COOTBETCTBUH € 00pa30BaTEIbHBIMU IIPOrPaMMaMuU
3HaTh: CoIep)KaHKe, CYIIHOCTh, 3aKOHOMEPHOCTH, IPUHIIUITBI 1 OCOOCHHOCTH U3y4aeMbIX SIBJICHUH U TIPOLIECCOB, 0a30BbIe TCOPUHU




B IIPEIMETHBIX 00IACTSIX.

YMeTh: HCTIONIE30BaTh 0A30BBIE IPEIMETHBIC HAyTHO-TEOPETHIECKIE TIOAXOIBI K CYITHOCTH, 3aKOHOMEPHOCTSIM, TIPUHIAIIAM U
0COOEHHOCTSIM U3y4aeMbIX SBICHUI U IPOIIECCOB.

BraseTs: HaBBIKAMH HCIIOJIB30BaHMS 0a30BBIX NPEIMETHBIX HAYYHO-TCOPETHUECKHX MOAXO00B K CYIITHOCTH, 3aKOHOMEPHOCTSIM,
MPUHIUIIAM H OCOOSHHOCTSIM M3Y4aeMbIX SIBJICHHH U ITPOIIECCOB JUIS pelIeHus Mpo(dhecCHOHATBHBIX 3a1ad.

HUIIK - 2.2. Ananu3upyet 6a30BbIe HAYYHO-TEOPETUIECKHE MTOXO/BI K CYIITHOCTH, 3aKOHOMEPHOCTSIM, IIPUHIUIIAM H OCOOEHHOCTSIM
U3y4aeMBbIX SIBICHUII U MIPOLIECCOB B MPEIMETHBIX 00NacTIX

5.2. TexHoJiorn4eckas KapTa JOCTHKCHUS HHAUKATOPOB

HIIK - 2.1.
UIIK - 2.2. JlexkumoHHbIE 3aHATHUS Bormpocsr y1st caMoKoHTpOIIS 15
UIIK - 2.1.
HIIK - 2.2. JlabopatopHble 3aHATHS JlabopatopHbie paboOTHI 45
UIIK - 2.1.
UIIK - 2.2. KontponwHsiii cpe3  Tectosble 3aganust Borpock! k komiokBuymy Jlokimambt 20
UIIK - 2.1.
HIIK - 2.2. Ox3amMeH Bormpocs! 151 ”TOrOBOTO KOHTPOJIS 20
Bceero 100
5.3. ®opMBbI KOHTPOJISI U OLleHOYHbIE CPeACcTBA
3.1 TemaTnka 3amaanii 11 1ab0paTOPHBIX PadoT (MONHBIN nepedeHs 3axanuit Haxoautesa B CZ1O Moodle)
1. Pabota ¢ yrunuramu koMmaHgHOM cTpoku Windows aiist paGoThl ¢ CeThio (IpHMep 3aaHHsA):
. samyctute koHconb (ITyck/IIporpammer/Crannaprabie/KomaHaHas cTpoka);
. BBITTOJTHUTE KOMaHAy ipconfig u 3ammmmre nHpopMmanmio 06 IP-axpece, Macke ceTH U IUTIO3€ 110 YMOTYaHHIO JUTS

CEeTEeBOr0 ajanTepa.
C nomouero yTuiuThl ipconfig /all | more npoBepbTe paboToCIIOcOOHOCTH cTeka nmpotokosos TCP/IP.
Vcrionmp3ys IpUBeICHHYTO HIDKE MH(OPMAIINIO, CO31aiiTe B CBOCH MalKe TEKCTOBBIN JOKY-MEHT CO CICAYIOIINMHA JTaHHBIMU:
*  Hms xommproTepa;
*  OcHoBHoit DNS-cydduxc;
*  Omnucanne DNS-cyddukca s HOAKITIOYCHUS,
»  @usnueckuit ajapec;
* DHCP Bxmoues;
* ABTOKOH(}HTrypaLus BKIIOYEHA;
+ [P-agpec aBTOKOH(UTYpAIHH;
e Macka nojaceTu;
» 11103 O yMOJIYaHHUIO.
Yo6eautech B pabotocnocoonoctu creka TCP/IP, otnpaBuB 3x0-3ampock! Ha IP-aapeca. J{7st 3TOro BOCHonb3yiTech KOMaHIOH ping:
* OTIpaBBTE 9X0-3aIPOCHI Ha JIOKANBHEIH aapec kommbioTepa (loopback) ping 127.0.0.1 (Ha 3xpaHe TOIKHBI TOSBUTHCS
COOOIIEHUS 0 TOJlyYeHHOM OTBeTe OT y3ma 127.0.0.1);
* OTHmpaBbTe 3X0-3ampoc no aApyromy IP-aapecy, nanpumep 172.21.5.1.
IMomyuure npyroit agpec I cBOeTo KoMmIboTepa. st aToro:
* 3aIyCTHUTE KOHCOJIb (KOMaHIHYIO CTPOKY);
* BBeIUTE KOMaHZY AJs cOpoca Ha3HAUYeHHBIX aJpecoB - ipconfig /release;
2. Pa6ota ¢ unrepdericoB mporpammsl NetEmul 1 mocTpoenue mpocrteiiiieii cetu (IpuMep 3a1a-Hus):
OtnpaBbTe AaHHBIE pasMepoM 55 KoaiT ¢ momomisio npotokosna UDP ¢ uHTEpdeiica koMmibioTepa-oTnpasutens eth7 Ha uarepderic
KOMIbIOTepa-norydaTens eth4.

3. Coenunenrue OBM B cetb (mpuMep 3a1aHus):

ITpoexTrpoBaHUE JTOKATHHON BEIYUCIUTEIBHOM CETH Ha KOMMYTaTOpax:

1) Br1OpaTs MCXOAHBIC TaHHBIE JUIS BHITIOJHEHNS PaOOTHI COTJIACHO CBOEMY BapHaHTY.

2) Jo6aButs Ha paboyee mose IMyISTOPa MATh KOMIIBIOTEPOB U JIBa KOMMYTATOP.

3) CoearHHUTD YCTPOMCTBA.

4) HactponuTs KOMITBIOTEpEI, 33/1aB KaxkoMy [P-ampec 1 MacKy IOJICETH B COOTBETCTBHH C Ba-pPHAHTOM.

5) Jlo6aBHUTH BO37E KOXKIOTO KOMITBIOTEpA HAaAMHCH ¢ ero IP-ampecom 1 Mackoit moaceTu.

6) [IpoBepuTth paboTocmocooHocTh octpoenHoit moaenu JIBC, nepenas naketsl (TCP, 5 KB) oT ogHOro komnbioTepa 10
npyroro. [IpocienuTs 3a mepeMenieHIeM ITaKeTOB U CAeTaTh BBI-BOJIBI 00 0coOeHHOCTIX paboTsl JIBC Ha 0CHOBE KOMMYTaTOPOB.
4. Hcnonp3oBanue Mapuipytu3aTopoB. CTatndeckas MapmipyTu3anus (IpuMep 3a1aHusl):

dopMupoBaHue TaOMUIBI CTATHYECKON MapIIPyTU3aLUH:

1) 3aaTh Ha KaXKJIOM KOMITbIOTEpe MapupyT «mno-ymomdanuio» (IP-ampec cetn = 0.0.0.0; macka moxceru = 0.0.0.0).

2) 3a7aTh HA KXXIOM MapIIpyTH3aTOPE CTATHUSCKHE MAapIIPYTHI 10 YAAJIEHHBIX OT HETO ceTeil.

3) [poBeputs paborocnocobHoCcTh ocTpoeHHor Moaenu JIBC, nepenas naketst (TCP, 5 KB) Mexay yaaneHHBIME APYT OT

apyra cetsimu. [IpocienuTs 3a mepeMelieHHeM TaKeTOB U cle-NaTh BBIBOJBI 00 ocoOeHHOCTIX paboTsl JIBC Ha ocHOBE
MapIlIpyTU3aTOPOB.

4) IMocre BEITOTHEHUS PaOOTHI MTPOIEMOHCTPHPOBATH MIPEIIOAABATENIO0 PAOOTOCIIOCOOHOCTD TTO-CTPOCHHON MOJIEIH.
5. Pazpemenue aapecos no npotokony ARP. ARP-cnyunr (mpumep 3ananus):

Peanuzanus ataku ARP-ciy¢uHr:

1) 3aImycTUTh IS KOMITBIOTEPOB | M 2 »KypHaIIB! TakeToB (ITyHKT MeHio «[lokazaTs xypHam»). [Ipn HeoOxoxmmocTn




OYUCTHUTH HX.

2) Ounctuts ARP-Tabmmiy xommsiotepa 1.

3) Brizenuts KOMObIOTEp 2 U ¢ MOMOILBI0 HHCTpyMeHTa «KoHCTpykTOop makeToB» copmupo-Bats naker ARP-otseta, B
KOTOPOM OyIyT yKa3aHbI:

a. MAC ornpasurenst — MAC komnbrorepa 2;

b. IP ormpaBurens — IP unTepdeiica poyrepa B 1€BOH HOACETH;

c. MAC nonyuatens — MAC xommnbioTepa 1;

d. IP nonyuatenss — IP xommbroTepa 1.

4) 3amyctuts ARP-0TBeT, IpocneanuTs 32 HUM. MoOXeT BO3HUKHYTh OKHO 0 xyOmupoBanun IP-agpecoB B cet — 3T0
MPOUCXOJNT B TOM CIIydae, eCIH U3-3a JeHCTBHI KOMMYTaTOpa MakeT-aTaKy MoirydaeT U poyTep. OKHO OBICTPO 3aKPBITh.

5) Cpa3zy xe 3amycTtuth nepenauy nakeroB (UDP, 5 KB) ot komnbroTepa 1 Ha komnbioTep 3. YOeIUTHCS, YTO MAKEThI

BHAYaJIe MPUXOAAT Ha KOMITBIOTED 2 U JIUIIb TIOTOM (€CJIM Ha KOM-TIBIOTepe 2 BKITFOYEHA MAPIIPYTH3AIUs ) OTIIPABIISIOTCS Ha
KOMITBIOTED 3 (depe3 MapuipyTusa-Top).

6) CoXpaHUTh CKPHHUIOT 3KpaHa (C OTKPHITBIMU XYpHAJIaMu) Ui OTYETa.

6. JlunamMudeckas MapuipyTu3anus mo npotokoiy RIP. TTomydaenue ceteBbix HacTpoek mo DHCP (mpumep 3amanus):
Hacrpoiika aBToMaTHuecKoro moyrydeHus: CeTeBbIX HacTpoek no npoTtokoiry DHCP:

1) Ha mapmpytusaropax, koTopsle oTBeuarot 3a cetu SH11-SH13 nobasuts u 3amyctuts mpo-rpammy DHCP-cepsep. He
3a0yAbTe MTOCTaBUTH (IIar Ul aKTHBALUHM HPOTPaMMBI.

2) B nacrpotiikax xaxxporo DHCP-cepBepa ykazaTh nHTepdeiic, «CMOTpAIIHiD B CTOPOHY ceTd SH, THIr agpecoB —
JUHAMHYECKHE, TUaNa30H aJpecoB, BRLACTIEMBIX I AMHAMUYECKOH afpecannu, MacKy noacetu u IP-aapec mumosa.

3) Ha kaxqoM KoMIbIoTepe J00aBUTh U 3amycTuTh nmporpammy DHCP-knuent. He 3a0yapTe mo-cTaBuTh ¢uiar aist
AKTHUBALMU NTPOTrPaMMBIL.

4) B nacrpotiikax xaxkgoro DHCP-ximenTa ykaxure nHTepdeiic, KOTOPIH JOJKEH aBTOMaTH-YECKHU IT0JTy4aTh CeTeBbIe
HaCTpOMKH.

5) OTKpBITH JUAJIOT HACTPOHKN MHTEP(EHCOB KaXkI0ro KOMIBIOTEpa U yoeauThest, uto ctout ¢uar «Ilomydyars HacTpoiku
ABTOMATHYECKI.

6) JloxknaThCsl, IOKa BCE KOMIIBIOTEPHI HE M0JIy4aT CETEBbIE HACTPOUKU.

7) [IpoBeputs padorocnocobHocTs noctpoenHor moaenu JIBC, nepenas nakersl (TCP, 5 KB) mexxay koMIbloTepamMu B

Pa3HbIX MOACCTAX.

\S]

Temaruka 1oknanoB 1o teme: «MudopmaunoHHas 630MacHOCTb B KOMIIBIOTEP-HBIX CETSIX»!
OCHOBHBIE TTOHATHUS U aHAIM3 YIPo3 HHYOPManMOHHON 6e30MaCHOCTH.

ITpo6nemsr nHpOpManOHHOI 6e3omacHOCTH ceTeid. CrocoOwl obecnedeHnst MHGOPMAIOH-HOI 6ezomacHocTH. [Tyt
CIICHHUS TPOOIIEM 3aIUTHI HH()OPMAIINH B CETSIX.

IMpuHIUnbl KpunTorpapuyYeckoi 3aumThl HHOOPMAIIHH.

OobecreueHne 6e30MaCHOCTH OTEPAlMOHHBIX CHCTEM.

TeXHOIOTHN MEXKCETEBBIX YKPAHOB.

OCHOBBI TEXHOJIOTUU BUPTYaJIbHBIX 3alIMIIEHHBIX ceTeil VPN.

MeTobl yIIpaBIIeHUS CPEICTBAMHU CETEBOI OE30I1aCHOCTH.

KommbloTepHbIe BUPYCHI M TIPOOIEMBI aHTHBHPYCHOM 3aIIIUTEL.

3amuta nH(GOpMaIu Bo BcemupHoil maytuse.

R R Y S

3 Bormpocs! [uist IOATOTOBKU K KOJUIOKBUYMY:
Jlokanbubie Beruuciutenbabie cetd (LAN): Ha3HaueHue, pemaemsbie 3ana4n. [Ipumepsr.
CeteBble aianTeps! (CETEBBIC KAPTHI).
CerteBble kabenu.
Tomnonorus ceru.
OJHOPaHTOBBIE CETH M CETH C BBIACICHHBIM (haiJIOBEIM CEPBEPOM.
CeteBoe 00opynoBaHue: KiaccupuKaims, Ha3HaueHHe.
CeTeBbIe OlEpallMOHHbBIC CHCTEMBI: KIacCU(BHUKALMs, HA3HAYCHHE.
[punaiumner yakuonuposanus JIBC: npoTokomns! u aapecarus. Moaens OSI.
Ipotoxonsr Ethernet, FastEthernet, Gigabit Ethernet.
10. ITporoxon 100VG-AnyLAN.
11. IIpotokonst Token Ring, High Speed Token Ring.
12. IIpotokon FDDI.
13. IMporoxonst SLIP, PPP.
14. IIpoTOKOJIBI CETEBOTO U TPAHCIOPTHOTO ypoBHs. OOmias kiaccudukanus. JJOCTOMHCTBA, He-TOCTATKH.
15. [Iporoxkon IP.6
16. Mapmpyrisamnust [P-makeros. [IprMep TaOIHIBI MapIIpyTH3AINH.
17. IMporoxonst TCP u UDP.
18. [Iporokonst HTTP, FTP, SMTP, IMAP, POP3 u TELNET.
19. Cuctema gomeHHbIX UMeH DNS. Tlpumepst.
20. CeteBoe 00opynoBaHue: KiaccupuKaims, Ha3HaueHHe.
21. IMosTopuTens (koHUEHTpaTop, hub).
22. Mocrt (Bridge).
23. KoMMyTaTOph! Ha OCHOBE KOMMYTAallMOHHON MaTpULBL.

24. KommyTaTtops! ¢ o6mieit muHoOii.




25. KommyTaTops! ¢ pazaenseMoil mamMsThio.

26. PexxuMbI paboTEI KOMMYTAaTOpa, YIIPABICHHE MOTOKAMH KaJpoOB.

27. JononaHuTenbHble BO3MOKHOCTH KOMMYTAaTOPOB.

28. Mapupytuzatop (Router). AIropuTmMbl MapIpyTH3alnu.

29. JlonomHuTENEHBIE BO3MOKHOCTH MapIIPyTH3aTOPOB.

34 Bomnpock! 11 caMOKOHTpOJIs (TIOJHBIH NIepedeHb 3alaHui HaX0AUTCs Ha Kadea-pe):

1. CeTr B COBPEMEHHOM JKU3HU.

2. Vcrionp30BaHme TIIO0ANBHBIX ceTel B chepax HayKH, 00pa30BaHUS, KyIbTyphl M SKOHOMHKH.

3. HcTopust BOHUKHOBEHUS U pa3BUTHA I1100anbHOM ceTu Internet.

4. Kiaccuduxanus 9BM 1o obnacTsM npUMeHESHNS.

5. ApXUTEKTYpa BEUHCIATEIBHBIX CHCTEM, paclpeieIeHHbIe BEIYUCINTEIBHBIC CHCTEMBI, IPHHITUITET PAa0OTHI
BBIYHUCIUTEIBHON CETH U OCHOBHBIE IIPOOJICMBI €€ MOCTPOCHHSI.

6. CrangapTuzanus B 00acTu BRIYUCIUTENbHBIX ceTeil. TpeboBaHusl, MpeaAbsBIsIEMble K COBPEMEHHBIM BBIYHUCIUTENBHBIM
CeTAM.

7. JlokanbHbIE BEIYUCIUTENBHBIE CETH:

- CrangapTsl GU3HUECKOTO U KaHAJIBHOTO YPOBHS JUIS IOKAIBHBIX CETEH.

- CrpyKTypu3sanus JT0KaIbHbBIX CETEH.

- CrpyKTypupoBaHHas KaOelpHas CHCTEMA.

- Crpykrypoobpasytomiee o0opynoBanne GU3NIECKOTO U KaHAILHOTO YPOBHSI.

- Cpenctra ceteBoro ypoBus creka TCP/IP, THUIOBBIE CTPYKTYpPBI JIOKAIBHBIX CETEH.

8. CrpykTypooOpasyolee 000pyi0BaHHE KOMITBIOTEPHBIX CETEH:

- KomMmyHHKanmoHHOE 000pyZ0OBaHNE B COBPEMEHHBIX BEIYMCIUTEIBHBIX CHCTEMAX.

- [IpoTokomnbl U 000PYIOBaHUE JTOKAIBHBIX CETEH.

- ITpoTokois! 1 060pyIOBaHUE ITI00ATBHBIX CETCH.

9. IIporpaMMHUpOBaHUE CETEBBIX INPUIIOKEHHMN:

- TexHonorus pacupeneaeHHbIX BHIYUCICHUN.

- Texnonorus "knueHT-cepsep'.

- Mogens gocTyna K yJaleHHBIM JaHHBIM.

- DJeKTpOHHAas MouTa.

- Mogens cepBepa 6a3 JaHHBIX.

- Monens cepBepa NMPUIOKEHUH, MOJEIH IPOTOKOJIOB Iepenayun ¢aiinos B Internet.

10. 3amuTa HHGOpPMAINH B CETSIX:

- Yrpo3sl HH(YOPMAIIH B TEITEKOMMYHHUKAIIHOHHBIX CUCTEMaXx.

- Lenu 3amuTs! HHGOPMAIIHH.

- 3akoHOzaTeNbHOE OOecIIeYeHNE 3alUThl HH()OPMALUH, 3aIIUTa OT HECAHKIMOHHPOBAHHOTO JIOCTYIa K HH(pOpPMAIHH,
CITy>KOBI ¥ MEXaHU3MBbI 3aIIUTHI HHGOPMAIIUH B OTKPHITHIX CHCTEMaX.

- Kpunrorpadudeckue MeTonsl 3auThl HHGOPMALUH (KPUNITOIOTHS, KpUNTOrpadus, KpUNTOAHANIN3), KU POBaAHHE
uHpopmanu (crannapt mupposanus nanuelx DES, crannapr mmdposanus nanasix PGP), pemenue npo6iem ayTeHTHGHUKAINH B
TEJICKOMMYHHKAIIHOHHBIX CHCTEMaXx.

11. CeTeBoe aAMHHUCTPUPOBAHHUE: IPOSKTUPOBAHNE, HACTPOHKA U COMPOBOXKICHUE CETH.

12. MynbTuMeana nHdopmanus - CTaHAaPThI U CPEACTBA MpeacTaBleHus U XpaneHus:: O6opyioBaHue 1Jis IpeACTaBICHUs U
HOATOTOBKH MYJIBTHMEIHA HH(OPMAINH, OCHOBHBIC IIPUEMBI Pa0OTHI C HAM:

- CD-ROM npuBoabl, yCTPOICTBO U MIPUHIMI JEUCTBUS, OCHOBHBIC TEXHUYECKUE XaPAKTEPUCTUKU, PA3IMYHbIE TUIIBI
HNPUBOJOB - UX JOCTOMHCTBA U HEAOCTATKU;

- aKyCTHYECKHE CUCTEMBI, yCTPONUCTBO U MPHUHIIMI A€ CTBHsI, OCHOBHbIE TEXHUUECKHE XapPAKTEPUCTUKH, Pa3IHUIHbIE THUIIBI
CHCTEM - WX JOCTOMHCTBA M HEJIOCTATKH;

- BU/IC0ATAIITEPHI, YCTPOICTBO U MPUHINN JICHCTBHS, OCHOBHBIE TEXHUUECKIE XapaKTEPUCTUKH, PA3NIUIHBIC THUIIBI
aJlalTepoB - UX JOCTOMHCTBA U HEJOCTAaTKY;

- 3BYKOBBIE KapThl, yCTPONCTBO U NMPHHIMI A€HCTBHs, OCHOBHbIE TEXHHUECKHE XapPaKTEPUCTUKH, Pa3IMYHBIEC THITBI KapT -
UX JIOCTOMHCTBA U HEAOCTaTKH;

- MOHHTOPBI, YCTPOUCTBO M IPHHIIHI ACHCTBUS, OCHOBHBIE TEXHUYIECKHE XapAKTEPUCTUKHU, Pa3IHYHbIE THIIEI MOHUTOPOB
- X JIOCTOMHCTBA U HEIOCTATKY;

- MIPUHTEPHI, YCTPOMCTBO M MPUHIUI JEHCTBHS, OCHOBHBIC TEXHHUCCKUE XapaKTEPUCTHUKH, PA3NIUYHBIC THIIHI IIPUHTEPOB -
UX JIOCTOMHCTBA U HEAOCTaTKH;

- CKaHEepbl, YCTPONCTBO U NMPUHIIUM JeHCTBHSA, OCHOBHbIE TEXHUUECKHUE XapaKTEPUCTUKH, Pa3IMYHbIE TUIIBI CKAHEPOB - HX
JOCTOMHCTBA U HEIOCTATKHY;

- YCTpOWCTBA 3aXBaTa BUICON300paKEHHs, YCTPOUCTBO M IPHHITUIT AEHCTBHUS, OCHOBHBIE TEXHHYECKHE XapPAKTEPHCTHK,
pa3IMYHbIE TUIBI YCTPOUCTB - MX JOCTOMHCTBA U HEAOCTaTKU

- COBPEMEHHbIE CPEJICTBA 0TOOpaXkeHUsI HH(OPMaLNH, IIPOSKLIMOHHOE 000pyI0BaHUE (SMUCKONBI, MyJIbTUMEANA
npoekTopsl, LCD-nanenn), ero ycTpoicTBO M IPHHITHI IEHCTBIS, OCHOBHBIE TEXHUIECKHE XapaKTePUCTHKH, Pa3INYHBIC TUITHI
YCTPOMCTB - UX JOCTOMHCTBA U HEJOCTATKU.

13. Cepgucsl 1 pecypesl Internet/Intranet:

- Crex nporokonoB TCP/IP.

- WuTtepHer u cBa3b ¢ HTEpHET.

- [IpuHuune! anpecanuu.




- IP-appecamust u DNS-anpecarusi.

- Onexrponnas noura. [Tporokons/mporpamma FTP u Telnet.

- Hoctym k ceTeBbIM (haitiam, MyJISALUS TEPMUHAIOB U yIAIEHHOE YIIPABJICHUE, CepBEphl 0a3 JaHHBIX U MOHUTOPHI
TpaH3aKIUH.

- WWW-cepsep.

- Bpay3epsl

14. [IpencraBnenne undopmManmy B CeTX, MyinbTumenua u MHTepHeT:

- SA3pik HTML, kak cpencTBo co3nanus HHPOPMALMOHHBIX pecypcoB MHTepHET.

- XoCTHHT 1 wWeb-n3aiiH, BU3yaIbHbBIE B CEMAaHTHIECKUE KPUTEPHH KadecTRa.

- [Mouck mynsTuMeauiinolt napopmanu B MaTEpHET, OMOMMOTEKH rpaduueckux (Haiios.
- YcTaHOBKA M HACTpOIKa cepBepoB CiIyx0 MHTepHET.

3.5 TecroBble 3amanust (MOTHBIN OaHK TecToBBIX 3amanuii B CZIO Moodle)

1. EnvHcTBEHHBIN CIOCOO YCTaHOBIEHHUS COOTBETCTBHSI MEXy JOMEHHBIM UMeHeM U [P-anpecom 310:
. TabnuIa

. KapTa

. TOKEH

. NOTeHIUANBLHEINA Kox NRZ

2. B 3aronoske [P-nakera nns xpanenus [P-agpecoB oTnpaButens u noxy4aressi OTBOAATCA 2 MO, KaKI0€ UMeeT
(PHUKCHPOBAHHYIO [UTHHY:

. 2 Gaiita

. 4 Gaiita

. 6 OaiiT

. 8 Oait

3. IP-agpec cocTouT U3 IBYX JIOTHUECKHUX YaCTEM:

. HOMEp CETH U MacKa IMOJICETH

. HOMeEp CETH U JOMEHHOE UMsI

. HOMEp CeTH U HOMED y371a B CETH

. HOMeEp y3J1a B CETH U 3aroyioBok IP-makera

4.Cucrembl makeTHOH 00padoTkn B 50-e Topr XX Beka, Kak MpaBUIIo, CTPOUIIMCH Ha 6ase:
. KOHTpOJIIepa

. IIIJTF03a

. JIA3epHOTO JH0a

. MdHH}peiiMa

5.Cetb, pazpaboTannas B 60-x rogax XX Beka, OCHOBaHHAsl HA KOMMYTAIlUH MAKETOB U SB-JIAIOLIASICS MPSIMBIM IPEAKOM
coBpeMeHHOro MHTepHeTa:

. Minitel

. NSFNET

. ARPAnet

. MILNET

6.Kananoobpa3yromee o60pynoBanne

. OCYILECTBIISIET IPeoOpa30BaHNe CUTHAIOB B COOTBETCTBUU C TUIIOM CpeJibl Mepeaayn (JIMHUM CBS3H)

. peanu3yeT nepenavy TaHHBIX U 00pa3yIoT TeICKOMMYHHKAIIMOHHYIO CETh (CETh CBSI3H, CETh Mepeadn OaHHBIX ),
COCTOSIIYIO U3 Y3JIOB CBSI3H, OOBEIMHEHHBIX KaHAJAMH CBSI3H JUIS TIepeiadn JaHHBIX

. COBOKYITHOCTb CPE/ICTB BBIYMCIUTEIBHON TEXHUKH, MPEACTABISIOMUX co00i MHOkecTBO DBM, 00beTMHEHHBIX C
MMOMOIIBIO CPEJICTB TEJIEKOMMYHHUKAIIUH

. MIpeHa3HaYeHO T HOPMHUPOBAHUS KaHaJa Mepeadd TaHHBIX MEXIY ABYMS B3aMMOICHCTBYIOINMHU aOOHEHTaMU, TIPH

O3TOM B OHHOﬁ H TOH XK€ JINHUU CBSI3H OJHOBPEMCHHO MOXKET OBITH C(l)OpMI/IpOBaHO HCCKOJIBKO KaHaJIOB 3a CUCT MCIIOJIb30BAHUS
pa3sinnvyHbIX METOAOB YIUIOTHCHHUS

3.6. Bonpocs! A1t ©TOTOBO aTTecTally MO AUCHUILTHHE (IK3aMeH )
Ucropus pa3BUTHS TEIEKOMMYHUKAIIMOHHBIX CHCTEM U KOMITBIOTEPHBIX CETEH
OCHOBHBIC TIOHATHS KOMITBIOTEPHBIX CeTel
Kiaccuguxaris KOMIBIOTEPHBIX CeTer

OO01Me MPUHIHIBI TOCTPOSHHS KOMITBIOTEPHBIX CeTel
AIMUHUCTPUPOBAHUE KOMITBIOTEPHBIX CETEH

CpencTBa TelneKOMMYHUKaLUI

KommyTrarnus kaHanon

KommyTarus naketoB

ApXUTEKTypa ceTu

CrangapTuzanysi KOMIbIOTEPHBIX CeTel

Dranonnas mouaens OSI

Mognems TCP/IP

Tomonorus n1oKaJIbHON ceTn

duznuecKre OCHOBBI NIepeiadn JaHHBIX

A e A B
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15. MapuipyTuzanust 1 KOMMYTaIus

16. Bunpt kabenbHBIX ceTeit

17. BecnipoBoansie cetu. Wi-Fi

18. BecnipoBognsie cetr. CoTOBBIE CETH

19. MobuibHbIe cHcTeMBI. [TOKOJICHUS CBSI3H.

20. CIyTHHKOBBIE CHCTEMBI

21. Anpecarus B creke mporokosioB TCP/IP. JloMeHHbIe HMEHA
22. Anpecanus B creke nporokonioB TCP/IP. Kitaccsl agpecos
23. Anpecanus B creke npotokoioB TCP/IP. ITpotokon IP

24. IMporokon DHCP. AnroputM AMHAMUYECKOTO HAa3HAYECHUS apecoB
25. WudopmannoHHas 0e30MacHOCTh B KOMIIBIOTEPHBIX CETAX
26. HTML

27. CucteMsl yIpaBIeHUs] KOHTCHTOM

28. Wntepuer. [IpuHumnsl paboTh

29. WWW. BcemupHas naytuHa.

30. DneKTpoHHas 1ouTa

31. ArmnmnapaTHbIe CPeJICTBa pealn3alui KOMIBIOTEPHBIX CETEH.

5.4. Ouenka pe3yabTaTOB 00y4eHHs B COOTBETCTBUH C MHAMKATOPAMH TOCTHKEHHS] KOMIETeHIHit

Heynosn.: He TOCTUTHYT

Y nosi. [ToporoBsIit ypoBeHb: 4aCTHYHO ChOPMHPOBAHBI 3HAHUS, YMEHHUS M HABBIKU B 00JIACTH OCHOB IIPOSKTHPOBAHMS JIOKAJIBHBIX
BBIUUCITUTETHHBIX CETEH, B 00JACTH CETEeBBIX CTAHAAPTOB MpENCTaBIeHUS HMH(MOpPMAIMM M MPOTOKOJIOB IMEpeAadd TaHHBIX; HA
0a30BOM YpOBHE C(DOPMHUPOBAHBI 3HAHUS U MPAKTHICCKHE HABBIKHU, [TO3BOJISIONIIE IIPOCKTUPOBATH JOKAJIbHBIC KOMITBIOTCPHBIC
ceTH; oOydJarommuiics obnagaeT 3SHaHUAMH TOJIEKO OCHOBHOTO MaTepHalia, HO He YCBOWJI €To JeTallel, TOIyCcKaeT HeTOYHOCTH,
JIEMOHCTPHPYET HEIOCTATOYHO IPaBHIIbHBIC (JOPMYITHPOBKH, HAPYIICHHS JIOTHIECKOH MTOCIIEAOBATEIIFHOCTH B M3JIOKCHUH
MPOTPaMMHOTO MaTepHalia, UCIIBITHIBACT 3aTPyIHEHHS PU BBHITIOJTHEHUH MPAKTHUECKUX padoT.

Xoporo. ba3oBeIil ypOBEHB: B JOCTaATOYHOM 00bEME C(HOPMUPOBAHEI 3HAHHS, YMEHHS ¥ HABBIKH B OOaCTH OCHOB
MPOEKTHPOBAHUS 1 CO3/IaHMS JIOKAITBHBIX BRIYUCIUTENBHBIX CETeH, B 00aCTH CETEeBBIX CTAaHAAPTOB IPEICTaBICHHUS HHPOpMaINN
U TPOTOKOJIOB MepeNaddl NAHHBIX U MPUHIUIOB UX HCHONB30BAHUS IS OOBEOWHEHHS B €AMHOE IEJI0€ Pa3HOPOIHBIX
UH(OPMALMOHHBIX PECYPCOB; YACTHYHO C(POPMHUPOBAHBI 3HAHUS M IPAKTUUCCKUE HABBIKH, TIO3BOJISIOIINE TPOCKTHPOBATH
JIOKaJIFHBIC KOMIIBIOTEPHEIEC CETH; 00YJaIOIINICs B JOCTATOYHON CTEIIEHH 3HAET MaTEePHal, TPAMOTHO ¥ IO CYIIECTBY U3JIaraeT ero,
HE JIOMyCKasl CYIIECTBCHHBIX HETOYHOCTEH B OTBETE Ha BOIIPOC MIIM BHITTOJHEHUH 3a1aHUH, IPABIJIFHO IPUMEHSIET TEOPETHIECKIE
MIOJIOKEHHUS TIPH PELICHUU MPAKTUIECKAX BOMPOCOB U 3a/1a4, BiIaJieeT HEOOXOAUMMBIMI HaBBIKAMH U IIPHEMAaMH UX BBITIOTHEHHUS.
OTtnryHo. Beicokuii ypoBeHb: chopMUPOBAHBI B TOJTHOM Mepe 3HAHUS, YMCHHUS W HABBIKU B 00JIACTH OCHOB IIPOSKTUPOBAHUS U
CO3IIaHUS JTOKAJIBHBIX BEIYMCIUTEIBHBIX CETEH, B 00JIaCTH CETeBBIX CTaHIAPTOB IIPEICTABICHUS MH(OPMAIMH W IIPOTOKOJIOB
nepefayr JaHHBIX W MPUHIHIOB WX UCTIONB30BaHUS s OObEIMHEHHS] B €JHHOE IeJI0€ Pa3HOPOJHBIX WH(POPMALMOHHBIX
PeCypcoB, a TakkKe TEXHUUECKUMHU U IPOrpaMMHBIMH CPEICTBaMH, 00ECTIEUMBAIOLIMMU UX PabOTy; B IOJTHOM 00bEME
c(OpMHUPOBaHEI 3HAHUS U TIPAKTHUSCKUE HABBIKH, TIO3BOJIAIOIINE ITPOSKTHPOBATE JIOKATEHBIE KOMITBIOTEPHBIE CETH; 00yJatoIuiics
TIyOOKO M IIPOYHO OCBOMII IPOTPaMMHBIIT MaTepHrall, HCUSPIBIBAOIIE, TOCTEI0BATENEHO, YETKO U JJOTHYECKH CTPOHHO €To
U3JIaraeT, yMeeT TECHO YBSI3bIBATh TEOPHIO C MPAKTUKOM, CBOOOIHO CHPABIIAETCS C 3aa4aMH, BOIIPOCAMHU U IPYTUMU BUAAMHU
NIPUMEHEHUS 3HaHUH, IpU4eM He 3aTpyIHSIETCs C OTBETOM IIPU BUIOM3MEHEHHH 3a/1aHUil, UCIIONB3YeT B OTBETE MaTepHall HayuYHOU
JIATEpaTypHl, MPaBIIILHO 000CHOBEIBACT IMIPUHSATOE PEIICHHUE, BIIA/IeeT PA3HOCTOPOHHUMH HABBIKAMH U IPHUEMaMH BEITTOJTHEHHS
MPaKTHYECKHX 3a]1a4.

6. YAEBHO-METOAUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCIUIIJINHBI (MO YJISA)

6.1. Pexomenayemas qureparypa

6.1.1. OcHoBHas1 IMTEpaTYypa

ABTOpBI, COCTaBUTEIHN Wznanue OK3.
JI1.1 [P.IO. Paxurun, E. B. [ Kommeroteprsie cetn: yueOHOe mocodne — bapuayn : Antl'TIY, 2019 — URL: 9999

MocKaJeHKo ; http://library.altspu.ru/dc/pdf/moskalenko.pdf

Anraiickuii

rOCyJapCTBEHHBIN

[I€Aaroru4ecKuit

YHUBEPCHUTET
JI1.2 [IO. B. Yexmapen BrruncnurenbHbIe CHCTEMBI, CETH M TEIEKOMMYHUKAINH: [yueOHOe mocobue] — 9999

Caparos : [Tpodo6paszosanue, 2019 — URL: http://www.iprbookshop.ru/87989.html

6.1.2. JlonotHUTEILHAS JTUTEPATYypa

ABTOpBI, COCTaBUTEIN znanue OK3.

JI2.1 |[B.T.Kapramesckuii | KommbroTepHbie ceTu [DnekTpoHHBIH pecype]: yuebnnk — Camapa : [II'YTU, 2016 9999
u jp.] — URL: http://www.iprbookshop.ru/71846.html




ABTOPBI, COCTaBUTEIN Uznanue OK3.
JI2.2 | A. A. 3auka JlokasbpHBIC CETH U HHTEpHET: yueOHoe mocooue — Mocksa : UHTYUT ; Capatos : 9999
At TTu Ap Menua, 2020 — URL: http://www.iprbookshop.ru/89442 html
JI2.3 [A. B. IIponerapckuii, |becnpoBoansie cetn Wi-Fi: yuebroe mocobne — Mocksa : UIHTYUT ; Capatos : Aif 9999
U. B. backakos, [I. H. |ITu Ap Menua, 2020 — URL: http://www.iprbookshop.ru/§9422.html
Uupkos u 1p.
JI2.4 |B.T. benenbkuii, A. BecnipoBoHbBIC ceTH TIepeiadyn JaHHBIX: yaeOHoe mocoorne — HoBoCHOMPCK : 9999
B. Jlomkapes Cubnpckuii rocyTapCTBEHHBIH YHIHBEPCUTET TEICKOMMYHUKANNI 1 HHOPMaTHKH,
2020 — URL: https://www.iprbookshop.ru/117126.html
JI2.5 | A. H. Bepnun AOGOHEHTCKHE CeTH AOCTYIA U TEXHOJIOTHH BEICOKOCKOPOCTHBIX CeTell: yueOHoe 9999
nocobre — Mocksa : UntepHeT-YHuBepcuteT MHbOopMannoHHbIX TeXHOIOTHIA
(MHTVYUT) : At [Im Ap Menwua, 2021 — URL:
https://www.iprbookshop.ru/101985.html

6.2. Ilepeuenn pecypcoB HH(OPMALMOHHO-TEJIEKOMMYHUKAIIMOHHOI ceTn "UnTepHer"
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6.3.1 Ilepevyenn NporpaMMHOro odecrnev4eHust

6.3.1.1 | OnepanmonHnas cucrema cemeiictea Windows

6.3.1.2 | OnepanmonHas cuctemMa cemectBa Linux

6.3.1.3 | ITaker Microsoft Office

6.3.1.4 | Uatepuet Opay3sep

6.3.1.5 | ITaker Kaspersky Endpoint Security 10 for Windows

6.3.2 TlepeyeHb HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM

6.3.2.1|eLIBRARY.RU : Hay4Has 35eKTpoHHAs ONONMHOTEKA

6.3.2.2 | MDOB. MexBy30BcKas diieKTpoHHas onbmuoTeka / HOBOCHOUPCKUI roCyIapCTBECHHBIH MeIarOrHUeCKUi YHUBEPCUTET

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI (MO YJIS)

7.

Ju—

O06opynoBaHHBIEC YIEOHBIC Ay TUTOPHHU, B TOM YHCIIE C UCIIOIb30BAHNEM BUICONPOSKTOPA U MOIKIIOYEHIEM K CETH
«HTEpHET» U AOCTYIIOM B JIEKTPOHHYIO HH(OPMALIMOHHO-00pa30BaTENbHYIO Cpely Y HUBEpPCUTETA.

7.2 | Ayautopun Asisi CaMOCTOSITEIBHOM PabOTHI ¢ MOJKIIOYEHHUEM K CeTH «IHTEpHET» U JOCTYIIOM B DJIEKTPOHHYIO
HH(POPMAMOHHO-00pa30BaTENBHYIO CPEay Y HUBEPCHUTETA.

7.3 | KoMIbIOTepHBIH KIacc ¢ MOAKIIOYEHUEM K ceTH «IHTepHEeT» U AOCTYIIOM B 3JIEKTPOHHYIO HH(OPMALOHHO-
00pa3oBaTeNIbHYIO Cpesly Y HUBEPCHUTETA.

8. METOJMYECKHUE YKA3ZAHUSA JJIS1 OBYYAIOIIUXCS IO OCBOEHUIO JUCHUTITIMHBI (MO YJISA)

TEXHUYECKUMH CPEJICTBAMH U MOIYyYUTh JOCTATOYHBIC IPAKTHIECKHUE HABBIKK B paboTe ¢ MPOrpaMMHBIMHU CPEJICTBAMH,
HCIIONB3YEMBIMH TIPH BHITTOTHEHUH JIA0OPaTOPHBIX paboT 1o Kypcy. Ocoboe BHUMaHHUE HOKHO OBITH Y/ICNICHO H3yUEHHIO TUIIOBBIX
3a7a4 paboThl ¢ HHPOpMAnHed B KOMITBIOTEPHBIX CETSX.

JlaGopaTopHble paboThI BEIMOIHSIIOTCS CTYACHTOB B COCTaBe 1 yeJoBeKa M0 Ka)JOMy WHIMBHUYaJIbHOMY IIPOEKTHOMY 331aHHMIO.
[NToxroroBka K ciexytoei 1abopaTopHoii paboTe T0MmKHA IPOU3BOIUTHCS B YPOUHOE BPEMSI C HCTIOIB30BAaHUEM JIEKTPOHHOTO
yaeOHHKa.

B TEUEHHU BPEMEHH, OTBEJCHHOTO 110 PACIHCAHUIO, CTYACHTHI MOIy4YaloT OT MPEHNoAaBaTelsl HHAUBHIYAIbHOE 3aaHuUE,
U3y4YaroT TEOPETHYECKYIO YaCTh, COOTBETCTBYIOILYIO BEIIONHIAEMO paboTe, 3HAKOMSTCS ¢ 00pa3IoBOii 3a1aueii ¥ Ha ee OCHOBE
BBITIOJIHSAIOT HHINBHUIYaJIbHOE 3aaHKe 10 IIPUHIHUITY TT000MS 1 IO «HapacTaHHIO» HOBOTO MaTepHIIa.

ITo uroram 1aGopaTOPHBIX PAOOT TOTOBUTCS OTHUET.

MeTtonuyeckre peKOMEHIalnuK 00yJatoIMCsI C OTPAaHHIEHHBIMH BO3MOXKHOCTSMH 310poBbsi (OB3)

Cnennansable yenoBus o0ydenust B Antl TV onpenenens! «IlomokeHneM 00 HHKITIO3NBHOM 00pa30BaHAN (YTBEPKICHO
HpHUKa30M pekropa ot 25.12.2015 r. Ne 312/1m). JanasmM «Ilonoxkernem» mpeaycMOTPEeHO 3al0THEHHE CTYJCHTOM IIPU 3a4HCICHUN
B YHHBEPCUTET aHKeThl «OnpeeneHue NoTpeObHoCTeH 00yyaronuxcs B CO3JaHUHU CIENUAbHBIX YCIOBUM 00yueHUs», B KOTOPOii
YKa3bIBAIOTCS IIOTPEOHOCTH JIMIA B OPTaHU3ALMHI JIOCTYITHOH CONMaIbHO-00pa30BaTENbHOM Cpebl M MOMOIIHM B OCBOSHUH
00pa3oBaTeNbHOI IPOTPaAMMBEIL.

Iox cnenmanbHBIMU YCIOBUSIMH JUTS TIOJTydeHUs] 00pa30BaHUs 00YJaIOMNUMHUCS C OTPAHHUCHHBIMH BO3MOXKHOCTSIMH 30POBbSI
MOHHUMAIOTCS YCIOBHS OOYUCHUSI, BOCITUTAHUS U PA3BUTHS, BKIIOYAIONIHME B CE0s1 HCIIOIb30BAHNE CIICIIMANIBHBIX 00pa30BaTEeIbHBIX
MPOTPaMM H METOAOB 0Oy4eHHS M BOCITHUTAHMS, CIICIHAIBHBIX YIeOHUKOB, Y4eOHBIX ITOCOOHH 1 ANAAKTHYECKIX MaTepHAIOB,
CIEIIATBHBIX TEXHUIECKUX CPEACTB 00yUIeHH KOJIEKTUBHOTO M MHUBUAYaIbHOTO IIOJIB30BaHHUS.

IocTpoenue 06pa3z0BaTEILHOTO MPOLIECCa OPUEHTHPOBAHO HA YUeT WHIUBUIYAIbHBIX BO3PACTHBIX, ICUXO(U3HUECKUX
0COOCHHOCTEH 00y4aIomMXCsl, B YACTHOCTHU MIPEIIONAraeTcsi BO3SMOXKHOCTh Pa3paOOTKU MHIMBUIYAIbHBIX yIEOHBIX IUIAHOB.
Peanmu3anust ”HIMBHYaIFHBIX YIeOHBIX IJIAHOB COMPOBOKAACTCS MOIACPKKOHN THIOTOPA (POANTENS, B3SABIIETO HA ceOst
TBIOTOPCKHE (PYHKIMH B Tpoliecce 00yUeHus], BOJIOHTEPA).




OGyuarommuecst ¢ OB3, kak 1 Bce OCTanbHbIE CTYAEHTHI, MOTYT 00y4JaThCs 110 HHANBHIYaIbHOMY Y4eOHOMY IIaHY B
YCTaHOBJICHHBIE CPOKH C YUSTOM HHIUBHIYATBHBIX OCOOCHHOCTEH M CIIEIMANBHBIX 00pa30BaTEeIBHEIX MOTPEOHOCTEH KOHKPETHOTO
obyuaromerocsi. Cpok MOITy4eHus! BBICIIEr0 00pa30BaHuUs IpU 00y4EeHHHU 110 HHAUBHYAIbHOMY Y4eOHOMY IJIaHy AJIS JHIT C
OrpaHUYECHHBIMH BO3MOXKHOCTSIMH 3710POBbSI MOXKET OBITh IIPH HEOOXOJMMOCTH yBEJIMUCH, HO HE 0oJIee YeM Ha rofl.

ITpu cocTaBneHNN HHANBHAYAIBHOTO Tpaduka o0ydenus ais auil ¢ OB3 BO3MOXKHBI pa3iiyHbIe BApHAHTHI IPOBECHNUS 3aHATHIL:
O IPOBEACHIE HHANBUAYAIbHBIX WM TPYIIIOBBIX 3aHATHH C IETbI0 yCTPAaHEHHS CIOKHOCTEH B YCBOCHHH JICKIIMOHHOTO
MaTepHaia, MOAr0OTOBKEe K CEMHUHAPCKUM 3aHSATHUSIM, BHIITOJHEHHUIO 33JaHUH 10 caMocToATeNnbHOoN padote. s i ¢ OB3, mo ux
npockOe, MOTYT OBITh aJaNTHPOBAHbI KaK CAMH 3aJJaHusl, TaK U (POPMBI NX BBIOJIHCHUS.

O BBITTOJTHEHHE 110/ PYKOBOJCTBOM IIPENOaBaTeNsl HHANBHIYAIEHOTO IIPOEKTHOTO 3aaHus, TIO3BOJISIONIETO COUeTAaTh
TEOpeTHYECKHe 3HAHUS U MIPAKTHUECKUE HABBIKU;

O MPUMEHEHUE MyIbTUMEIUNHBIX TEXHOJIOTUH B MPOLECCE 03HAKOMUTENBHBIX JIEKLUH U CEMUHAPCKHUX 3aHATHH, 4TO
TI03BOJISIET SKOHOMHTD BpeMs, 3aTpaunBacMoe Ha M3JI0KeHHe HeoOXOIMMOTo MaTepralla H YBEJIMIUTh eTo 00beM;

O JIICTaHIMOHHYIO (JOPMy WHIMUBHIYAIbHBIX KOHCYJIBTAINH, BRIIOJIHEHNS 3aJaHU Ha Oase miatdopmsl «Moodley.
OCHOBHBIM JIOCTOMHCTBOM JHCTaHIIMOHHOTO 00y4eHus aist aui ¢ OB3 sBisieTcst To, YTO OHO MO3BOJISET MOTHOCTHIO
HHIMBUYallM3UPOBaTh COJEpKaHUE, METOBI, (POPMBI M TEMITBI yUEOHO NeSTEeNbHOCTH HHBAINA, CIIEAUTH 32 KaXKIbIM €TI0
JIEWCTBHEM U OTepalfiell IpH pelIeHNH KOHKPETHBIX 33/1a4; BHOCHTE BOBPeMs HEOOXOIUMBIC KOPPEKINH KaK B AATCIHHOCTD
CTyZeHTa-MHBAIN/a, TaK U B AEATEIBHOCTH IIpernoaaBarens. JJucTaHIMOHHOE 00yUeHHE TaKKe MO3BOISIeT 00eceunBaTh
BO3MOKHOCTU KOMMYHHKAILIUH HE TONBKO C MIPENoAaBaTeneM, HO U € APYTUMH 00y4aeMbIMHU, COTPYIHUYECTBO B TIPOIIECCe
MIO3HABATENIFHOM HesTebHOCTH ((popyM, BeOHHap, skype-koHCynpTHpoBaHNEe). DddhexTnBHOI hopMoii mpoBeeHHs OHIaiH-
3aHATHH ABISIOTCS BeOMHAPBI, KOTOPBIC MOTYT OBITH MCIIOJIB30BAHbI IS IPOBEACHUS BUPTYAIbHBIX JICKIHI ¢ BOSMOXKHOCTBIO
CETEBOT0 B3aUMOJIEHCTBHS BCEX YUACTHUKOB JUCTAHIIMOHHOTO O0Y4EHHUS.

Jlns ocyluecTBieHHs NPpoLeayp TEKYIIEro KOHTPOIs YCIIEBa€MOCTH M IIPOMEKYTOUHOM aTTeCTAllUK NPENoIaBaTelu, B
COOTBETCTBHH C MOTPEOHOCTSIMH CTY/ICHTa, OTMEUCHHBIMH B aHKETE, 1 PEKOMEHIAIUSAMH CIEIHAIICTOB JIe(EKTOIOTHIECKOTO
npoduiis, pa3pabaTeiBaeT (GOHIBI OLIEHOYHBIX CPEACTB, afalTHPOBAHHbIE AT JIUI] C OTPAHHYCHHBIMH BO3MOXHOCTSIMH 310POBBS U
MO3BOJISIOLIME OLICHUTH JIOCTH)KCHUE MMH 3aIlJIAaHMPOBAHHBIX B OCHOBHOM 00pa30BaTeIbHOI MporpaMMe pe3yJIbTaToB 00yUYeHHS U
YpOBEHb C(OPMHUPOBAHHOCTH BCEX KOMIIETEHIINH, 3asIBIICHHBIX B 00pa30BaTEILHON IIpOTrpaMMe.

®dopma MpoBeAEHH TeKyIIel aTTecTanuu s cTyaeHToB ¢ OB3 ycraHaBnmBaeTcs ¢ y4eTOM HHAWBUIYATBHBIX MCUXO(PH3NIECKAX
ocobeHHocTeH (YCTHO, MUCbMEHHO Ha Oymare, MICbMEHHO Ha KOMIIbIOTepe, B GopMe TecTupoBaHus H T.11.). [Ipu HeoOxoaumocTi
maM ¢ OB3 MoskeT ObITh PEIOCTaBICHO NOTONIHUTEIBHOE BPEeMs TSl ITIOATOTOBKU K OTBETY Ha 3a4eTe WM K3aMEHe,
BBITIOJTHEHMS 3aJaHHs TI0 CAMOCTOATENbHO padoTe.

CTyZAeHT ¢ OrpaHMYEHHBIMU BO3MOXKHOCTSIMU 3/J0POBbs 00s3aH:

0 BBITIOJTHATD TpeOoBaHHs 00pa30BaTeNbHBIX IPOTPaMM, TPEIbSBIICMBIC K CTEIICHU
OBIIA/ICHUS COOTBETCTBYIONIMMH 3HAHUSIMU;
O CaMOCTOSITENIFHO COOOIIUTh B COOTBETCTBYIOIIEE MOApa3eseHue mo pabore co cryaentamu ¢ OB3 o Hanuumu y Hero

HOATBEPKICHHON B yCTAHOBIEHHOM IMOPSIIKE OTPAHUUEHHBIX BO3MOXKHOCTEH 370pOBbS, HKU3HEASSITENbHOCTU H TPYIOCIIOCOOHOCTH
(VHBaIMAHOCTH) HEOOXOJUMOCTH CO3AHMS [UISI HETO CIICIIMANIBHBIX YCIOBHM.
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