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TeopeTuyecknx 0CHOB HMHPOPMATHKHI

[Tporokon Ne 6 ot 27.02.2024 r.
Cpoxk peiictBust mporpammsl: 20242029 yu.r.
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Pacnpe)le.ne}me YacoB IMCHUILIMHBI [0 CEMECTPpaM

Cemectp
(<Kypc>.<Cemectp 2(1.2)
Ha Kypce>) Hroro
Henens 21
Bun 3ansauii vII | PII | VI PIT

Jlexnun 20 (20 (20 |20
JlabopaTopHsbie 20 |20 |20 |20
Konrponn 2 2 2 2
CaMOCTOSATEIHHOM
paboTsI
HWroro ayn. 40 |40 |40 (40
Konrakthas pabota |42 |42 (42 (42
Cam. pabota 66 |66 |66 |66
HUrtoro 108 [ 108 | 108 | 108




1.1. LIEJIM OCBOEHMUS AUCLIAIIIMHBI (MOAYJIST)

1.1.1 [ bopMupoBaHHE COBOKYITHOCTH 3HAHHUH M MPEICTABICHHUI O BOSMOXHOCTSIX, MPUHIUIAX (HYHKINOHUPOBAHHS U
IIPOECKTUPOBAHIS KOMITBIOTEPHBIX CETEH, OpraHN3aNy B €AMHOE IIEJI0E PA3HOPOAHON HH(POPMAIINH, TPEACTABICHHOI B
pasNUUHBIX GOPMATaX U BOZMOKHOCTH 00ECIEUUTh aKTHBHOE BO3JEHCTBUE YeIOBEKa Ha 3TH JaHHBIC B PEaIbHOM
MaciTabe BpeMeHH, a Takke 00 OPraHU3aI|y JOCTYIA K PacIpe/ielIeHHbIM JJaHHbIM;

1.1.2 | dbopmupoBaHHUEe y CTYICHTAa COBOKYITHOCTH 3HAHUU M IPEICTABICHUN O KIIACCH(UKAIIMU U YCTPOWCTBE ONEPALMOHHBIX
CHCTEM, UCIIONB3YEMBIX B HUX aJITOPUTMAX U KOHIICTIIIHAX; a TakKe MOJTydeHIE IPAKTHIECKUX HABBIKOB IO YCTaHOBKE,
HACTPOWKE M UCTIOIH30BaHUIO OTIEPAIMOHHBIX CHCTEM.

1.2. 3AJAYY OCBOEHMUSA JTUCIIUITJIMHBI (MO AYJIS)

1.2.1 | popmupoBaHue 3HaHUI, yMEHUI 1 HABBIKOB B 00JIACTH OCHOB MPOCKTUPOBAHUS U CO3JIAHHS JIOKATBHBIX BHIYHCIATEEHBIX
ceTel, a TaKkke TEXHUYECKUMH U TIPOTPAMMHBIMH CPEACTBaMH, 00eCTICUNBAIOIIMMHU UX padoTy;

1.2.2 | hopMupoBaHUe 3HAHMI 1 MPAKTUIECKUX HABBIKOB, TO3BOJIIONINX IPOSKTHPOBATH JTOKANBHBIC KOMITBIOTCPHBIE CETH;

1.2.3 | oBnaieHne HaBBIKAMHY MIPOBECHIS aHATN3a U ONITUMHU3AIINHN CYIIECTBYIOUINX KOMIBIOTEPHBIX CETEH;

1.2.4 | bopMupoBaHue 3HAHUH, YMEHHI I HAaBBIKOB y CTYACHTOB B OOJIACTH CETEBBIX CTAHAAPTOB MPEICTABICHUS
nHGOPMANMH U HPOTOKOJIOB NEpedadd JaHHBIX M IPHHIUIIOB HX HCIIOJIB30BAHUS JUIS OOBCIMHEHHS B EIWHOE
1L[eJI0€ Pa3HOPOJIHBIX MH(OPMALMOHHBIX PECYPCOB;

1.2.5 | u3yueHne opraHu3aluy U IPHHITUIIOB MOCTPOCHUS COBPEMEHHBIX ONEPAI[MOHHBIX CHCTEM U CUCTEMHBIX IPOTpaMM;

1.2.6 | bopMmupoBaHue mpencTaBIeHHi 00 00IIeH METOIONOTHH Pa3pabOTKH CHCTEMHO-OPHUEHTHPOBAHHBIX IIPOTPaMM C
UCIIOJIE30BAaHUEM COBPEMEHHBIX allTOPUTMHYECKHX SI3BIKOB M CUCTEM IIPOIPAMMHUPOBAHHS;

1.2.7 | yrirybneHHas MOATOTOBKA CTYAEHTOB B 00JIACTH IPUMEHECHUS allIapaTHBIX M MPOTPAMMHBIX CPEJCTB COBPEMEHHBIX
IIPOLECCOPOB, IPEIHA3HAUYEHHBIX AJIS IOAAEPKKH MHOI03aJauHbIX OIIEPALIMOHHBIX CUCTEM.

2. MECTO JUCIHAIIVIMHBI (MOAYJISA) B CTPYKTYPE OBPA3OBATEJIBHOU ITPOT'PAMMBbI

Huka (paznen) OIL: | K.M.07

2.1 | TpeGoBaHus K NpeJBapUTe/IbHON MOAr0TOBKE 00y4al0ILerocs:

2.1.1 | Texaomoruu nudpoBoro 0Opa3oBaHM

2.1.2 | IIporpammupoBaHue

2.1.3 | lHOCTpaHHBIH S3BIK

2.1.4 | BBoHBIH Kypc HHPOPMATHKA

2.2 | JucuuminHbl (MOIYJIH) M IPAKTHKH, AJI5 KOTOPHIX 0CBOEHHE JAaHHOMH TUCHUILINHBI (MOIYJs1) HEOOX0AHUMO KaK
npeiIecTBYOIIee:

2.2.1 | OcHOBBI 00paOOTKH OOJBIITUX JAHHBIX

2.2.2 | BoInoMHEHNE | 3aIIUTa BHITYCKHOW KBATU(PUKAIIMOHHON paboThI

2.2.3 | Be0-TexHOI0OrHH

2.2.4 | MadopmannonHast 6€30MaCHOCTH U 3aIUTa HH(OPMAIHH

2.2.5 | Meroauka IOATOTOBKH IIKOJIBHUKOB K PEIICHHUIO OMMITHAAHBIX 331a4 10 HH(OPMATHKE

2.2.6 | Meroauka noarotoBku k 'MA o nuadopmarmke

2.2.7 | Meroauka oOy4denus HHGopMaTHKe

3. KOMIIETEHLIMY OB YYAIOILETOCSl, POPMHUPYEMBIE B PE3YJIbTATE OCBOEHMS JUCLUATIIMHBI
(MOJLYJIST)

IIK-1.1: 3HaeT CTPYKTYPY, COCTAB M THMIAKTHYECKHE eUHHIBI IPEAMETHOI 00/1acTH (MPEnoaaBaeMoro npeamera).

IMK-1.2: YMeeT ocymecTBIAThL OTOOP Y4eOHOro cojaep:KaHHsA AJs ero peaju3allid B Pa3JIMYHbIX (opmax o0ydyeHHs: B
coorBercTBHH ¢ TpedoBanusasmu ®I'OC OO.

VK-2.3: MHcnosb3yer HHCTPYMEHTbI M TeXHHKHM UM(POBOro MOAEJIHPOBAHMSA JJIf peaJu3aluu 00pa3oBaTeJbHbIX
TPOIECCOB.

B pe3syibTare ocBOeHHS TUCHUILTHHBI (MO1YJIs1) 00y4Yaromuiics 10/KeH

3.1 |3narn:

3.1.1 | 06 OCHOBHEIX HaIlpaBJICHUAX Pa3BUTUA COBPEMCHHBIX OINCPALIMOHHBIX CUCTEM;

3.1.2 | 00 OCHOBHBIX MOHATHSX, UCIIOJB3YEMBIX B TEOPHH ONEPALIMOHHBIX CUCTEM: MpoLiecca, MOTOKA, sipa, BUPTYaJbHON
MIaMATH | T.J.;

3.1.3 | 06 OCHOBHBIX NPHUHIIMIIAX OPTAHU3ALIMN U YIIPABJICHUS MaMSITH,

3.1.4 | 06 OCHOBHBIX JUCLHUIUIMHAX AUCTIETYHPOBAHUS MPOLECCOB U TIOTOKOB B CUCTEMAX;




3.1.5

00 OCHOBHBIX MOZICIAX, 3aKIaAbIBACMBbIX ITPU CO3AaHUN ONICPALITMOHHBIX CUCTEM,

3.1.6

O CTPYKTYPEC U apXUTCKTYPEC N3YyIaCMbIX OINCPALIMOHHBIX CUCTEM, UX JOCTOMHCTBA U HEAOCTATKH.

3.2

Ymers:

3.2.1

paspabatsiBath nporpammsl B OC Windows ¢ rpaduueckuM moap30BaTeNnbCKUM HHTEpdeiicoM;

322

pa3pabaTeIBaTh MPOTpaMMEl, B onepanuonHon cucteMe UNIX ¢ Hcronb30BaHHEM CUCTEMHBIX BBI30BOB;

323

pa3pa6aTLIBaTI) MHOTOIIOTOYHBIC ITPOTPaMMBI C CI/IHXPOHH3aHHeI>‘I JAHHBIX

324

paSpa6aTBIBaTI> JUHAMHWYCCKH ITOAKJIIFOYaCMbIC 6I/I6J'II/IOTCKI/I;

3.2.5

nepeXBaTbiBaTh BBI3OBBI K OHCpaHHOHHOfI CUCTEME;

3.2.6

pabotaTh ¢ uHTEp(EHCOM OIIEPALUOHHBIX CUCTEM, CTABUTH U PELIATH 3aJa9l aAMUHUCTPUPOBAHUS U KOHOUTYPHPOBAHHS
CHCTEM, aBTOMATH3AIMU PEIICHHS IPUKIIAJIHBIX 33149 MO YIPABICHUEM Pa3IMIHBIX ONCPAIIHOHHBIX CHCTEM.

33

Baangers:

3.3.1

paspabotku nporpamm B OC Linux, Windows;

332

pa3paboTKU MHOTOMOTOYHBIX IIPOTPaMM C CHHXPOHH3ALUeN JaHHBIX;

333

pa3pabOTKKU AMHAMHUYECKH MOIKII0YaeMbIX OMOIHOTEK;

334

TIEpeEXBaTa BbI3OBOB K OHepaHI/IOHHOfI CHUCTEME.

335

pa60T1)1 B pa3jIMYHbIX ONICPAIITMOHHBIX CUCTEMAX;

33.6

MIPUHIONTIAX KOHPHUTYPUPOBAHUS KOMITBIOTEPHBIX CeTeHl.

4. CTPYKTYPA U COAEP’KAHUE JUCOUILINHBI (MOIYJIST)

Kon HanmenoBanne pazaesio u Tem /Buag | Cemectp / | YacoB | Komneren- JInTeparypa
3aHATHSA 3aHATHS/ Kypc MU

Pa3nen 1. OcHOBBI KOMIIBIOTEPHBIX
cereii

1.1 OO1pMe MPUHITUITBI TIOCTPOSHHUS 2 2 IIK-1.1 IIK- JIT.1 JI1.2 JI1.3J12.1 JI2.2 JI2.3
KOMIBIOTEpHBIX ceTelt /JIex/ 1.2 VK-2.3

1.2 ADPXUTEKTYypa U CTaHIAPTU3ALMS 2 4 TIK-1.1 IIK- JI1.1 J11.2 J11.3J12.1 J12.2 J12.3
cereit 1.2 VK-2.3
/JTex/

1.3 duznyeckre OCHOBBI Nepeadn 2 2 IIK-1.1 IIK- JIT.1 JI1.2 JI1.3J12.1 JI2.2 JI2.3
JIAHHBIX 1.2 VK-2.3
/JTex/

1.4 AnnapaTHbIe CPEACTBa pealnu3aliu 2 2 IIK-1.1 IIK- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3
KOMIIBIOTEPHBIX CETEl 1.2 VK-2.3
/JTex/

1.5 BecnipoBoanbie TexHonoruun /Cp/ 2 8 IK-1.1 IK- JI1.1 J11.2 J11.3J12.1 J12.2 J12.3

1.2 VK-23
1.6 Kommyramust kaHanoB u maketos /Cp/ 2 8 IK-1.1 ITK- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3
1.2 VK-2.3

1.7 Anpecanus B CeTsIX Ha IpUMeEpe cTeKa 2 2 [IK-1.1 IIK- JI1.1 J11.2 J11.3J12.1 J12.2 J12.3
npotokojoB TCP/IP. IIpotokoi IP. 1.2 VK-2.3
IIpoTokon
DHCP. Anroput™ AMHAMUYECKOIO
Ha3HAYCHUS
aZipecoB
/JTex/

1.8 Pabora ¢ yrumiuramMu KOMaHIHON CTPOKH 2 2 IK-1.1 ITK- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3
Windows miist paGOTHI C CETBIO 1.2 YK-2.3
/J1a6/

1.9 IIpoexTrpoBaHUE JTOKAIBHBIX CETECH B 2 2 ITK-1.1 ITK- JIT.1JI1.2 JI1.3J12.1 JI2.2 JI2.3
NIPOTpaMMe JIOTHYECKOTO MOAEITUPOBAHUS 1.2 VK-2.3
TENIeKOMMYHHUKAIIMOHHOM ceTH
NetEmul
/J1ab/

1.10 3axBaT M aHAJM3 CETEBOTO TpaduKa C 2 4 IK-1.1 IIK- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3
TIOMOILBIO IIPOTPaMMBbI IIPOrpaMma- 1.2 VK-2.3
aHanM3aTop TpaduKa s KOMIBIOTEPHBIX
cereit Ethernet Wireshark
/J1ab/




Pa3nes 2. OcHOBBI ONEPAIMOHHBIX
CUCTEM

2.1 OBOJIIOLUS ONEPALMOHHBIX CUCTEM U 2 IIK-1.1 IIK- JIT.1 JI1.2 JI1.3J12.1 JI2.2 JI2.3
KJaccu(UKaILHs KOMIBIOTEPHBIX 1.2 VK-2.3
cucteM /Jlex/
2.2 OBOJIIONHS ONIEPAIMOHHBIX 8 ITK-1.1 K- JIT.1 JI1.2 JI1.3J12.1 JI2.2 JI2.3
cucteM  cemeiictea Windows /Cp/ 1.2 VK-2.3
2.3 OCHOBHBIE TIOHSITHS OTIEPALIMOHHBIX 2 IIK-1.1 IIK- JIT.1JI1.2 JI1.3J12.1 JI2.2 JI2.3
cucreM. CTpyKTYyphl OTIEpaLIMOHHBIX 1.2 YK-2.3
cucTeM (MOHOJIHMTHEIC CHCTEMBI,
MHOTOYPOBHEBBIE CHCTEMBI, BUPTyaJIbHBIC
MAIIIUHBIL, 3K305/1pa, MOJICIb KITHEHT-
cepBep). Kiaccu(puKanus onepaoHHbIX
cucrem. /Jlex/
2.4 ApPXUTEKTypa KOMIIBIOTEPHON CUCTEMBI U 2 IK-1.1 ITK- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3
OTIepallMOHHOM cucTeMbl /JIek/ 1.2 YK-2.3
2.5 Vnpasnenue namstbro. Mojenu 12 [K-1.1 K- JI1.1 J11.2 J11.3J12.1 J12.2 J12.3
namsta. /Cp/ 1.2 YK-2.3
2.6 IInanupoBanue nporeccos. bazossie 2 ITK-1.1 K- JIT.1JI1.2 JI1.3J12.1 JI2.2 JI2.3
TUCIUTUTAHBI TUIaHUpoBaHus. /JIek/ 1.2 YK-2.3
2.7 ®aiinoseie cucrtemsl /Cp/ 6 MK-1.1 K- JI1.1 J11.2 J11.3J12.1 J12.2 JI12.3
1.2 YK-2.3
2.8 DBOJIIONHS PA3BUTHUS ONIEPALTTOHHBIX 8 MK-1.1 K- JI1.1J11.2 J11.3J12.1 J12.2 J12.3
cucteM cemeiictBa Unix /Cp/ 1.2 YK-2.3
2.9 Hasnayenue u GyHKIUH OTIepaliiOHHON 4 IK-1.1 ITK- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3
cucreMbl. CeTeBbIE CEPBUCH U 1.2 VK-2.3
ciryx0s1 /Cp/
2.10 CpaBHEHHE ONIEPALIMOHHBIX CUCTEM 2 ITK-1.1 ITK- JIT.1JI1.2 JI1.3J12.1 JI2.2 JI2.3
cemeiictB MacOS, Unix, Windows /Cp/ 1.2 VK-2.3
2.11 N3yuenne cTpyKTyphl OTIepalliOHHOMN 2 TIK-1.1 IIK- JIT.1 J11.2 JI1.3J12.1 JI12.2 J12.3
cucrembl Windows /Cp/ 1.2 YK-2.3
2.12 Nzydyenue nacrpoek Windows /Cp/ 2 MK-1.1 K- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3
1.2 YK-2.3
2.13 Peectp u xoHCOIb yrpasienus /Cp/ 2 TK-1.1 IK- JI1.1 J11.2 J11.3J12.1 J12.2 JI12.3
1.2 YK-2.3
2.14 W3zydaenne ciocoOoB co3qaHus U 2 IK-1.1 ITK- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3
HacTpoiiku koHconeit MMC /JIa6/ 1.2 VK-2.3
2.15 bazoseie ¢pynkimu ynpasnenus OC 2 ITK-1.1 IK- JIT.1JI1.2 JI1.3J12.1 JI2.2 JI12.3
Windows Ha ypoBHe moJib3oBatess /Cp/ 1.2 YK-2.3
2.16 OcHOBHBIE KOMaH/bl U YTAIUTHI 2 ITK-1.1 K- JIT.1JI1.2 JI1.3J12.1 JI2.2 JI2.3
cuctemuoit kounconu (OC AltLinux) /J1a6/ 1.2 VK-2.3
2.17 VYnpasnenue nponeccamu B OC 2 MK-1.1 K- JI1.1 J11.2 J11.3J12.1 J12.2 J12.3
Windows /J1a6/ 1.2 VK-2.3
2.18 VYcranoska auctpudyrusa OC Linux 2 TIK-1.1 IIK- JI1.1 J11.2 J11.3J12.1 J12.2 J12.3
ubuntu Ha VB /Cp/ 1.2 YK-2.3
2.19 OcHoBrI padoTel B Ubuntu /J1a6/ 2 IK-1.1 IK- JI1.1 J11.2 J11.3J12.1 J12.2 JI12.3
1.2 YK-2.3
2.20 Nzydenue 6a3oBbix komany Linux /J1a6/ 2 MK-1.1 K- JI1.1J11.2 J11.3J12.1 J12.2 JI2.3
1.2 YK-2.3
2.21 TepMuHaT 1 KOMaHHas 000JI0YKa 2 ITK-1.1 ITK- JIT.1JI1.2 JI1.3J12.1 JI2.2 JI2.3
oTIepannoHHOM cuctembl Linux /J1a6/ 1.2 YK-2.3
Paznen 3. IlpomeskyTouHas aTTecTanus
3.1 3ager /3auérCOn/ 0 MK-1.1 K- JIT.1 J11.2 J11.3J12.1 J12.2 JI12.3
1.2 YK-2.3

5. ®OHJ OIEHOYHbBIX CPEJACTB

5.1. IlepevyeHb HHAUKATOPOB AOCTUKEHHS] KOMIIETEHIMH, (POPM KOHTPOJISI U OIIEHOYHBIX CPEACTB

NYK-2: CnocobeH onpenenars Kpyr 3a7ia4 B paMKax IMOCTaBICHHOMN LIEJIU U BRIOUPATh ONTHMANBHBIC CIIOCOOBI MX PELICHHS,
WCXOJIS M3 ICHCTBYIONIMX MPABOBBIX HOPM, HMEIOIUXCS PECYPCOB U OTpaHIMYCHUN

3HaTh:




- CYIIHOCTB U CTPYKTYPY CAMOCTOSTEIBHON pabOoTEL, KaK pecypca caMoo0pa3oBaTelIbHOM NI TeIbHOCTH;

- 0COOCHHOCTH CBOEH NpoQecchy 1 3HaUSCHNE YMEHHI caM000pa30BaTebHON NESTEIBHOCTH ISl YCIEITHOCTH PO(EeCCHOHATEHOM
JACATCIbHOCTHU.

YMmers:

- OTIPENEIATH [eNb U 33/1a491 CAMOCTOSTEIFHOM PaboTHI;

- pa3pabaThIBaTh U PEaTH30BIBATH IIAH CAMOCTOSATEIBHON paOOTEI;

- KOPPEKTHPOBAThH PE3YNbTaThl CAMOCTOSITENBbHOM PabOThI, OTIPEAEsATh CTPATETHH €€ Pa3BUTHSL.

Brnaners:

- KaTeTOPHAIFHBIM aMIapaToM, PaCKPHIBAIONIIM CYITHOCT CAMOCTOSTEITbHON paboTEI;

- crioco0aMu aHaIM3a U OLUEHKH ee (P (PEKTHBHOCTH;

- YMEHHMSMHU CaMOCTOSITENbHOM NEeSITeIbHOCTH B PELIEHUH 00pa30BaTEeNbHBIX 3a1a4.

HIIK-1: CrocobOeH ocBanuBaTh M UCIIOJIB30BATH TCOPCTUYCCKUC 3HAHUS U IIPAKTUYCCKUEC YMCHUSA 1 HABBIKU B HpeﬂMeTHOfI obmactn
IpH pelIeHnH MPo(ECCHOHATBHBIX 3a1a4

3HaTh: coepKaHue, CyIIHOCTh, 3aKOHOMEPHOCTH, IPHUHLUIBI K1 0COOEHHOCTH M3y4aeMbIX SIBJICHHUI U MPOLIECCOB, 0a30BbIE TEOPHH
B IIPSMETHBIX 00JIaCTAX.

VYMeTh: UCITOIB30BaTh 0a30BEIE MMPEAMETHBIC HAYIHO-TCOPETUICCKUEC TOAXOABI K CYIITHOCTH, 3aKOHOMEPHOCTAM, IPUHITATIAM 1
0COOEHHOCTSIM N3y4aeMbIX SBJICHUH U MPOILIECCOB.

Biraners: HaBBIKAMH HCIIOJTB30BaHUS 0a30BBIX MPEIMETHBIX HAYYHO-TEOPETHUCCKUX TIOAXO0A0B K CYITHOCTH, 3aKOHOMEPHOCTSIM,
MNpUHOUITIaM U 0COOEHHOCTIM HN3ydacMbIX SIBIIEHUH U MMPpOHEeCCOB JIsA PCIICHUS Hpoq)eCCHOHaHLHBIX 3aJa4.

5.2. TexHoJiornyeckasi KapTa A0CTHKEHHUS] HHIUKATOPOB

NYK-23
HIIK - 1.1.
HIIK - 1.2. JlexunoHHbBIE 3aHATHUS Bormpockr qyist camokontpons 15
NYK-23
HIIK - 1.1.
HIIK - 1.2. JlaGopaTopHble 3aHITHS JlabopaTopHbie pabOTHI 45
NYK-23
HUIIK - 1.1.
UIIK - 1.2. KonTponsnslii cpe3  TectoBble 3aganus Bonpockl k ko/utokBuyMmy JlOKIanbl 20
UyK-23
HUIIK - 1.1.
HIIK - 1.2. Ok3ameH Bompocs! [y UTOrOBOrO KOHTPOJIA 20
Bcero 100
5.3. ®opMBbI KOHTPO.I51 U OLIEHOYHbIE CPEACTBA
3.1 Tematuka 3amanuil ans nabopaTopHBIX paboT (monHbIA nepedeHs 3aganuit Haxogutes B C/IO Moodle)
L. PaboTta ¢ yruantamu koMaHIHOH cTpokn Windows mist paboThI € ceTblo (pUMep 3amaHMus):
. 3ammyctute KoHCONb (ITyck/IIporpammer/Crannaptaeie/KoMaHtHas cTpoka);
. BBIIIOJHUTE KOMaHTy ipconfig u 3amumure uHpopmarmio 06 IP-anpece, Macke ceTH M IUII03€ MO YMOTYAHHIO IS

CEeTEeBOTO ajamnTepa.
C nomormmsto yrruTH ipconfig /all | more mpoBepsTe padoTocmocoOHOCTE cTeka npoTokosos TCP/IP.
HVcrions3yst NpUBEICHHYIO HIDKE HH(OPMAIINIO, CO3JalTe B CBOCH MAIKe TEKCTOBBIN JOKY-MEHT CO CIIEAYOIINMHI JaHHBIMU:
*  Hms xomnbrorepa;
* OcnoBHoit DNS-cyddukc;
*  Onucanne DNS-cyddukrca ams moaKITIOUSHHUS;
»  @usnueckuil aapec;
e DHCP BxiroueH;
*  ABTOKOH(Urypanus BKIIOYCHA;
» IP-agpec aBTOKOH(UTYparmy;
e Macka nojceru;
+ IIln103 Mo yMOJTYaHUIO.
Yo6enurech B paborocrnocoonoctu creka TCP/IP, otnpaBuB 9x0-3amnpockl Ha [P-aipeca. [yt 3TOT0 BOCTIONB3YHTECH KOMaHIOK
ping:
*  OTIPaBBTE IX0-3aMPOCHI Ha JOKAIBHBIH aapec kommbiorepa (loopback) ping 127.0.0.1 (Ha 9kpaHe JOKHBI TOSBUTHCS
COOOIIIeHNS O ITOJTydeHHOM OTBeTe oT y31a 127.0.0.1);
* OTIpaBbTE 3X0-3arpoc 1o npyromy IP-anpecy, nanpumep 172.21.5.1.
TlomyuuTe npyroi agpec 1 cBoero kommbstorepa. g aToro:
*  3alyCTUTE KOHCOJb (KOMaHIHYIO CTPOKY);
* BBEIUTE KOMaHIY JJIsi cOpoca Ha3HAUEHHBIX aJipecoB - ipconfig /release;
2. Pabora ¢ unTepdeiicos mporpammer NetEmul i mocrpoenne mpocreiimeif cetu (mpuMep 3aaHuA):
OrmnpaBbTe qaHHbIe pasmMepoM 55 Kbaitt ¢ momoripio mporokosa UDP ¢ untepdeiica koMmmbiorepa-otnpaBuTens eth7 Ha
UHTep(elc KoMITbIoTepa-moaydartens eth4.

3. Coenunenne OBM B cets (IpuMep 3a1aHusA):
IIpoexTrpoBaHue JOKaIbHON BBIYMCINUTEIBHON CETH HA KOMMYTaTOpax:
1) Br16paTh MCXOqHBIC TaHHBIC IS BBITOJHEHUS! PaOdOTHl COIIACHO CBOEMY BapHAaHTY.

2) Jlo6aBuTh Ha pabodee 1MoJie HIMYIATOPA IIATh KOMIBIOTEPOB M B2 KOMMYTaTOD.




3) CoeMHUTh YCTPOICTBA.

4) HactpouTs kxoMIbIOTEPHL, 33aB KaxxaoMy IP-agpec u Macky MOJCETH B COOTBETCTBUM C BApUAHTOM.

5) Jlo6GaBuTh BO3ME KaXKAOTO KOMIIbIOTEpa HAAMUCH ¢ ero [P-agpecoM n Mackoi mojacery.

6) IIpoBeputh padoTocnocooHOCTh ocTpoeHHor Moaenu JIBC, nepenas naketsl (TCP, 5 KB) oT oaHOro xommeiorepa 1o
npyroro. IIpocmennTs 3a mepeMeIieHneM aKkeToB U CIeNaTh BEI-BOIBI 00 ocobeHHOoCTsX paboTs! JIBC Ha 0cCHOBE KOMMYTaTOPOB.

4. Hcnonp3oBanue Mapmpyru3atopoB. CTatuueckas Mapmpyrusanus (IpuMep 3aJaHus):

DopMHUpOBaHUE TAOIUIIBI CTATUYECKON MapIIPyTH3aIMU:

1) 3amaTh Ha KKIOM KOMIIbIoTepe MapuipyT «mo-ymordanuion» (IP-aapec cetn = 0.0.0.0; macka noaceru = 0.0.0.0).

2) 3a1aTh Ha KaXKA0M MapLIpyTH3aTOpe CTATUYECKUE MAapIIPYThl 1O YAAIEHHBIX OT HErO CETEH.

3) ITposeputs paboTocnocodHOCTh nocTpoeHHoil mogenu JIBC, nepenas nmakerst (TCP, 5 KB) mMexay ymaneHHbBIMU ApYT

ot npyra cersamu. [Ipocienurs 3a nepeMeleHneM MaKkeToB U cie-1aTh BBIBOABI 00 ocobeHHoCTsIX paboTsl JIBC Ha ocHOBe
MapIIpyTH3aTOpPOB.

4) IMocne BEMOTHEHHUS PAabOTHI IPOJEMOHCTPUPOBATE MIPEHOAABATENIO PAOOTOCIOCOOHOCTE MO-CTPOSHHON MOJETIH.

5. Paszpemienune anpecos mo npotokony ARP. ARP-cnydunr (mpumep 3ananus):

Peanuzanus ataku ARP-cydunr:

1) 3amycTUTh I KOMIIBIOTEpOB | M 2 *XypHaJIBI MakeToB (IyHKT MeHIO «Iloka3ate xypHam»). Ilpu HeoOxoammocTn
OUHCTHTBH HX.

2) Ounctuth ARP-Tabmuiyy xommeiorepa 1.

3) Brrgenuts koMmbioTep 2 ¥ ¢ TOMOIIBIO HHCTpyMeHTa «KoHCTpyKkTOp makeToB» chopMmupo-BaTh maker ARP-oTBera, B
KOTOPOM OyAyT yKa3aHbIL:

a. MAC otnpasurenst — MAC xommblorepa 2;

b. IP otnpasutenss — IP unTepdeiica poyrepa B IeBOW MOACETH;

c. MAC nonyuarens — MAC komnbrorepa 1;

d. IP momyuarenss — IP kommbrotepa 1.

4) 3anyctute ARP-otBeT, mpocnenuts 3a HUM. MOXXKeT BO3HUKHYTH OKHO O AyOiupoBaHuu IP-angpecoB B cetd — 310
MPOUCXOIUT B TOM CIIydae, eCIIi U3-3a ACHCTBHI KOMMYTaTOpa ITaKeT-aTaKy IoyrydaeT u poyrep. OKHO OBICTPO 3aKpPBITh.

5) Cpasy xe 3amyctuth nepenady nakeroB (UDP, 5 KB) ot xommbiorepa 1 Ha koMmbiorep 3. YOEIUTHCS, YTO MAaKEThI

BHAYaJe IPUXOIIT Ha KOMIIbIOTEP 2 U JIUILB MOTOM (€C/IM Ha KOM-TIbIOTEpE 2 BKIIIOYEHA MapIIpyTHU3alus) OTIIPABISIOTCS Ha
KoMITbtoTep 3 (d4epe3 MapuIpyTu3a-Top).

6) CoXpaHHUTh CKPUHIIOT KpaHa (¢ OTKPHITBIME JKypHAJIaMHM) JUI OTYeTa.

6. Junamudeckast mapimpyrusanus mno nporokony RIP. Tlomyaenue cereBsix HacTpoek mo DHCP (mpumep 3amaHus):
Hacrpoiika aBTOMaTHYECKOTO MOJTYy4eHHS CETEBBIX HACTPOEK 1o npoTokony DHCP:

1) Ha mapmpyrusaropax, kotopslie orBedator 3a ceth SH11-SH13 noGasuts u 3amyctuts mpo-rpammy DHCP-ceprep. He
3a0yabTe MOCTaBUTH (DIar AT AKTHBAIIH IPOTPAMMBI.

2) B nactpoiikax kaxnoro DHCP-cepBepa ykazaTe uHTEpdEC, «CMOTpAIIUIA» B cTOpoHy ceth SH, T agpecoB —
JUHAMHYECKHE, TUAa30H a{pecoB, BBIACIAEMBIX Ul AMHAMUYECKOH aapecanuy, MacKy mojacetu u IP-agpec muosa.

3) Ha xaxaom kommbiotepe 100aBuTh U 3amycTuts nporpamMMmy DHCP-kmment. He 3abynbre mocraButh (rar mis
AKTHBAI[MH IPOTPAMMBI.

4) B nactpoiikax kaxmoro DHCP-kiueHTa ykakute uHTepdeic, KOTOPbIH J0JKEH aBTOMATHYECKH TOJIydaTh CETEBBIC
HaCTPOUKHU.

5) OTKpBITH AMANOT HACTPOWKH MHTEpdeiicoB KaxI0ro KoMmbioTepa U yoemuTscs, uto ctoutT ¢uiar «[lomrydats HacTpoiiku
ABTOMATUYECKI.

6) JloxnaThcesi, MoKa BCe KOMITBIOTEPHI HE TOJYydaT CETeBble HACTPONKH.

7) Iposeputs paboTocnocodHOCTh MocTpoeHHoit Moxenn JIBC, nepenas nakers! (TCP, 5 KB) mMexxny kommbiorepamu B

Pa3HbIX MOACCTAX.

32 TemaTnka JOKJIaI0B:

1. OCHOBHBIEC TTOHATHS M aHAJIHU3 YTPO3 HH(POPMAIOHHON 0€30I1aCHOCTH.
2. Ipobnembr nHpopMannoHHOH Oe3omacHocTH cereil. CrocoObl odecneueHns: HHGOPMALMOHHOM Oe3onacHocTu. [Iytn
pelIeHust TpoOIeM 3aIUThl HHPOPMAIUH B CETSX.

3 IMpuHIMIE! KprnTOorpadudeckoil 3amuTsl HHPOPMAIHH.

4. ObecrneueHre 0€30MACHOCTH ONEPAIMOHHBIX CHCTEM.

5 TexHOIOTHU MEXCETEBBIX AKPAHOB.

6 OCHOBBI TEXHOJIOTUU BUPTYaJbHBIX 3alIUIIEHHBIX ceTed VPN.

7 Mertoabl ynpaBieHUs] CPEACTBAMH CETEBOI 0€30MacHOCTH.

8 KommnbrorepHble BUpYCHl U IpoOIeMbl aHTUBUPYCHOW 3alllUTHI.

9. 3amuta nHGOopMauu Bo BeemupHo# mayTuHe.

Tema «OBoMIONUS Pa3BUTHS OTNEPAITHOHHBIX CHCTEM:

OBOIONUS Pa3BUTHUSI OTEUECTBEHHBIX ONEPAIIMOHHBIX CUCTEM
OBOJIONUS Pa3BUTHUS OIEpPaLMOHHOM cuctembl Windows

DBOJIONMSA Pa3BUTHA OINEpallMOHHOHN cucTeMbl Unix

DOBOIIONUS Pa3BUTHUS ONEPAIMOHHON cHcTeMbl Linux

OrnepanuonHast cucrema Ubuntu

DBOJIIONHS pa3BUTHsI onepalinoHHON cuctembl Mac OS X

DBOIIOMS Pa3BUTHS ONepaninoHHON cucTeMbl Android

TeMa «Ha3Hauenue u GyHKIUH ONEPAIIMOHHON CUCTEMBI»:

NIV IFSEVE S




1

1.1.
1.2.

2

2.1.
2.2.
2.3.
2.4.

3

3.1.
3.2.

OnepannoHHBIE CUCTEMBI JJI1 aBTOHOMHOTO KOMITBIOTEPA:

OnepaluoHHas CHUCTEMa Kak BUPTyaJlbHasl MallluHA.

OnepannoHHas CHCTEMa KaK CHCTeMa YHPaBJICHUS PECypCaMH.

ODyHKIMOHATIbHbIE KOMIOHEHTHI ONEPA[MOHHON CUCTEMBI aBTOHOMHOTO KOMIIBIOTEpA!

VYrpasnenue nponeccaMu. YTpaBlIeHUE NaMATHIO.

VYnpasnenue ¢aiitaMn 1 BHEITHUMH yCTPOICTBaMHU.

3amuTa JaHHBIX U aJMUHHCTPHPOBAHHUE.

WaTepdeiic nmpukiagHOTO MPOrpaMMHUpPOBAHHS U MOIb30BATENbCKUI HHTEPdEHC.

CereBble ONEPALIIOHHBIE CHCTEMBI:

CeteBble U paclpeeleHHbIe ONePallMOHHBIC CUCTEMBI. 3HAUECHHs TEPMUHA «CETEBasl ONEPAIlMOHHASI CUCTEMay.
ODyYHKIMN CETEBBIX ONEPAlMOHHBIX cUCTEM. KOMIOHEHTBI CETEeBBIX ONEPAalMOHHBIX cHcTeM. IIpuMepsl ceTeBbIX

OTICPALIMOHHBIX CUCTCM.

3.3.
34.
3.5.

4

4.1.
4.2.
4.3.

DyHKIMOHAJIbHbIE KOMIIOHEHTBI CETEBOM OINEpallMOHHON CUCTEMbI U CTPYKTypa CETe-BOM ONepallMOHHON CHUCTEMBI.
CereBble CIY>KObI U CETEBBIE CEPBUCHI.

BceTpoeHHBIE ceTeBBIE CIYXKOBI U CETEBBIC 00OJIOYKH.

OnHOpaHIOBbIE U CEPBEPHBIC CETEBLIC ONEPALMOHHBIE CUCTEMBI:

OnepalMoOHHBIE CHCTEMBI B OJHOPAHTOBBIX CETSX.

OnepalMOHHBIE CUCTEMBI B CETSX C BBIAEIECHHBIMH CEPBEPAMHU.

OrnepanoHHBIE CUCTEMBI JUI pabOYmX TPYNIT M OTIEpallMOHHBIC CHCTEMBI I ceTel MacmTtaba nmpexnpustuii. [Ipusnakn

KOPTOPATUBHBIX OTICPAIITMOHHBIX CUCTEM.

5.
6.

TpeboBaHHs K COBPEMEHHBIM ONEPALUOHHBIM CUCTEMaM.
OcoOeHHOCTH COBPEMEHHOTO 3Talla Pa3BUTHS OIEPAlMOHHBIX CHCTEM.

Tema «YnpaBieHue MaMaTbio»:

L.
2

2.1.
2.2.
2.3.
2.4.
2.5.
2.6.
2.7.

BuptyanbHas u peanbHasi HamsITh.

Mopenu naMmsTH:

DuKcHpOBaHHBIE pa3/elibl — MOJIENb, HE UCIOJIB3YIONIas alapaTHY TPAHCISAIUIO a/1-PECOB;
OnHOCeTMEHTHAsT MOJICIIb;

MHorocerMeHTHas: MOJICIb;

CrpaHu4Hast MOJIEIb;

CerMeHTHO-CTpaHUYHasl MOJETb;

IInockast mojienb;

OnHOypOBHEBas MOJIEb.

Tema «DaiIOBBIE CHCTEMBI
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Hepapxudaeckas Momens (paiIoBOil CHCTEMBI.
Jlornueckasi opranusanms Qaiinos. MuTepdeiicsr.
Jlormueckas ¢aiinosas cucrema. Karanoru.
Jlornueckas (aitnoBas cucrema. CHCTEMHBIE BBI3OBBI.
BazoBas (aiinoBas cucrema.

dusnueckas cTpykTypa Gaiios.

IenocTHOCTS MaHHBIX M (aHIOBOH CHCTEMBI.
3arpyxaemas (ainoBast CUCTEMA.

Bomnpocs! 1151 OATOTOBKU K KOJUIOKBHYMY:

Jloxaneusle BerancaurensHeie cetd (LAN): Ha3HaueHme, pemaeMsle 3a1adu. [IprmMepst.
CeteBble aganTtepsl (CETeBbIE KapThl).

CeTteBble kabenu.

Tomnosorus ceru.

OnHOpPAHTOBBIE CETH U CETH C BBIACICHHBIM (DaIOBBIM CEPBEPOM.

CereBoe 00opynoBaHue: Kiaccu(uKalys, Ha3HAYCHUE.

CereBble ONEpalMOHHbBIE CHCTEMBI: KiIacCH(UKaIys, Ha3HAYCHHUE.

Mpuanmms! ¢pyakauonnposanus JIBC: nporoxonsr n agpecarus. Mogens OSI.
Iporoxomst Ethernet, FastEthernet, Gigabit Ethernet.

[Tporokon 100VG-AnyLAN.

Iporoxomst Token Ring, High Speed Token Ring.

IIporoxon FDDI.

IIpotokonsr SLIP, PPP.

ITpoTOKOIBI CETEeBOTO M TPAHCIOPTHOTO ypoBHs. OOmas knaccupukanus. JloCTOMHCTBA, HE-TOCTATKH.
IIpotokon IP.6

Mapmrpyruzarus [P-makeros. [IpuMep TabauIlsl MapIIpyTH3aKH.

[Iporokonsr TCP u UDP.

Iporoxonst HTTP, FTP, SMTP, IMAP, POP3 u TELNET.

Cucrema nomeHHbIX nMeH DNS. Tpumepsr.

CereBoe 00oOpynoBaHue: KiaccH(UKalys, Ha3HAYCHUE.

[ToBTOpUTENS (KOHIIEHTpATOpP, hub).

Mocr (Bridge).

KomMmyraTopsl Ha OCHOBE KOMMYTAallUOHHOW MaTpUILIBL.




24.
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26.
27.
28.
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KommyTtaTopsl ¢ 00mmIel IUHOM.

KommyraTopsl ¢ pa3aenseMoil HaMsThIO.

Pexumbl pabOTBI KOMMYTATOPa, YIIPaBIeHHE MOTOKAMHU KaapOB.
JlonoaHUTENbHBIE BO3MOXKHOCTH KOMMYTaTOPOB.
Mapmpyruzatop (Router). ATropuT™MBEl MapIIpyTH3AIHH.
JlonoHUTENbHBIE BO3MOKHOCTH MapIIPYTH3aTOPOB.

Bompocs! 111 caMOKOHTPOIIS (TTOTHBEIN IepedeHp 3aJaHui HaXOIUTCs Ha Kadenpe):
[Monsarue onepannonnoit cucremsr (OC)

Ocuosuele 3agaun OC

Oranbl pazButus OC

OCHOBHBIE CTPYKTYpHBIE 3JIEMEHTHI KoMmbioTepa [Ipomeccop

ITamaTe YcTpoHCTBO BBOJA-BBIBOA

OyHKUHOHATIBHBIE KOMITIOHEHTHI OC

Konguryparus namsaru 1K IMTorstue mHoro3zagauynoct OC

CereBbie OC

Ocobennoctu cemeiictea MS Windows

OcobenHoctu cemeiictBa Unix

Mob6usable OC

CpaBHUTENIBHBIE XapaKTepuCTHKH cemelicTB OC

Ucropus pa3Butus ceTeil nepenayu NaHHBIX

0630p cereBoro cepBuca wiH cryx0sl (BIND, Nginx u T)

[InannpoBaHuE MPOLIECCOB U MOTOKOB

CoznaHue MOTOKOB U MPOLIECCOB

JluHaMu4eckoe U cTaTHYecKoe MJIaHUPOBAHUE, TUCTIETUYepU3aLUs

[ToHsATHE MYITETHIIPOTPAMMHPOBAHUS

Kour-namsrs [IpuHuun aeictBus K3LI-NaMsITH

OpraHusanus BBOJa-BbIBOJA

OpraHu3anys mapajuielbHON padoTHl YCTPOMCTBAa BBOAA-BEIBOAA

KsmupoBanue nanHbIx

Paznenenue ycTpoiCTB M JaHHBIX MEXIY NpolieccaMu

IMonnmep)kka HECKONBKUX (haiJIOBBIX CHCTEM

QaiinoBas cucrema OcHOBHBIE (DyHKINH (aiIOBON CHCTEMBI

Uro Takoe «aitmoBas cuctema»? Uro obecreunBaeT UCHOIB30BaHNE TON MMM WHOHU (haitoBoi cuctemsr?
OO6wmue npuHIMnsl $aiinoBoii cucremsl FAT

Cpasnure daiinoBeie cucteMbl FAT 16 u FAT 32

®daiinosas cuctema FAT 32, NTFS

OOBscHUTE CTPYKTYpY (aiIoBOil CHCTEMBI S 5

ApXUTEKTYpa OlepaloOHHbIX cucTeM OCHOBHBIE MOHSATHSA

Crpyktypa apxurektypsl OC Windows

MukposiiepHbIe OTIepallMOHHBIE CUCTEMBI

MOHOJIMTHBIE OTIEPALMOHHBIE CUCTEMBI

OC peanpHOTO BpeMeHH OCHOBHBIC TpeOOBaHUS K JTaHHBIM OIIEPALlHOHHBIM CHCTEMaM
IMpuHIMT nocTpoeHnst HHTEP(HEHCOB ONMEPAIMOHHBIX CHCTEM

OnepanuonHas cuctema Windows

Ocnosusle 3amaun U BosMoxxkHoct OC Windows NT, OC Windows XP

VYrpapieHue TaMAThIO B OIEPALIOHHON cHcTeMe

OnepanuonHas cuctema LINUX

BuptyanbHas MaminHa, I0JIb30BaTeNb, HHTEPQENHC MOIb30BaTENs, IPUBUIETHPOBAH-HBINH MOJIB30BATENb
IMonsatus kommbiorepHoi cetn 1 MBC (MHPOPMAMOHHO-BBIYUCIUTEIBHON CHCTEMBI);
IMpenMymecTBa paGOTH B KOMIBIOTEPHBIX CETAX U WH()OPMAIMOHHO-BRIYHUCIUTEIBHBIX CHCTEMAX;
Hcropus co3gaHus KOMIIBIOTEPHBIX CETEH;

Mogens «Tepmunan — XocT»;

Mopens «Knuent — Cepsep»;

IlonATue NpoOTOKOIa KOMIBIOTEPHOU CETH;

[loHsTHE OTKPBITOM CHUCTEMBI;

Kraccuukanms KOMIBIOTEPHBIX CETeH;

Mogens B3aMMOJEHCTBUS OTKPBITBIX CHCTeM ((pH3MYecKHil ¥ KaHAJIBHBEINH YPOBHN);
Mogens B3aUMOJEHCTBUS OTKPBITBIX CUCTEM (CETeBOH M TPAaHCHOPTHBIN ypOBHU);
Mojenbs B3aMMOAEHCTBHSI OTKPBITBIX CUCTEM (CEaHCOBBIHM, NPUKIAJAHOW U YpOBEHb MPEJCTABICHUS JAHHBIX);
[Tonsitne nuaMK cBsA3U Bunbl TuHUI CBA3W;

CKOpOCTh Tiepeiaun JaHHBIX B JIMHUSX CBSI3M BIUsSHHE TOMEXOYCTOWYMBOCTH U JI0-CTOBEPHOCTHU TEpeqadr JaHHBIX Ha
Buras napa (UTP, STP);

KoakcuanbHbIH Kabems;

[TpuHIUIEI TTepeaaYy JaHHBIX 110 ONTOBOJOKOHHOMY IPOBOJIHUKY,

THUmbI ONTUYECKOTO BOJIOKHA JUIS TIEpEeJadn JaHHBIX;
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OnTOBOJIOKOHHEIN Kabenb VICTOYHHMK M PHEMHHK CBETOBOW BOJHBI JUIS ONTOBOJIO-KOHHOTO KaOeJIs;
Knaccel TOnosioruii KOMIbIOTEPHBIX CETEH;

OOiee MpaBUIO B3aMMOJAEHCTBUSL KOMITBIOTEPHBIX ceTeld; Mcmonp3oBanme «IuTio3a» IJis OpraHu3alidd B3auMOAEHCTBUS
IMonstre kommyTanuu CriocoOBl OpraHU3aIH KaHATIOB CBSI3H;

Kommyrarust kaHanos;

Kommyrarust cooOmieHmit;

Kommyranusi makeros;

Texnonorus Ethernet;

Crannapt 100BASE-TX;

Cranpapt 100BASE-T4;

Crannapt 100BASE-FX;

Texnomorus Token Ring;

KoH1neHTpaTOopsl ¥ IOBTOPUTEIIH;

KommyraTopsl YpoBHH KOMMYTAIUH;

Hasnagenne u ¢yHKIMH ceTeBoro amanrtepa WX kmaccudukarms;

MapuipyTusaTopsl;

VYcTaHoBKa M HACTPOMKA CETEBOIO aJalTepa U IMPOTOKOJIA B3aUMOJACHCTBUS;

HasnaveHne u (YHKIIH CETEBBIX MPOTOKOJIOB,;

OYHKIMH POTOKOJIOB TPAHCIIOPTHOTO YPOBHS;

Crex npotokosioB TCP/IP;

[Iporokomn IP;

Crpykrypa [P — makera;

IP — agpecanus Mexanusm IP — mapuipyruszanuy;

IP — agpec Tunsl u knacesl [P-anpecos;

Coznanue nojacereit; Macka I[P — anpeca, e€ HaszHaueHue;

Anpecarus y31moB B ceTsx ¢ npotokoioM TCP/IP Opranuzanus TOMEHOB U TOMEHHBIX UMEH;
Iporoxox TCP;

Crpykrypa TCP — xanpa;

[Iporokon UDP Crpykrypa UDP — neiitarpammsr;

IMporoxomst mepenaun daiinos Ciayxbda FTP;

ITporoxomsl mepenaun runeprekcToBoi nHMGopMmanuu Ciryx6a WWW;

IIpoTokobI Iepenaun deKTpoHHO# mouThl Cinyx6a E-Mail,

IpoToxois! yaaneHHOTO yrpaBieHHs komnbiorepoMm Ciyxba Telnet;

IlonAtue rpynnoBoil MOJUTUKY;

XapakTepucTuKa Ipynn Iojib3oBaTeNeil ceTy;

Cosznanne cetn pabouunx rpynn (Ha ocHoBe OC Windows (9x, NT, XP));

Cosznanne cetn joMeHOB (Ha ocHoBe Windows (NT, XP));

CeTu B COBPEMEHHOH JKH3HU.

Vcnonp3oBaHue 00aNbHBIX ceTel B cepax HayKd, 0Opa3oBaHMUs, KYIbTYphl U SKOHOMHUKH.
Vicropust BOSHUKHOBEHHUS U Pa3sBHUTHS III00anbHON ceTh Internet.

Knaccupukanus 9BM mo ob6nactsam mpuMeHEHHSL.

ApPXUTEKTypa BBIYMCIUTENBHBIX CUCTEM, paclpeesieHHbIe BBIUMCIUTEIbHbIE CUCTEMBbI, IPUHIMIIBI PAOOTHI

BBIYUCIIMTEIILHON CETH M OCHOBHBIC HpO6J’I€MLI €€ IOCTPOCHUA.

101.
CETSM.
102.

CTaHIIapTI/IBaHI/IH B 00JIaCTH BBIYUCIIMTEIBHEBIX CETEH. Tpe6OBaHI/I$I, MPEABABIACMBIE K COBPEMEHHBIM BBIYUCINUTCIIBHBIM

JlokanbHblE BBIYUCITUTENBHBIE CETH!

Cra"gapTsl GU3UYECKOTO M KaHAJIBHOTO YPOBHS UTS JIOKAJIBHBIX CETEH.
CTpyKTypH3amus JOKaJIbHBIX CETEH.

CrtpykTypupoBaHHasi KalOelpHas cucTeMa.

CrpykTypoobOpasyrommee 000pynoBaHue (GU3MIECKOTO M KaHAIBHOTO YPOBHSL.
CpencrBa cereBoro ypoBHs creka TCP/IP, THTIOBBIC CTPYKTYpPHI JTOKAJIBHBIX CETEH.
CrtpykTypooOpasyromiee 000pyI0BaHHE KOMITBIOTEPHBIX CETeil:
KoMMyHHKalMOHHOE 000pPY/IOBaHUE B COBPEMEHHBIX BBIYMCIUTEIBHBIX CHCTEMAaX.
IIpoToxoisl 1 000pyIOBaHNE JTOKATBHBIX CETEH.

IMpoToxomsl 1 000pyAOBaHNE ITTOOATBHEIX CETEH.

[IporpamMMupoBaHu€e CETEBBIX MPUIOKEHUMN:

TexHONIOTHS pacIpeAeNeHHbIX BBIYUCICHHHA.

TexHonorus "kianeHT-cepsep’.

Mogens focTyna K yAaleHHBIM JaHHBIM.

OneKkTpoHHas Mo4ra.

Mopens cepBepa 0a3 TaHHBIX.

Mogens cepBepa NPHUIOXKEHUH, MOJEIHN IPOTOKOJIOB Iepenaun ¢aiinos B Internet.
3amura nHGOpPMaAIK B CETSIX:

VYrpo3sl HHPOpPMALMK B TEIEKOMMYHHKAILIMOHHBIX CHCTEMAX.

Henw 3amuTsl HHGOpMALIHIL.

3akoHO#aTeIbHOE OOECIICUeHUE 3alIUTHl HHPOPMAIUH, 3aI[UTa OT HECAHKIIHOHHPOBAHHOTO JOCTyNa K MH(pOPMAIHH,




CITyXOBbI 1 MEXaHH3MBI 3aIIUTHl HHPOPMALNH B OTKPBITBIX CHCTEMaX.

- Kpunrrorpaguueckrne MeToAb! 3aIUTE HHGOPMAIUH (KPHITONOTHS, KpUnTorpadus, KpUIITOaHATIH3), IMH(GpPOBaHIE
uH(opmanuu (crangapt mudposanust qanHbX DES, cranpapt mmmdpoanus nanaeix PGP), pemenne npodnem ayreHTuhHKAIUH

B TE€IEKOMMYHUKAIIMOHHBIX CUCTEMAX.

106. CereBoe aIMUHUCTPUPOBAHUE: IIPOEKTUPOBAHUE, HACTPOIKA U COIPOBOXKICHHUE CETH.

107. MynsTuMmenna uH(GOpManus - CTaHAAPTH U CPEACTBA MIPEACTAaBICHHUA U XpaHeHHs: OOopynoBaHHE JUIS MPECTaBICHUS H
HOJTOTOBKU MYIbTUMEIHA HH(GOPMAIHH, OCHOBHBIE IPUEMBI PAOOTHI C HUM:

- CD-ROM nipuBoIbI, yCTPOMCTBO M MPHUHIIMIT ACHCTBUS, OCHOBHBIE TEXHUYECKHE XAPAKTEPUCTUKHU, Pa3IHYHBIC THUIIBI
MPUBOJIOB - WX JOCTOWHCTBA U HEJOCTATKH;

- aKyCTHUECKUE CHCTEMBI, YCTPOHCTBO W IPHHIUI JEHCTBUS, OCHOBHBIE TEXHHUYECKHE XAPAKTEPUCTUKH, Pa3THYHBIC THUIIBI
CHCTEM - UX JOCTOMHCTBA U HENOCTATKU;

- BU/IC0ATANTEPhl, YCTPOHCTBO ¥ IPHHITUII ICHCTBHS, OCHOBHBIE TEXHHUYECKHE XaPAKTEPUCTHKH, Pa3INYHBIC THITHI
aJanTepoB - UX JOCTOMHCTBA U HEIOCTATKY;

- 3BYKOBbIE KapThl, YCTPOHCTBO M MPHHIMMUI AEHCTBUS, OCHOBHbIE TEXHHUYECKUE XaPAKTEPUCTUKH, Pa3NUYHBIC THUIIBI KapT -
UX JIOCTOMHCTBA U HEIOCTATKH;

- MOHHUTOPHI, YCTPOUCTBO M NMPUHINN JCHCTBUS, OCHOBHBIC TEXHNYECKHE XapaKTEPUCTHKH, PA3IMIHBIC THIIHI MOHHTOPOB
- WX JIOCTOMHCTBA U HEOCTATKHY;

- MPUHTEPBI, YCTPOHCTBO M NMPHUHIMII JEHCTBUS, OCHOBHBIE TEXHUYECKHE XapPAKTEPUCTHKH, PAa3IMYHbIE TUIIBI IPUHTEPOB -
MX JIOCTOWHCTBA U HEIOCTATKH;

- CKaHEepbI, YCTPONUCTBO M MPHUHIUI ACHCTBHSA, OCHOBHBIE TEXHHUCCKUE XaPAKTEPUCTUKH, PA3JIMYHBIC THITBI CKAHEPOB - HX
JOCTOMHCTBA U HEJOCTATKY;

- YCTPOWCTBA 3aXBaTa BHIECOU300paXEHUs, YCTPOICTBO M MPHUHIMUII ACHCTBHUS, OCHOBHBIE TEXHWYECKUE XapaKTEPUCTHKH,
pa3IHYHbBIC THITB YCTPOHCTB - WX JOCTOMHCTBA M HEAOCTaTKH

- COBpPEMEHHBIE CPENICTBAa OTOOpakeHUs] MHPOPMALIUH, TPOEKIIMOHHOE 000pyAOBaHKE (IMUCKOTIBI, MYIbTUMEANA
npoektopsl, LCD-naHemn#), ero ycTpoicTBO U MPUHIMI AHCTBHS, OCHOBHBIE TEXHUYECKHE XapaKTEPUCTUKU, Pa3IMYHbIE TUIIBI
YCTPOMCTB - WX JOCTOWHCTBA U HEITOCTATKH.

108. Cepsucsl u pecypesl Internet/Intranet:

- Crexk mpotokosoB TCP/IP.

- WnuTepHer u cBs3b ¢ MHTEpHET.

- [Tpunnune! agpecanuu.

- [P-agpecanus 1 DNS-anpecanusi.

- DnektpoHHas mouta. [Ipotokonsl/mporpamma FTP u Telnet.

- Joctyn k cereBbIM (daiinam, SMyJISAINS TSPMHHAIOB U YAAaJCHHOE YIIpaBIeHHE, CepBepHl 0a3 TaHHBIX U MOHUTODEHI

TpaH3aKLUH.

- WWW-cepgep.

- Bpayzepst

109. IpencraBnenne MHGOPMALUH B CETAX, MyIbTHMenHa U HTEepHeT:

- SA3pik HTML, kak cpeacTBo co3nanus nHGOPMAMOHHBIX pecypcoB HHTEpHET.

- XocTHHT U wWeb-u3aiiH, BU3yalbHble U CEMaHTHYECKHE KPUTEPHUH KauecTBa.

- IMonck mynsTuMenuitHOH MHGOpManmu B VHTepHET, OMOMMoTekn rpadudeckux ¢aiinos.
- YcraHoBKa 1 HACTpoiika cepBepoB ciyx0 MHTepHET.

3.5 TecroBble 3amanus (MONHBIA O0aHK TecToBBIX 3amanuit B CJJO Moodle)

1. EnuHCTBEHHBIH CITOCOO YCTaHOBIICHUS COOTBETCTBHS MEXTY JOMCHHBIM nMeHeM U IP-aapecom 3to:
. Tabauna

. KapTa

. TOKEH

. MOTEHIUAILHBIN KoJ1 NRZ

2. B zaronoske IP-nakera mist xpanenust [P-aapecoB oTnpaBUTENs U MOJIydaTeNss OTBOIATCS 2 MO, KaKI0e UMEeT
(bUKCHPOBAHHYIO [UTHHY:

. 2 Gaiita

. 4 OGaiita

. 6 Oaiir

. 8 Oaiit

3. IP-agpec cocToutT U3 IBYX JIOTHYECKHUX YaCTEH:

. HOMEp CeTH M MacKa MOJCETH

. HOMEp CETU U JOMEHHOE UMS

. HOMEp CEeTH U HOMEp y3Jla B CEeTH

. HOMEp y3/1a B CeTU U 3aronoBok IP-maxera

4.Cucrembl makeTHOH 00paboTku B 50-¢ roael XX Beka, Kak MPaBUIIO, CTPOMIIMCH Ha Oase:
. KOHTpOJUIEpa

. LUTI03a

. JIa3epHOTO AHO0a

. MaHDpeiiMa

5.Certs, pa3paboranHas B 60-x romax XX Beka, OCHOBaHHAs Ha KOMMYTAITHH TTAKETOB M SB-JIIOMIASsICS TIPSIMBIM TIPEIKOM
coBpeMeHHoro MHrepHera:




. Minitel

. NSFNET

. ARPAnet

. MILNET

6.Kananoo0pa3syroriee 060pynoBaHue

. OCYIIECTBIISIET MpeoOpa3oBaHUE CHTHAJIOB B COOTBETCTBUHU C THUIIOM CpEIbl Mepeaadn (JMHUU CBS3H)

. peanusyer mnepefady JaHHBIX U 0OPa3ylOT TENEKOMMYHHKAIIMOHHYIO CeTh (CeTh CBS3M, CETh Iepeaun OaHHbBIX),
COCTOSIIIYIO U3 Y3JIOB CBSI3H, OOBCIMHCHHBIX KaHAJIAMH CBS3H [UIS IIepead JaHHBIX

. COBOKYITHOCTD CPEJICTB BBIYHCIUTENFHON TEXHHUKH, TPEICTABISMIONNX c000¥ MHOXecTBO IBM, 00beIMHEHHBIX C
MIOMOIIIBIO CPEJICTB TEICKOMMYHUKALIUI

. npefHa3Ha4eHO JUTIS (POPMUPOBAHUS KaHaa Iepeadydl JaHHBIX MEXIY JBYyMs B3aWMOJCHCTBYIOIIMMH a0OHEHTaMH, IPH

9TOM B OHHOﬁ M TOM K€ JINHUU CBSI3H OOTHOBPCMCHHO MOXCT OBITH C(i)OpMHpOBaHO HCCKOJIBKO KaHaJIOB 3a CYCT MCIIOJIb30BAHUA
Pa3IMIHBIX METOAOB YINIOTHCHU S

3.6 Bonpocsl K KOJUIOKBUYMY

1. OcHOBHBIE (DYHKIMH 1 Ha3HAUCHUE OTIEpAIMOHHBIX cucTeM. Kimaccnguxamms OC.

2. Opranmzanus gocryna K JaHHbIM. DaioBeie CUCTEMBL: TpUMeEpPHL, GYHKINU 1 HazHaueHHe. Daitnosas cucrema FAT. [luckoBeie
YTUIHTHI.

3. OpraHu3arnyst IporpaMMHOTO0, IPOTPaMMHO-AIIIAPaTHOTO M TTOJIE30BAaTENILCKOTO MHTepdeiica B OTIepaIliOHHBIX CHCTEMaX.

4. OnepanuoHHbIE 000I0YKN: OCHOBHBIE (DYHKIMU M Ha3HAUeHHE. [IpIMeph! onepannoHHBIX 000I0YeK.

5. OcHoBsl yripaieHus U Hactpoiiku OC Windows. Microsoft Management Console. Peectp. OcHOBHBIE (YHKIIMHU, CTPYKTYpa K
Ha3Ha4YeHHe.

6. OCHOBHBIE XapaKTEPUCTHKH U 0COOSHHOCTH omeparonHon cucteMbl MS Windows 2000/XP/2003. CeTeBble (QyHKIHH.

7. OCHOBHBIE XapaKTEPUCTUKHU U OCOOEHHOCTH omneparioHHbIX cucTeM Unix. Ceressle ¢yHkuun. OCHOBHBIE 007TaCTH IPHMEHEHHUS.
8. daiinosas cucrema NTFS, ee ocobennocTr. Opranu3anus 0cTyna K 1aHHbIM. CITUCKH MpaB JOCTyIa B (aiaoBoil cucreme
NTFS, ux ucrnons3oBaHue LI pasrpaHudenns noctyna B B MS Windows 2000/XP/2003.

9. Opranmsarus gocryna k faHaeiM B OC Unix. ®aifnoBas cucrema ufs. MOHTHpOBaHHE U AEMOHTHPOBAHUE (aiIOBON CHCTEMBI.
10. ApXuTeKTypa OnepaluoOHHOM CUCTEMBI. SIIpo 1 BCIOMOTraTenbHbIe MOIYIH.

11. AnmapatHas 3aBucuMocTb U niepeHocuMocTh OC. COBMECTUMOCTD MPHIIOKEHHUH.

12. Mukposinepnas apxutektypa OC. JIocTOMHCTBA U HEAOCTATKH MUKPOSAEPHBIX aPXUTEKTYP.

13. MHOr03a1a4HOCTb ONEPAI[HOHHBIX CHCTeM. CHCTEMBI C BBITECHSIOMIEH MHOT03aJauHOCThIO0, CUCTEMbI PEAIbHOTO BPEMEHH.
14. TIpouecchl 1 MOTOKH. YTpasieHue nporeccamu B MHoro3agadnsix OC. Ipuopuretsl. Jucneryep 3anau Windows.

15. Mponecest B OC Unix. Yrpasnenue nporeccamu B OC UNIX.

16. Yupasnenue namsatsio. OCHOBHBIE (DyHKIIMU OTIEPAIIIOHHON CHCTEMBI M METObI OPTaHU3AI[IH YIIPABICHHS ONCPaTUBHOI
HaMATBIO.

17. OcHOBHBIE (DYHKIIMM 1 HA3HAYEHNE CETEBBIX ONEPalMOHHBIX CHCTeM. OCHOBHBIE CETEBBIE CITY)KOBI.

18. Ceressie npotoxonsl TCP/IP. OcHoBHBIE dyHKINH 1 Ha3HadeHHe npoTokosoB ARP, IP, UDP, TCP.

19. IP-anpecanus B cetut TCP/IP. Cern knaccoB A, B, C. ITonceru. lomennas cucrema umeH. Ciryx6s1 WINS 1 DNS.

20. OcHOBHBIE CETEBBIC CIYXKOBI I100aIbHON CeTH. WWW- U ftp- cepBepbl. DNIEeKTpOHHAs 110YTa.

21. I'mneprekcToBble cucTeMbl. [lyTeBomuTeny (HaBUTaTOPhl), NX Ha3HAUECHHWE U OCHOBHBIE (QyHKIHH. CpencTBa 4eIoBeKo-
MAIIMHHOTO HHTep(eiica (MyIbTUMEANA U THIICPMETIHA).

22. YrpapjeHHe MM0JIb30BaTe/sIMU U yaeTHbIMHE 3anucsiMu B Windows 2000/XP/2003. Obecnieuenue 6e3onacHoctu B Windows
2000.

23. YrpaBieHHe TOCTYIIOM K JJaHHBIM B OllepariioHHoN cructeme. [lomp3oBaTtenu u rpynmsl B Unix. AIMHHHUCTPHPOBAaHUE
nonb3oBarenei B OC Unix.

24. Mapmpyrusanus B ceTsix TCP/IP. CoBMecTHBIH g0cTym K ceTit MHTepHeT. [IpUHITUIIBI OpraHu3aliyy 1uto3a Ha 6aze 9BM.
25. Komannuasie o6omouxn UNIX. Obomouxa Bash, ocHOBHBIE KOMaH B! TporpaMMupoBaHus. ClieHapuu 0007104eK, HX
UCTIONIb30BaHME.

26. Ciy»xObl KaTaJIOTOB B CETEBBIX ONEPALIMOHHBIX cucTeMax. DYHKIMK ¥ Ha3HAUEHHUE CITY)KO CEeTEeBBIX KaTaJoroB. Active
Directory.

27. 3amuTa HHGOPMALIMH B ONIEPAIMOHHBIX CHCTEMaX. MeTO/BI ¥ CpeICTBa 0OecIeueHns] HH(OPMAIIOHHOH 0€30TIacCHOCTH.

3.7. Bonipocsl /iJ1st UTOTOBOM aTTECTAIMK 110 JUCIUILUIMHE (3a4€eT)
Ucropus pa3BUTHS TEIEKOMMYHUKAIIMOHHBIX CUCTEM M KOMITBIOTEPHBIX CETEU
OCHOBHBIE TIOHSTHS KOMITBIOTEPHBIX CeTeil
Kraccuukanus KOMIBIOTEPHBIX CeTei

OO1Ire MPUHIKITEI TOCTPOSHHS KOMITBIOTEPHBIX CeTei
AMUHUCTPUPOBAHUE KOMIIBIOTEPHBIX CETell
CpencrBa TeneKOMMYHHUKAIIUN

Kommyranust kaHanos

Kommyranus nakeroB

ApXuUTeKTypa ceTH

CranaapTu3anusi KOMIBIOTEPHBIX CETel

OranonHas mMozaens OSI

Mogens TCP/IP

Tononorus JIOKaJIbLHOM CETH

XN b LN~

—
W= O




14. ®duznyeckre OCHOBBI Mepeadn JaHHbBIX

15. Mapuipyruszanust 1 KOMMYyTalus

16. Buael kabenbHBIX ceTel

17. BecnipoBoanbie cetn. Wi-Fi

18. becripoBognsie ceru. CoToBBIE ceTH

19. MoOunbHble cucteMbl. T10KOIEeHUs CBSI3U.

20. CIyTHUKOBBIE CHUCTEMBI

21. Anpecarnus B cteke mpotokosioB TCP/IP. JlomeHHbIE MMEHa

22. Anpecanus B creke nporokosioB TCP/IP. Kiaccer agpecos

23. Anpecanus B creke npotokonos TCP/IP. TIpotokon IP

24. [Iporokon DHCP. Anroputm TuHaAMHUYECKOTO Ha3HAYCHUS apPEecoB
25. HNudopmanmonnas 6€30MaCHOCTh B KOMITBIOTEPHBIX CETIX

26. HTML

27. CucTeMbl ynpaBieHUs! KOHTEHTOM

28. Wutepuer. IIpuHIUIBI pabOTHI

29. WWW. BcemupHas nayrusa.

30. OneKkTpoHHas MoYTa

31. ArnnapaTHble CPEACTBa pean3allil KOMIbIOTEPHBIX CETEH.

32. OBOJIIOLIMS OIEPALIMOHHBIX CUCTEM.

33. Oco0eHHOCTH COBPEMEHHOTO 3Talla Pa3BUTHS ONEPALMOHHBIX CHCTEM.
34. OcHOBHbIE NPUHLHUIIBI TOCTPOCHUS ONEPALIMOHHBIX CHCTEM.

35. CTpYKTYpbl OIEpallMOHHBIX CUCTEM (MOHOJIUTHBIE CUCTEMbI, MHOTOYPOBHEBBIE CHCTE-Mbl, BUPTYyaJIbHbIE MAIIUHBI,
9K305/1pa, MOJIENb KIHEHT-CEPBE).

36. BrruncnuTenbHbIe CUCTEMBI.

37. AmnmapatHas miatpopMa KOMIIBIOTepa.

38. CucremMHOE TIporpaMMHOe obecriedeHue. ['pynimbl CHCTEMHOTO TIPOTPaMMHOTO o0ecIe-ueHusI.
39. CyIHOCTBIO MOHATHHN: «OMEPAUOHHAS CHCTEMAY, «PECcypey, «IIporecc 0OpabOTKH JaHHBIXY.
40. Kiaccuukanus onepanuoHHBIX CHCTEM.

41. Hasnagenme, coctaB M (h)yHKINH ONEPAlMOHHBIX CHCTEM.

42. DddextuBHOCTh U TpeOOBAHHUS, MPETBSIBISEMBIE K ONIEPAIIMOHHBIM CHCTEMaM.
43. ApPXUTEKTypa ONEpallMOHHON CHCTEMBI.

44. ApXHTEKTypa KOMITBIOTEPHOIN CHCTEMBI.

45. DYHKIIMOHUPOBAHUE KOMIIBIOTEPHOM CHCTEMBI.

46. AnmnapaTHas 3aI1UTa DaMSATH U IIpOLEeccopa.

47. COBMECTUMOCTb U MHOYKECTBEHHBIE IPUKJIAIHBIE CPEBL.

48. VYnpasnenue namsaTbio. bazoBble MEXaHU3MBI YIPaBIECHUs TaMsThIO.
49. VYnpasnenue naMaTeio. CBOIMHI U BUPTYallbHASI 1aMSATh.

50. Ynpasnenue namaThio. Moaenu namsTu.

51. HudopmannonHast 6€30MaCHOCTD B ONEPALMOHHBIX CHCTEMaXx.

52. [TnanupoBanue npoueccoB. ba3oBble NUCIUIUIMHBI ITIAHUPOBAHUSI.
53. Uepapxuueckast Moaens (HaiioBOH CUCTEMBI.

54. Jlornueckasi opranu3zanms Qaiinos. MuTepdeiicsr.

55. Jlormueckas ¢aiinoBas cucrema. Karamoru.

56. Jlornueckas (aitnoBas cucrema. CHCTEMHBIE BBI3OBBI.

57. BazoBas (aiinoBas cucrema.

58. dusnueckas cTpykTypa Gaiios.

59. IenocTHOCTS MaHHBIX M (aHIOBOM CHCTEMBI.

60. 3arpyxaemas (ainoBast CUCTEMA.

61. ®aiinosble cucTteMbl. be3onacHOCTb.

62. ®aiinoBble cUcTEMbl. MeXaHU3MBbl 3aILUTHI.

5.4. Ouenka pe3yabTaroB Oﬁy‘lel-[l/lﬂ B COOTBETCTBUHU C HHAUKATOPAMHU JTOCTUKCHUSA KOMIIeTeHIH I

Heynosi.: He nocTurayt

Y nosi. [Toporosslii ypoBeHb: 4acTHYHO C(HOPMHUPOBAHBI 3HAHHUS, yMEHHS U HAaBBIKU B 00JIACTH OCHOB IMPOEKTHPOBAHHUS JIOKAJIBHBIX
BBIYMCIIUTENBHBIX CeTeH, B 00JIaCTH CETEBBIX CTAHAAPTOB NPEACTABICHUS MH(QOPMALMU U IIPOTOKOJIOB IEpENavyn AaHHBIX; HA
6a30BOM ypoBHE CHOPMHUPOBAHBI 3HAHHS U MPAKTHIECKIE HABBIKH, ITO3BOJIIONINE TPOCKTHPOBATE JIOKATBHBIE KOMITBIOTEPHEIC
cerH; oOyuaromuiics 06aaeT 3HAHUSIMU TOJIBKO OCHOBHOTO MaTepuasia, HO He YCBOWII €T0 JIeTalei, 0oIycKaeT HeTOYHOCTH,
JIEMOHCTPHPYET HEIOCTATOUHO MPAaBHIIbHBIC (POPMYIUPOBKH, HAPYILIEHHS JIOTHYECKON MOCIIEJOBATEIBHOCTH B U3JI0KCHUH
HPOrPaMMHOTO MaTepHuaa, UCIBITHIBACT 3aTPyAHEHHS IIPU BHIIOTHEHUH NTPAKTHIECKUX paboT.

Xopomo. ba3oBreIil ypoBeHb: B JOCTaATOYHOM 00BEME CHOPMUPOBAHEI 3HAHHS, YMCHHUS U HABBIKH B 00JIaCTH OCHOB
HPOEKTUPOBAHMUS U CO3/IaHHS JIOKAIBHBIX BBIYUCINTENBHBIX CeTeil, B 00JaCTH CETEBBIX CTAHJAPTOB IPEACTABICHUs MH(OpMau
U TIPOTOKOJIOB TIEpeladyd NAaHHBIX M IPUHIUIIOB WX MCIOJIb30BAHHS Ui OOBEAMHEHMS B €IMHOE IIENO€ Pa3HOPOIHBIX
MH()OPMAMOHHBIX PECYPCOB; YaCTHYHO C(HOPMHUPOBAHEI 3HAHMS W PAKTHIECKHIE HABBIKH, TO3BOJISIONINE TPOSKTHPOBATH
JIOKaJIbHBIC KOMITBIOTEPHBIEC CeTH; 00YUAOMUICS B JOCTaTOYHON CTETICHN 3HAeT MaTepHall, IPaMOTHO H IO CYIIECTBY U3/Iaraer ero,
HE JIOIyCKasl CYIIECTBEHHBIX HETOYHOCTEI B OTBETE Ha BOIPOC MM BBIIIOJIHEHHUH 331aHHH, IPABUIILHO PHUMEHSIET TEOPETHYECKHE
TIOJIOXKEHHMS TIPU PEIICHUH NPAKTHIECKUX BOIPOCOB U 3371a4, BIageeT He0OXOIMMBIMH HaBBIKAMH U IIPHEMAMH UX BBITIOTHEHHS.




OrimaHo. Bricokmii ypoBeHb: chopMHUPOBaHEI B TIOHOW Mepe 3HAHHS, YMCHHUS U HaBBIKU B 00JIACTH OCHOB ITPOCKTUPOBAHUS U
CO3IaHUS JIOKANBHBIX BBIYUCIUTEIBHBIX CETEH, B 00JIACTH CETEeBBIX CTAHAAPTOB MPECTaBIICHNS HH(YOpMAINK M IPOTOKOJIOB
nepefayd JaHHBIX W MPUHIUIOB WX UCIONB30BAaHUS Il OOBEAWHEHUS B €IMHOE LIEI0€ Pa3sHOPOAHBIX HWH(POPMALMOHHBIX
PECypCoB, a TakKe TEXHHYSCKUMHU H TIPOTPaMMHBIMHA CPEICTBAMH, 00SCIICYHBAIONINME UX pabOTY; B TOJHOM 00BEME
copMHUpPOBaHBI 3HAHHS U ITPAKTHYECKHE HABBIKH, II03BOJISIOMINE IIPOSKTHPOBATH JIOKAJFHBIE KOMIIBIOTEPHBIE CETH; 00yJatoMuiics
TIyOOKO M IIPOYHO OCBOMI IIPOTPAaMMHBIN MaTepHall, HCUEPIBIBAOIIE, TIOCIEJOBATENBHO, YeTKO U JIOTHYECKH CTPOHHO €ro
U3JaraeT, yMeeT TECHO YBSI3bIBaTh TEOPHIO C MIPAKTUKOM, CBOOOIHO CIpaBIIseTcs ¢ 3aja4aMu, BOIPOCaMHU U APYTUMH BUAAMU
IIPUMEHEHUS 3HaHUH, IPUYEM He 3aTPpyAHAETCS ¢ OTBETOM IIPU BUAOU3MEHEHUHM 3aJJaHUH, HCIIOJIb3YET B OTBETE MaTepuall HaydHOH
JIATEPaTyphl, IPABUIEHO OOOCHOBBIBACT IPHUHSATOE PEIICHNUE, BIIaIeeT pA3HOCTOPOHHUMH HaBBIKAMH M IPHEMaMH BBITIOTHEHUS
MPaKTUIECKUX 3ajad.

6. YAEBHO-METOJUYECKOE 1 HH®OPMAINIMOHHOE OBECIIEYEHHUE JUCIUITJINHBI (MO YJIS)

6.1. Pexomengyemasi iuTeparypa

6.1.1. OcHoBHas JuTEepaTypa

ABTOpBI, COCTaBUTENN M3nanue OK3.
JI1.1 [P.}O. Pakurun, E. B. | Kommsroreprsie cetn: yaeoHOe nocobne — baprayn : AntI'TIY, 2019 — URL: 9999
MoCKaneHko ; https://library.altspu.ru/dc/pdf/moskalenko.pdf
Aunraiickuii
rOCY/lapCTBEHHBIH
TIeJaroTH4eCcKui
YHHBEPCHUTET
JI1.2 | C. B. Hazapos, A. I. [ CoBpeMeHHBIE ONepallMOHHbIE CUCTEMBL: yueObHoe nocodue — Mocksa : UHTYUT ; 9999
[Tupoxos Caparos : Aii [Tu Ap Menua, 2020 — URL: http://www.iprbookshop.ru/89474 . html
JI1.3 | JI. H. demunos OCHOBBI 9KCILTyaTallid KOMITLIOTEPHBIX CEeTel: yaeOHUK JuIsl OaKanaBprara — 9999
Mockga : ITpomereif, 2019 — URL: https://www.iprbookshop.ru/94481.html
6.1.2. Jlono/HUTEILHAS JIUTEpaTypa
ABTOpBI, COCTaBUTENU W3nanue OKk3.
JI2.1 | A. H. ®nopencos CucreMHoe iporpaMMHOe obecniedeHne: yaeoHoe mocoore — Omck : OMcKuit 9999
ToCyIapCcTBEHHBIH TexHudeckuit ynusepcuret, 2017 — URL:
http://www.iprbookshop.ru/78468.html
J12.2 | B. T. KoObutsaHCKU# OrnepaluoHHBIE CUCTEMBI, CPEIIbI U 000I0UKH: yieOHOe mocoone — HoBocuOupcek : 9999
HoBocnbupckuii rocynapcTBeHHBIH TexHUUecKnii yauBepeutet, 2018 — URL:
http://www.iprbookshop.ru/91285 html
JI2.3 | O. UGe ; [mep. c anr1. | KommbrorepHbie ceTr U ciyObl ynajgeHHOTo goctyna — Capartos : 9999
. B. Cunwurpina] ITpodobpazosanue, 2019 — URL: https://www.iprbookshop.ru/87999.html
6.2. Ilepeuens pecypcoB HH(POPMAIMOHHO-TEIeKOMMYHUKAIIMOHHOI ceTn "MHTepHeT"
D1 |IIporpammHuoe obecrieuenue cucteM u ceteid, J1O, OakanaBpuar, 1 kypc, Mockanenko Enena BanepbeBHa
6.3.1 IlepevyeHnb MpOorpaMMHOro odecrnevdeHust
6.3.1.1 | ITaxer Microsoft Office
6.3.1.2 | Onepanmonnas cucrema cemeiictea Windows
6.3.1.3 | Onepanmonnas cucrema cemecta Linux
6.3.1.4 | ITaxer LibreOffice
6.3.1.5 | UutepHeT Opaysep
6.3.1.6 | ITaker Kaspersky Endpoint Security 10 for Windows
6.3.2 IlepevyeHb MH(OPMALIMOHHBIX CNIPABOYHBIX CHCTEM
6.3.2.1 | Onextponnas 6ubmmoTexa HIIb / Anraiickuii rocynapCTBEHHBIH ITearorHYecKui yHuBepcenTeT, HaydaHo-neqarorngeckas
oubnuoreka
6.3.2.2 | eLIBRARY.RU : Hay4Has 35eKTpoHHas OUOIHOTEKA
6.3.2.3 | Llucposoit obpa3oBarensHbIil pecype IPR Smart / Ait [Tn Ap Menna
7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI (MO YJIS)
7.1 | O6opynoBaHHbIC yuecOHBIC aYTUTOPHH, B TOM YHCIIE C HCIOIb30BAHUEM BHICOIPOCKTOPA M HOIAKITIOYCHHEM K CETH

«MHTEepHET» U IOCTYIIOM B 3JIEKTPOHHYIO HH)OPMaMOHHO-00pa30BaTEIbHYIO Cpely Y HUBEpPCUTETA.




7.2 | Aynuropun st CaMOCTOSATEIBHON pabOTHI ¢ MOJKITIOYCHUEM K ceTH «IHTepHeT» B JOCTYIIOM B JIEKTPOHHYIO
HHGOPMaATMOHHO-00pa30BaTENBHYIO Cpeay Y HUBEPCUTETA.

7.3 | KoMITBIOTEpHBIH KITacc ¢ MOIKITIOYCHUEM K ceTH «HTepHeT» U TOCTYIIOM B JIEKTPOHHYIO HHPOPMAIIMOHHO-
00pa3oBaTeNBHYIO Cpely Y HUBEpCHUTETA.

8. METOANMYECKHUE YKA3AHUSA JJISA OBYIJAIOIIUXCSA 11O OCBOEHUIO JUCIUIIJIMHBI (MO YJIS)

TEXHHYECKIMH CPEACTBAMH U IIOJIyIUTh JTOCTATOYHBIE IPAKTHICCKUE HABBIKH B paboTe ¢ MPOTpaMMHBIMH CPEICTBAMH,
HCIIONIB3YEMBIMH IIPH BRIOTHEHHH 1a00paTOpHBIX padoT mo Kypcy. Oco6oe BHIMaHHE TOKHO OBITh YACICHO H3yIEHHIO THIIOBBIX
3a7a4 paboThl ¢ HHpOpMaLKEll B KOMIIBIOTEPHBIX CETAX.

JlaGopaTopHbIe pabOThI BBINOIHIIOTCS CTYAEHTOB B COCTaBe | 4eloBeKa M0 KaXIOMy HHIUBUAYaIbHOMY IIPOCKTHOMY 3aaHHIO.
INoxaroToBka k cnexyromieil 1abopaTopHOi paboTe JOIKHA IPOU3BOAUTHCS B YPOUHOE BPEMSI C HCHOJIB30BAHUEM JIEKTPOHHOTO
ydeOHHKA.

B TEYEHUH BPEMEHHM, OTBEICHHOTO 10 PACIIMCAHUIO, CTYJAEHTHI MOJTY4aloT OT MPENoJaBaTelsl HHAUBUYalbHOE 3a1aHHe,
U3YJaloT TEOPETHUECKYIO YaCTh, COOTBETCTBYIOILYIO BBITIOIHIEMOH padoTe, 3HAKOMSTCSI ¢ 00pa3oBOi 3aJadeii 1 Ha ee OCHOBE
BBIMOJHAOT HHAWBUAYAIFHOE 3aJaHNUE 10 IPUHIIUITY TOJ00HS 1 10 «HAPACTAHUIO» HOBOTO MaTepHiIa.

ITo uroram naGopaTOpHBIX pabOT TOTOBUTCS OTYET.

Metoandeckue pekoMeHaauu st ooydatonuxcs (¢ OB3)

IMox cnenuanbHBIMU YCIOBUSIMH AL HOTy4eHHs 00pa30BaHHs 00YJarOMUMUCS C OTPAaHUYECHHBIMU BO3MOXHOCTSIMHU 310POBbS
HOHHMMAIOTCSl YCIIOBUS 00Y4dEHHMs!, BOCIIMTAHHS M Pa3BUTHS, BKJIIOYAIONINE B ce0sI HCIOJIB30BaHUE CIICIMAIBHBIX 00pa30BaTElIbHBIX
IpOrpaMM M METOJI0B OOYHIEHHS M BOCITUTAHHSA, CIICIHATIFHBIX YIeOHUKOB, YI€OHBIX OCOOHH M AUAAKTHYECKUX MAaTEPHAJIOB,
CIIEIMATBbHBIX TEXHUUECKHUX CPECTB 00ydeHHs KOJUICKTUBHOTO U HHANBHUIYaIbHOTO IOJIb30BaHM. [locTpoeHne 00pa30BaTeIbHOTO
npolecca OpUEHTUPOBAHO HA Y4ET MHAUBHIYaIbHBIX BO3PACTHBIX, ICUXO(MHU3UIECKHX 0COOEHHOCTEN 00yJatONXCs, B YaCTHOCTH
HPEIOIIaraeTcsi BO3MOXKHOCTb Pa3paO0TKU MHAUBHUYaIbHBIX yIeOHBIX IIaHOB. Peann3anust MHANBUIYaJIbHBIX YIEOHBIX TIIIAHOB
COIIPOBOKIAETCSI MOIIEPIKKOH ThIOTOpa (POIUTEIS, B3IBIIETO HA ce0sl THIOTOPCKHE (PYHKIIMHU B MPOIecce 00YIEHUs, BOJIOHTEPA).
O6yuaromuecst ¢ OB3, kak 1 Bce OCTaIbHBIE CTYEHTHI, MOTYT 00yJaThCsl [0 HHAUBUAYAIbHOMY yueOHOMY ILIaHy B
YCTaHOBJIEHHBIC CPOKH C YUETOM MHJIMBUIYaJIbHBIX 0COOCHHOCTEH U CIELMANIbHBIX 00pa30BaTeIbHbIX MOTPEOHOCTEH KOHKPETHOTO
oOyugarormerocs. [Ipu cocTaBiIeHNN HHANBUIYaTLHOTO Tpaduka o0ydaenns st un ¢ OB3 Bo3MOXKHBI pa3iHdHbIe BapHAHTHI
MPOBEICHNS 3aHATHH: IPOBEACHNE NHIUBH/IYaIbHBIX WU IPYIIOBBIX 3aHATHH C LEIBIO YCTPAHEHHS CI0XKHOCTEH B YyCBOCHHHU
JIEKIIHOHHOTO MaTepuaa, HOATOTOBKE K CEMHHAPCKUM 3aHSITUSAM, BBITIOIHEHUIO 3alaHUM 110 CaMOCTOSTENbHOM paboTe. Jlist mui ¢
OB3, o ux npocsde, MOTyT OBITh aaITHPOBAHBI KAK CAMM 3aJaHus, TaK U (JOPMBI X BBITIOJIHEHHS. BrInosiHeHNE 1oz
PYKOBOJICTBOM IIPEOIaBaTe s MHIMBHIYAIEHOTO TPOEKTHOTO 3aJaHMs, TO3BOJISIONIETO COYETaTh TEOPETHUECCKUE 3HAHUS 1
MpaKTHYECKUE HABBIKH; IPHMEHEHHE MYIbTUMEIUHHBIX TEXHOJIOTHH B Ipoliecce 03HAKOMUTENBHBIX JIEKIINH 1 CEMHHAPCKUX
3aHATHH, YTO TIO3BOJISICT SKOHOMHTH BPEMsl, 3aTpadrBacMoe Ha M3JI0)KCHHE HEOOX0IMMOTO MaTepHaa 1 YBEIIMIUTh €T0 00bEM.
J1n1s1 ocyIiecTBIIGHHS POIEAYP TEKYIIEro KOHTPOIIS YCIIEBAaEMOCTH M IPOMEKYTOUHOH aTTECTAINH IIPETIOIaBaTeNH, B
COOTBETCTBHH C IIOTPEOHOCTSIMH CTY/ICHTa, OTMEUCHHBIMH B aHKETE, U PEKOMEH/IAIUAMH CIICIHATNCTOB Je(hEKTOIIOTHIECKOTO
npo¢uist, paspadarsiBaeT HOH/IBI OLIEHOYHBIX CPECTB, aJANITUPOBAHHBIC JJIS JIUL C OTPAHMYEHHBIMH BO3MOKHOCTSIMH 3710POBBSI 1
MO3BOJISIOINE OLEHHUTH JOCTIKEHNE MU 3aINIAHUPOBAHHBIX B OCHOBHOH 00pa30BaTeNIbHON IIPOrpaMMe pe3ylbTaTOB OOydEeHHS U
YpOBEHB c(OPMHUPOBAHHOCTH BCEX KOMIIETECHITHH, 3aBIEHHBIX B 00pa3oBaTenbHOM nporpamme. @opma npoBeaeHus TeKyIeH
aTTecTanuu i cTyaeHToB ¢ OB3 ycraHaBIMBaeTCs ¢ y4eTOM MHIUBHIYANbHBIX IcUX0(u3ndeckux ocodenHocTeil (yeTHO,
NHUCBMEHHO Ha Oymare, MMCbMEHHO Ha KOMIIbIOTEpE, B (hopMme TecTpoBanus u T.11.). JInnam ¢ OB3 MoxeT ObITh NpeOCTaBICHO
JIOTIOTTHATEIBHOE BPEMs JUIS TIOATOTOBKH K OTBETY HA SK3aMeHe, BBIIIOJTHEHHUS 3aJaHNs U CAMOCTOSTENBFHOH paboTHI.

IIpu HEOOXOIMMOCTH CTYAEHT C OTPAaHWIEHHBIMH BO3MOXKHOCTSIMH 3/I0POBBS ITOJa€T MMCBMEHHOE 3asBICHIE O CO3MaHUHU I HETO
CIHELUAIBHBIX YCIOBHHA B YUeOHO-METOANYECKOE yIpaBIeHHE Y HUBEPCUTETA C IPUIIOKEHHEM KOUN TOKYMEHTOB,

MOATBEP KIAIOIIUX CTaTyc MHBanuaa uin auua ¢ OB3.
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