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1.1. LIEJIM OCBOEHMSI JUCLUIIINHBI (MOAYJIST)

1.1.1| popmupoBanue y OyayIIero yaurTens MaTeMaTHKH U HHPOPMATHKH COBOKYITHOCTH 3HAHUI U MPEACTAaBICHUH 0
BO3MOJKHOCTSIX, IIPHHITMIIAX (YHKIIMOHUPOBAHUS U IIPOCKTHPOBAHIS KOMIIBIOTEPHBIX CETeH, OpraHN3alii B €IHHOE
1[eN10e pa3sHOpOAHON MH(OPMAIUK, IPEICTaBICHHO B pa3IUUHBIX (JopMaTax U BO3MOKHOCTU 0OECIICUUTh aKTUBHOE
BO3JIEHCTBHE YENIOBEKA HA OTH AaHHbIE B pealbHOM MaciiTabe BpeMEHH, a Takke 00 OpraHu3aluy JO0CTyna K
pacipeIelIeHHbIM JaHHbBIM.

1.2. 3AJAYHM OCBOEHUA JTUCITUITIJIMHBI (MO YJIS)

1.2.1]- (I)OpMI/IpOBaHI/Ie 3HaHHI>‘I, yMeHI/Iﬁ M HaBBIKOB B 00JIACTH OCHOB MPOCKTUPOBAHUA U CO3AaHHS JIOKAJIbHBIX
BBIYHCJIINTCIIBHBIX ceTeﬁ, a TaKKC TCXHUYCCKUMU U MPOTrpaMMHBIMU CPEACTBAMU, O6eCHe‘-II/IBaIOIlII/IMI/I ux pa60Ty;

1.2.2]- (hopmupoBaHUE 3HAHWI M MPAKTUUECKUX HABBIKOB, TIO3BOJISIONINX MPOSKTHPOBATH JIOKAEHBIE KOMITBIOTEPHBIE
cery;

1.2.3]- OBJIaICHUE HABbIKAMU IIPOBEJCHUS aHAJIN3a U ONITUMU3ALUYU CYHIECTBYIOIIMX KOMIIBIOTEPHBIX CETEH;

1.24]- (opMupOBaHHE 3HAHWH, YMCHHI H HABBIKOB y CTYACHTOB B OONIACTH CETEBBIX CTAHAAPTOB IIPEICTaBICHHS

HHpOpMALUK M MPOTOKOJIIOB Mepelayd NAHHBIX M IPHHIMIIOB WX HUCIOJIB30BaHUS Uil OObCIUHEHHS B CIUHOC
LeNI0e Pa3sHOPOIHBIX HH(POPMALUOHHBIX PECYPCOB.

2. MECTO JUCHHUIIJIMHBI (MOAYJISA) B CTPYKTYPE OBPA3OBATEJIBHOU ITPOI'PAMMBI

Hukn (pazgen) OIL: | K.M.08

2.1| TpeGoBaHusl K NpeBAPUTEIbHOI MOATOTOBKE 00y4al0Ierocs:

2.1.1| IIporpammHOe obecnieueHUE

2.1.2| Texuomornu nu(poBoro odpa3soBaHUsA

2.1.3 | BBoaHBI# Kypc MaTeMaTHKH

2.1.4| IHOCTpaHHBIH S3bIK

2.1.5| TeopeTn4eckre OCHOBBI HH(POPMATUKU

2.2 | JucuumiuHbl (MOLY/IH) U NIPAKTHKH, AJ15 KOTOPbIX OCBOCHHE JAHHOW ANCUMIJIMHBI (MOAYJIs1) HEOOX0AMMO KaK
npealecTByioLee:

2.2.1| Meroauka 00y4ueHusI ”HPOPMATUKE

2.2.2| Meroauka noarotosku k ' A mo nadopmaTike

223 MCTOI[I/IKa NOATOTOBKH IIKOJBHUKOB K PCHICHUIO OJIMMIIMA/IHBIX 3a/1a4 110 HH(bOpMaTI/IKe

2.2.4 | Ilpou3BoicTBEHHAs TIPAKTUKA: TIearornyeckas (KIacCHOE PyKOBOJICTBO)

2.2.5 HpOI/ISBO,Z[CTBeHHaﬂ IIpaKTHKa: neaarornyeckas rnmpakTuka

2.2.6| YueOHas paKTUKa: IPaKTHKA O MOJYYCHHUIO TPO(eCCHOHANBHBIX 3HAHUIA H yMEHHI B 00/1aCTH HHPOPMAaTUKH

2.2.7| Be6-TexHOIOIHH

3. KOMIETEHIIMU OBYYAIOIIETOCSI, ®OPMHUPYEMBIE B PE3YJIbTATE OCBOEHUSI JUCLUILIMHBI
(MOJLYJIS)

IIK-1.1: 3HaeT CTPYKTYpY, COCTAB H AUJAAKTHYECKHE ¢IMHULbI IPeIMETHOMH 00J1acTH (IIPEnoJaBaeMoro npeamMera).

IIK-1.2: Ymeer oCylIeCTBJSATH OTOOP Y4YeOHOro coAep:KaHUS /JIsi €ro peaju3aluu B pa3iudHbIX ¢opmax o0y4yeHHs B
coorBercTBHH ¢ TpeboBanusimu PI'OC OO.

B pe3yibTaTe 0cBOEHHS JUCHMILIUHBI (MOLYJIs1) 00ydaloMiics 0/IKeH

3.1|3unars:

3.1.1| cTpyKTYpY, COCTaB ¥ JUIAKTHUECKHE INHHIIBI TPEIMETHON 00IacT (MpernoaBaeMoro mpeaMera).

3.2 Ymern:

3.2.1| ocymiecTBiATh OTOOP y4EOHOTO CONEPKAHMS UTS €T0 Pean3aliy B Pa3IuIHbIX (hopMax oOydeHHs B COOTBETCTBHH C
tpedosanmsiMu PI'OC OO

3.3|Buagern:

3.3.1 | HaBBIKAMHU HAYYHOTO MOKCKA U MPAKTHYCCKON pabOThI ¢ HH(OPMAIIMOHHBIMHA HCTOYHUKAMH; METOIaMH UCCIICAOBAHUS
poOieM pohecCHOHATFHON e TEFHOCTH; CIIOC00a-MH YOSKICHHUS M IEMOHCTPHPOBAHHUS OIICHOYHBIX CYXKICHUH B
pelIeHn: TpoOIeMHBIX PO(PECCHOHANBHBIX CUTYaIHH

4. CTPYKTYPA U COAEPKAHUE AU CLHUIINHBI (MOIY.I5T)

Kon HaumeHoBaHue pa3ae1oB U TeM /BH] Cemectp | Yacos | Komneren- Jluteparypa
3aHATHA 3aHATHSA/ / Kype U

Paszgen 1.




1.1 Hcropust 1 3BONIOIMS pa3BUTHS 1 IIK-1.1 TIK- JIT.1JI1.2J12.1 JI2.2 J12.3 J12.4 J12.5
KOMIIBIOTEPHBIX CETEH U 1.2
TeleKOMMYyHHKauui /JIex/
1.2 HcTopus 1 5BOTIONUS pa3BUTHS 1 IIK-1.1 TIK- JITJI2.1 J12.2 J12.3 J12.4 J12.5
KOMITBIOTEPHBIX CETeH U 1.2
TeNeKoMMyHUKanuit /JIex/
1.3 ApxuTekTypa 1 cTaHJIapTU3alus 1 TIK-1.1 ITK- JI1.1
cerei /Jlex/ 1.2
14 dusnyeckre OCHOBHI Nepeaayu 1 TIK-1.1 IIK- JI1.1 J11.2J12.1 J12.2 J12.3 J12.4 J12.5
naHHBIX. /Jlex/ 1.2
1.5 AnrmnapaTHbIe Cpe/ICTBA pean3aluu 1 IIK-1.1 JIT.1JI2.1 JI2.2 J12.3 J12.4 J12.5
KOMIIBIOTEPHBIX CETEH.
/JTex/
1.6 BecmipoBoanbie TexHomoruu /JIex/ 1 TIK-1.1 TIK- JIT.JI2.1 JI2.2 J12.3 J12.4 J12.5
1.2
1.7 Mobunbhble cucteMsr /Cp/ 10 TIK-1.1 IIK- JIT.1J12.1 J12.2 J12.3 JI2.4 J12.5
1.2
1.8 KommyTanust kaHanoB u maxeToB /Cp/ 10 | IIK-1.1 IIK- JI1.1J12.1 J12.2 J12.3 J12.4 J12.5
1.2
1.9 AJpecaniysi B CETSIX HA TIPUMEPE CTEKa 10 TIK-1.1 TIK- JIT.JI2.1 JI2.2 J12.3 J12.4 J12.5
npotokosoB TCP/IP. TIporokomn IP. 1.2
IIpoToxon
DHCP. Anroput™ AHHAMHYECKOTO
Ha3HAYCHU
anpecoB /Cp/
1.10 HNudopmanronHas 6e30MacHOCTD B 10 TIK-1.1 ITK- JI1.1J12.1
KOMITBIOTEPHBIX CETIX 1.2
/Cp/
1.11 Tomnonoruu TokanbHBIX cetelt /Cp/ 8 IK-1.1 TIK- JI1.1
1.2
1.12 PaGota ¢ yTruimuTaMu KOMaHIHOW CTPOKU 1 TIK-1.1 ITK- JIT.1JI12.1 J12.2 J12.3 J12.4 J12.5
Windows mist paboTsl ¢ ceThio /J1ad/ 1.2
1.13 IIpoekTupoBaHue JIOKAIbHBIX CETEH B 2 TIK-1.1 TIK- JIT.JI2.1 JI2.2 J12.3 J12.4 J12.5
TpOrpamMMe JOTHYECKOTO MOAEIHPOBAHUS 1.2
TEJEKOMMYHHKAITMOHHON CETH
NetEmul /JT1a6/
1.14 Pa3paboTka caiiTa ¢ HCIIOIB30BaHUEM 2 IK-1.1 IIK- JI1.1
si3bIka pasmetkd HTML /J1a6/ 1.2
1.15 3axBaT M aHAJIU3 CETEBOTO TpaduKa ¢ 1 TIK-1.1 TIK- JIT.1JI2.1 JI2.2 JI2.3 J12.4 J12.5
TIOMOLIBIO TPOTPAMMBI ITPOTrpaMma- 1.2
aHaIM3aTop TpaduKa st KOMITBIOTEPHBIX
cereit Ethernet Wireshark /J1a6/
1.16 Ciyx0a TOMEHHBIX UMEH. BcemupHas 8 IIK-1.1 TIK- JIT.1JI2.1 JI2.2 J12.3 J12.4 J12.5
TIayTHHA 1.2
WWW /Cp/
1.17 PazpaboTka caiiToB B paznuunbix Content 14 | [IK-1.1 TIK- JI1.1
Management System /Cp/ 1.2
1.18 Dnexrponnas nouta /Cp/ 8 IIK-1.1 TIK- JIT.1JI1.2J12.1 JI12.2 J12.3 J12.4 J12.5
1.2
1.19 Mynsrumenna /Cp/ 12 | IIK-1.1 TIK- JIL.1J12.1 J12.2 J12.3 J12.4 J12.5
1.2

5. ®OH/] OLIEHOYHBIX CPEJICTB

5.1. IlepeyeHb HHANKATOPOB JOCTHKEHHS] KOMIIeTeHIMI, GOPM KOHTPOJISI M OLEHOYHBIX CPeICTB

HUIIK - 2.1. Brageet copepkaHueM MPEIMETHBIX 00IacTeil B COOTBETCTBUH C 00Pa30BaTSILHBIME MTPOTpaMMaMH

3HaTh: copep)KaHue, CYIIHOCTh, 3aKOHOMEPHOCTH, IPUHIIAITBI U OCOOCHHOCTH N3y4aeMbIX SIBIICHUI U TPOLIECCOB, 0a30BbIe TEOPUHU
B IIPEIMETHBIX 00JIACTSX.
YMeTh: UCTIONB30BaTh 0a30BBIC ITPEJAMETHBIC HAYYHO-TCOPETUICCKHE ITOIXO/IBI K CYIIHOCTH, 3aKOHOMEPHOCTSM, MIPUHIUIIAM H
0COOCHHOCTSIM M3y4aeMBbIX SIBIICHHIA U POIECCOB.
Bragers: HaBBIKAMH MCTIONB30BaHMS 0A30BBIX MPEAMETHBIX HAYYHO-TEOPETUIECKUX MOIXO0I0B K CYITHOCTH, 3aKOHOMEPHOCTSIM,
NPUHLUIIAM 1 OCOOCHHOCTSIM U3y4aeMbIX SIBICHUI U MPOLIECCOB IS pelIeHusI MPO(eCCHOHABHBIX 3a1a4.




UIIK - 2.2. AHanm3upyeT 0a30BbIe HAYYHO-TEOPETHYECKUE MOAXOIBI K CYIIHOCTH, 3aKOHOMEPHOCTSIM, IPHHITHIIAM X OCOOCHHOCTSIM
M3y4YaeMbIX SIBICHUH 1 MPOIIECCOB B MPEIMETHBIX 00IaCTIX

5.2. Texnosornueckasi KapTa J0CTUKCHUSI UHAUKATOPOB

HIIK - 2.1.
UIIK - 2.2. JIeKIMOHHEBIE 3aHATHS Bomnpocs! 111 caMOKOHTPOJIS 15
UIIK - 2.1.
UIIK - 2.2. JlaGopatopHble 3aHATHS JlaboparopHbie paboOTHI 45
HIIK - 2.1.
HUIIK - 2.2. KoutponbHeiit cpe3 TectoBele 3ananus Bompocs! k komutokBuyMy Jlokmansl 20
UIIK - 2.1.
HUIIK - 2.2. Ox3ameH Bonpock! Ui UTOrOBOro KOHTPOJLSL 20
Bcero 100
5.3. ®opmbl KOHTPOJISI M OLlEeHOUYHBbIE CPEACTBA
3.1 Tematuka 3a1aHuil 111 1a00paTOPHBIX PaboT (TMONHBIN HepeueHb 3aganuii Haxonutes B CLIO Moodle)
1. Pabota ¢ yrunuramu koMaHgHOH cTpoku Windows aiist pabOTHI ¢ CeThIO (IPHMEp 3a1aHHA):
. samyctute koHconb (ITyck/IIporpammer/Crannaprasie/Komananas cTpoka);
. BBINIOJHUTE KOMaHAy ipconfig u 3amummre nHpopmanuio 06 IP-aapece, Macke ceTu U LUTI03€ 10 yMOTYAHUIO IS

CETEeBOTO ajanTepa.
C nomompto yTrmuThl ipconfig /all | more mpoBepbTe padboTocmocoOHOCTh cTeka mpoTokoioB TCP/IP.
Vcrions3ys IpUBEICHHYTO HIDKE MH(OPMAIINIO, CO3aiTe B CBOCH MalKe TEKCTOBBIH JOKY-MEHT CO CIEAYIOINMHA TaHHBIMH:
* Hmsa xoMmmbroTepa;
*  OcHoBHo# DNS-cyddukc;
*  Ommucanne DNS-cyddurkca uist mogKmodeHus;
»  @usnueckuit aapec;
e  DHCP Bxitouen;
*  ABTOKOH(]HTYpanys BKIIOYCHA;
» [P-agpec aBTOKOH(HUTYpaIHH;
e Macka nojceru;
+ 1Ilmr03 M0 yMOI9YaHHIO.
Yo6eaurech B pabotocniocodHoct creka TCP/IP, oTipaBuB 5x0-3ampocs! Ha [P-aapeca. J{ist 3TOro BOCHoNb3yiTeCh KOMaHIOW ping:
* OTHpaBbTE IXO0-3aMPOCH! HA JIOKANBHBIHN aapec kommbioTepa (loopback) ping 127.0.0.1 (Ha 3xpaHe TOTKHBI HOSBUTHCS
co00IIeHHs 0 TIoJTyuYeHHOM oTBeTe OT y3ia 127.0.0.1);
* OTHpaBbTE 3X0-3anpoc 1o apyromy IP-aapecy, nanpumep 172.21.5.1.
ITomyuute apyroil agpec i CBOEro Komimbrorepa. Jis sToro:
*  3amyCcTUTE KOHCOJIb (KOMaHIHYIO CTPOKY);
* BBEIMTE KOMaHJIy Juls cOpoca Ha3HaYeHHBIX aJipecoB - ipconfig /release;
2. Pabota ¢ uaTepdeticoB nporpammel NetEmul i mocTpoerne npocreiinieii cetu (mpuMep 3a1a-HUs):
OtmpaBsTe AaHHBIE pazMepoM 55 Kbaiit ¢ momomsio nporokona UDP ¢ untepdeiica komnblotepa-otnpasutens eth7 Ha nnTepdeiic
KOMITbIOTepa-noryyatens eth4.

3. Coenunenne OBM B ceThb (IpuMep 3aJaHus):

IIpoexTupoBaHuEe NOKAIbHON BBIYMCIUTENBHON CETH HA KOMMYTATOpax:

1) Br16paTh HCXOAHBIE JaHHBIE JUIS BBIIIOJIHEHUS PaOOTHI COTNIACHO CBOEMY BapHaHTY.

2) Jlo6aBuTh Ha paGouee moJe SMYJISTOPA MATh KOMIIBIOTEPOB U JIBa KOMMYTATOD.

3) CoenuHNUTH YCTpOIicTRa.

4) HactpouTs KOMIIBIOTEpEL, 331aB KaxkaoMy IP-amgpec # MacKy MOJCETH B COOTBETCTBHHU C Ba-pPHAHTOM.

5) JloGaBUTH BO3JIE KaXKI0TO KOMITBIOTEpA HAAMUCH ¢ ero [P-agpecom u Mackoit moaceTH.

6) IIpoBeputs padoTocmocobHOCT TTocTpoeHHOH Monenu JIBC, nepenas makers! (TCP, 5 KB) ot ogHOTrO KOMIbroTepa 10
npyroro. [IpocnennTs 3a epeMeneHneM ITaKeTOB U CIIENAaTh BBI-BOABI 00 ocoOeHHOCTsIX paboThl JIBC Ha OCHOBE KOMMYTAaTOPOB.
4. Hcnonb3oBanue MapuipyTu3aTopoB. CTatuueckass MapipyTu3auus (IpuMep 3a1aHusl):

®dopmupoBaHUe TaONUIBI CTATUYECKON MapIIpy TH3ALINH:

1) 3anaTh Ha KaXIOM KOMITBIOTEpe MappyT «mmo-ymomdannio» (IP-anpec cetn = 0.0.0.0; macka moxceru = 0.0.0.0).

2) 3a7aTh Ha KaXI0M MapIIpyTH3aTOPE CTATHUECKUE MAapHIPYTHI 10 YAAIEHHBIX OT HETO CeTeil.

3) [IpoBeputs padorocnocobHOCTs ocTpoeHHoU Moaenu JIBC, nepenas naketsl (TCP, 5 KB) Mexay ynaneHHbBIMH APYT OT
npyra cersimu. [IpocienuTs 3a mepeMenIeHHeM ITaKeTOB U CJie-JIaTh BEIBOJIBI 00 0coOeHHOCTIX paboThl JIBC Ha ocHOBE
MapIIpyTH3aTOPOB.

4) [ocne BoimonHeHHUs pabOTHl MPOAEMOHCTPUPOBATH MPENOAABATENI0 paboTOCIOCOOHOCTD MO-CTPOSHHON MOJAETH.

5. Paspemienue aapeco no npotokosny ARP. ARP-ciiydunr (mpumep 3ananus):

Peanmmzarus ataku ARP-ciyuar:

1) 3amycTUTh I KOMITBIOTEPOB | 1 2 xKypHaIIs! MakeToB (IIyHKT MeHIo «[loxazaTs xypHam»). [Ipn HeobxoxumocTn
OUHCTHTD HX.

2) Ounctute ARP-Tabmumy xommsiotepa 1.

3) BeI1enuTs KOMIBIOTEp 2 U C MOMOIIBI0 HHCTpyMeHTa « KOHCTpYKTOp TakeToB» copmupo-Bath maker ARP-oTBeTa, B
KOTOpOM OyIIyT yKa3aHBI:

a. MAC otnpasurenss — MAC xoMmmprorepa 2;

b. IP ormpaBurens — IP nnTepdeiica poyTepa B J1€BOH HOACETH;




c. MAC nonyuarenss — MAC xommbrorepa 1;

d. IP momydaTenst — IP xommbioTepa 1.

4) 3amyctuts ARP-0TBeT, mpocneauTs 3a HUM. MoXeT BO3HUKHYTh OKHO 0 gyOmupoBanuu IP-aapecoB B cetn — 3T0
HPOMCXOJUT B TOM CIIydae, eClii U3-3a AeHCTBHI KOMMYTaTOpa MaKeT-aTaKy HojlydaeT 1 poyrep. OKHO ObICTPO 3aKpbITh.

5) Cpazy xe 3amyctuth nepeaady naketoB (UDP, 5 KB) ot kommbtotepa 1 Ha koMmbioTep 3. YOSIUThCS, YTO MaKEThI

BHAUaJIe IPUXOIAT Ha KOMIBIOTEP 2 W JIUIIG ITIOTOM (€CIIH Ha KOM-TIbIoTepe 2 BKIIIOYEHA MapIIPyTU3aIKs) OTHPABIISIOTCS Ha
KOMITbIOTED 3 (Yepe3 MapupyTHu3a-Top).

6) CoXpaHATh CKPUHIIOT 3KpaHa (C OTKPBITEIMH JKypHAaJIaMH) I OTYETa.

6. JuHamugeckast MapmpyTn3anus 1o npotokorry RIP. [Tomydenue cerebix HacTpoek mo DHCP (mpumep 3amanms):
Hactpoiika aBTOMaTHYIECKOTO MOIYyU€HUS CETEBBIX HACTpOek Mo npotokorry DHCP:

1) Ha mapmpytusatopax, kotopbie orBevarot 3a cetd SH11-SH13 no6aButh 1 3amyctuth npo-rpammy DHCP-ceprep. He
3a0y/IbTe TIOCTaBHUTH (bJIar I aKTHBAIIMH IPOTPAMMEL.

2) B nacrpotiikax xaxmporo DHCP-cepsepa ykazaTs nunTepdeiic, «CMOTpAIuiny B CTOpoHy cetd SH, Trir agpecoB —
JTUHAMUYECKUe, TMana3oH apecoB, BBIACISIEMBIX ISl JUHAMUYECKON ajipecaliut, Macky nojaceT u [P-aapec mumosa.

3) Ha xaxxaom koMmbroTepe 100aBUTh U 3anmycTuTh porpamMmmy DHCP-kiment. He 3a0yapTe mo-cTaBuTh ¢uiar s
AKTHBAIMN ITPOTPAMMBIL.

4) B nacrpoiikax kaxkporo DHCP-kiuenTa ykaxxure nHTepdeiic, KOTOPhIA JOJKEH aBTOMaTH-UYECKHU T0JTy4aTh CETEBbIE
HaCTPOMKHU.

5) OTKpBITH JUAIOT HACTPOIKH MHTEp(EeHcoB KaKIOTO KOMITBIOTEpa M yOequThCs, 9To cTOHT ¢uiar «IlomygaTs HacTpoiiku
ABTOMATHYECKI.

6) JloxnaThcs, MOKa Bce KOMIBIOTEPHI HE MOJyYyaT CeTeBble HACTPOUKH.

7) IIpoBeputh padorocmnocoOHOCTh ocTpoeHHoU Moaenu JIBC, nepenas naketsl (TCP, 5 KB) Mex 1y koMIbloTepaMu B

Pa3HBIX TOJCETAX.

[\S]

Temarnka noknaznos no teme: «MudopMannoHHas 6€30MacCHOCTD B KOMITBIOTEP-HBIX CETSIX»:
OCHOBHBIE TIOHATHS M aHAIN3 YTPO3 HH(POPMAIIMOHHOH 0e301TacHOCTH.

IMpo6nemsr nHpOpManoHHOI Oe3omacHOCTH ceTeid. CrnocoOsl obecneueHns MHGOPMAIHOH-HOI 6e3omacHocTH. [Tyt
eIIeHUsI TPoOIeM 3aIuThl HHQOpMAIUU B CETX.

[MpuHIMIB! KpUnTOrpaguuecKoi 3amuThl HHPOPMALIIH.

OobecrieueHne GE30IACHOCTH OTIEPAIIHOHHBIX CHCTEM.

TexXHOMOruN MEXKCETEBBIX IKPAHOB.

OCHOBBI TEXHOJIOTUH BUPTYaJIbHBIX 3alIUIIeHHBIX ceTeid VPN.

MeTonp! yIIpaBICHUS CPEACTBAMHI CETEBOH 0E30MaCHOCTH.

KommbloTepHbIe BUPYCHI X TPOOIEMBI aHTUBHPYCHOM 3aIIIUTEL.

3amura uHGopmManuu Bo BcemupHoii naytune.

WX N WD~ WO NE WD D W

3 Bormnpocsl Uit TOATOTOBKU K KOJNIOKBUYMY:
Jloxamsuble BeraucnuTensHble cetd (LAN): HasHaueHne, pemaeMsle 3axadn. [Tpumepsr.
CeteBble afianTepsl (CeTEBbIE KAPTHI).
CeTteBble KabemH.
Tomnomnorus ceTu.
OMHOPAHTOBBIE CETH M CETH C BBLACICHHBIM (halIOBBIM CEPBEPOM.
CeteBoe 000pyIOBaHUE: KIacCU(HKAIHS, Ha3HAYCHHE.
CereBble ONEpaOHHbIE CUCTEMBI: KIIacCH(HUKALNs, Ha3HaAuUCHHUE.
IMpuanuns! ¢ysxmrornposanust JIBC: npotokoins! n agpecarust. Monens OSI.
IMporokons! Ethernet, FastEthernet, Gigabit Ethernet.
10. ITporokon 100VG-AnyLAN.
11. Iporoxomnsr Token Ring, High Speed Token Ring.
12. IIporokon FDDI.
13. [Ipotokomnst SLIP, PPP.
14. ITpoTOKOIIBI CETEBOTO M TpaHCHOPTHOTO ypoBHs. OOmas knaccudukaiys. JJocTonHCTBa, He-T0CTATKH.
15. [Iporoxoxn IP.6
16. Mapmpyrusanust [P-nakeros. ITpuMep TaGMHIBI MapIIpyTH3ALNH.
17. IIporokonst TCP u UDP.
18. Iporokonsr HTTP, FTP, SMTP, IMAP, POP3 u TELNET.
19. Cucrema nomeHHbIX mMeH DNS. TIpumepst.
20. CeteBoe 000pyaOBaHUE: KIacCU(HKALHS, Ha3HAYCHHE.
21. IToBTOopuTEns (KOHIIEHTpPATOpP, hub).
22. Mocr (Bridge).
23. KoMMyTaTOpBI Ha OCHOBE KOMMYTallMOHHON MaTpULBL.
24, KoMMyTaTopbI ¢ 00IIel IIMHOM.
25. KommyTaTops! ¢ pazaenseMoii maMAThIO.
26. PexxuMbl paboTEI KOMMYTATOpa, YIPABICHUE MOTOKAMH KaIpOB.
27. JlononaHuTenbHbIe BO3MOKHOCTH KOMMYTAaTOPOB.
28. Mapupytuzatop (Router). AIropuTmMbl MapIpyTH3aLUH.
29. JlomonHUTENbHBIE BO3MOXHOCTH MapLIPyTU3aTOPOB.




3.4 Bornpock! 1 caMOKOHTpOJIs (TIOJTHBIH TIepedeHb 3aIaHUi HaXOAUTCS Ha Kaden-pe):

1. CeTH B COBPEMEHHOU KU3HU.

2. Hcnonb3oBaHue rmo0aidbHBIX ceTel B cdepax HAyKu, 00pa3oBaHUsI, KyJIbTYypbl U 9KOHOMHUKH.

3. Vctopust BOSHUKHOBEHUSI M Pa3BUTHS TI00aIbHON ceTH Internet.

4. Kiaccnguxarst 9BM 1o o6mactsaM npruMeHeHNs.

5. ApXHUTEKTypa BEIYUCIUTEIBHBIX CUCTEM, PACIIPEICICHHBIC BEIYNCIUTEIBHBIE CHCTEMBI, IPUHINIEI PaOOTHI
BBIUMCIIUTEIHLHON CETH U OCHOBHBIE IPOOJIEMBI €€ TOCTPOCHUSI.

6. CraHgapTu3anys B 00acTH BEIYUCIUTENBHBIX ceTeil. TpeOoBaHus, MpeabsIBIsICMbIC K COBPEMEHHBIM BBIYHACIUTEIEHBIM
CeTsM.

7. JlokasibHbIE BBIYMCIIUTENBHBIE CETU:

- CranznapThl GU3MUECKOTO M KaHAJIBHOTO YPOBHS JUIS JIOKAJIBHBIX CETEH.

- CrpyKTypu3anus JOKaJbHBIX CeTeH.

- CrpyKTypupoBaHHas KabeIbHast CHCTEMA.

- Crpykrypoobpasytomiee o0opynoBaHue GprU3n4eckoro U KaHaJIbHOTO YPOBHSI.

- Cpenctpa cereBoro ypoBHs creka TCP/IP, THTIOBBIE CTPYKTYpHBI JIOKAJbHBIX CETEH.

8. CrpykTypoobpasytoniee 000pyI0BaHHE KOMITBIOTEPHBIX CETEH:

- KomMmyHMKanMOHHOE 000pyJOBaHHE B COBPEMEHHBIX BHIYHCIUTEIBHBIX CUCTEMAX.

- ITpoTokosb! 1 060pyIOBaHUE JIOKATBHBIX CETEH.

- ITporokomns! 1 00opyIOBaHHE TII00ATBHBIX CETEH.

9. IIporpaMMHUpOBaHUE CETEBBIX IPUIIOKEHHMN:

- TexHonorus pacnpeeeHHbIX BbIUUCICHUN.

- Texnonorus "knueHT-cepsep.

- Mopgens gocTyma K yJaJeHHBIM JaHHBIM.

- OeKTpoHHas MOoYTa.

- Monens cepBepa 6a3 JaHHBIX.

- Mopgens cepBepa NPIJIOKEHIH, MOJEIH IIPOTOKOJIOB Iepenadn ¢aiinos B Internet.

10. 3amuTa HH(GOpPMAINH B CETSIX:

- VYrpo3sl nHbOPMAIMU B TEIEKOMMYHUKAIIMOHHBIX CHCTEMAaX.

- Llenw 3amuTsl HHGOPMALUH.

- 3aKkoHOaTeNbHOE 00eCIICUCHNE 3aIUTH HH()OPMAITHH, 3aIIUTa OT HECAHKIMOHIPOBAHHOTO JOCTYIAa K HH(POPMAIIUH,
CITy>kOBI M MEXaHU3MBbI 3aIIUTHI HH(POPMALIUH B OTKPBITHIX CUCTEMAX.

- Kpunrorpaduyeckue MeToIb! 3aIUTH HHGOPMALMK (KPHIITOJIOTHS, KpUNTOrpadus, KpHITOAHAIN3), IH(pOBaHUE
nHpopmanun (ctaagapt mudposanus faHHEIX DES, crannapr mmdposanus nanueix PGP), pemrenue npoGiem ayTeHTH(HUKAINN B
TEJICKOMMYHUKAIIMOHHBIX CHCTEMaX.

1. CereBoe aIMUHUCTPUPOBAHKE: TPOSKTUPOBAHKE, HACTPOHKA U COTIPOBOXKACHUE CETH.

12. MynbTUMena HHPOPMAIHs - CTAaHAAPTHI U CPEACTBA MPECTABICHUS U XpaHeHUs: OOopyioBaHUE VIS IPE/ICTAaBICHUS U
MOATOTOBKH MYJIBTHMea HH(OPMAIIH, OCHOBHBIE IIPUEMBI PA0OTHI C HUM:

- CD-ROM mpuBObl, yCTPOUCTBO U IPHHIIHI ACHCTBUS, OCHOBHBIE TEXHUYIECKHE XaPAKTEPUCTHKHU, Pa3IHYHbIEC THIIBI
NPUBOJOB - UX JOCTOMHCTBA U HEJAOCTATKU;

- AKyCTHYECKHE CHCTEMBI, yCTPOHCTBO U MPHHIINI IEHCTBISL, OCHOBHBIC TEXHUIECKHE XapPAKTEPUCTHKH, PAa3THIHBIC THITHI
CHCTEM - HX JOCTOMHCTBA M HEJJOCTATKH;

- BUI€0AANTEPbI, YCTPOICTBO U MPUHIUI JEHCTBHSA, OCHOBHBIE TEXHUUECKUE XapaKTEPUCTUKH, Pa3NUYHBIC TUIIBI
aJlaliTepoB - UX JOCTOMHCTBA U HENOCTATKY;

- 3BYKOBBIE KAPTHI, yCTPOHCTBO U MPHUHIINI JCHCTBHSL, OCHOBHBIE TEXHUIECKHE XapPAaKTEPUCTHUKH, PA3TMIHBIC THITHI KapT -
UX JIOCTOMHCTBA U HEJAOCTATKU;

- MOHHTOPBI, YCTPOUCTBO U MPHHIMI ACHCTBUS, OCHOBHBIE TEXHUYECKHE XapAKTEPUCTUKHU, Pa3IMYHbIE THIIBI MOHUTOPOB
- WX IOCTOMHCTBA M HEOCTATKH;

- IPUHTEPHI, YCTPOHCTBO U MPUHIUI JEHCTBHS, OCHOBHBIC TEXHUUCCKUE XapaKTEPUCTUKY, PA3INYHBIC TUIHI IIPUHTEPOB -
UX JIOCTOMHCTBA U HEJOCTaTKU;

- CKaHEepBl, yCTPOHCTBO U NMPUHINN J€HCTBHSA, OCHOBHBIE TEXHUUECKHE XapaKTEPUCTUKH, Pa3INYHBIE TUIIBI CKAHEPOB - HX
JIOCTOMHCTBA M HEIOCTATKHY;

- YCTpOMCTBA 3aXBaTa BUACOU300paKEHHs, YCTPOUCTBO U NPHHITHI AEHCTBUS, OCHOBHBIE TEXHUYECKHE XaPAKTEPHCTHKY,
pa3IMYHbIE TUIBI YCTPOMCTB - UX JOCTOMHCTBA U HEAOCTATKU

- COBPEMEHHBIE CPEICTBA 0TOOpakeHNsT HH(OPMAITHH, TPOSKIIMOHHOE 000pyI0BaHHE (MHCKOIBI, MyJIbTHMEINA
npoekTopsl, LCD-nanenn), ero ycTpoicTBO M IPHHITHI IS CTBHUSL, OCHOBHBIE TEXHUUECKHUE XaPAKTEPUCTUKH, PA3INYHBIC TUIIBI
YCTPOMCTB - UX JOCTOMHCTBA U HEJOCTATKU.

13. Cepsuchl 1 pecypchl Internet/Intranet:

- Crex nporokonoB TCP/IP.

- Wutepuer u cBa3b ¢ HTEpHET.

- ITpunnune! agpecanuu.

- IP-appecamnust u DNS-anpecarnusi.

- Onexrponnas noura. [Tporokons/mporpamma FTP u Telnet.

- Joctyn k cereBbIM (aiinaM, 3MyIAIMsS TEPMUHANOB U yIaJIeHHOE yIpaBIeHHEe, CepBepbl 0a3 JaHHBIX U MOHUTOPEI
TpaH3aKIUH.

- WWW-cepsep.

- Bpay3epsl




14. [pencrasieHne nHGOPMAIIMY B CETAX, MyJlbTUMenua u VHTepHeT:

- S3eik HTML, kak cpencTBo co3naHus HHPOPMAIMOHHBIX pecypcoB MHTEpHET.

- XoCTUHT U Web-/1n3aiiH, BU3yaIbHbIC H CEMAHTUYCCKHE KPUTCPUH KayeCTRa.

- [ouck mynpTHMeaniHON MHPOpMaru B THTepHET, OMOMHOTeKH rpaduueckux (Haiyios.
- VYcraHOoBKa 1 HaCTpOIiKa cepBepoB ciryx0 MHTEepHET.

3.5 TectoBble 3amanust (MOJTHBIN OaHK TecTOBbIX 3amanuii B CJIO Moodle)

L. EnuHCTBEHHBIH CIIOCO0 YCTAaHOBICHHS COOTBETCTBHS MEXKLy JOMEHHBIM MMeHeM U [P-anpecom 3T0:
. TabnuIa

. KapTa

. TOKEH

. noTeHuuanbHbI ko1 NRZ

2. B 3aronoske IP-nakera mis xpanenus IP-anpecoB oTnpaBuTeNs U IOXy4aTells OTBOIATCS 2 MO, KaKI0€ UMEET
(DUKCHPOBaHHYIO [UTHHY:

. 2 Gaiita

. 4 Gaifta

. 6 Gaiit

. 8 ailiT

3. IP-agpec cocToUT U3 ABYX JOTMYECKUX YACTEH:

. HOMEp CeTH U MacKa MOJICETH

. HOMEp CETH U JOMEHHOE HMS

. HOMED CETH U HOMED y3/1a B CETH

. HOME) y3J1a B CETU U 3aronoBok IP-nakera

4.Cuctemsl nakeTHO# 00padoTku B 50-e roas! XX Beka, Kak IPaBUIIO, CTPOMINCH Ha Oase:
. KOHTpOJIEpa

. IITI03a

. JIa3epHOTO AMOJA

. MIHHpeiiMa

5.Certb, pazpaboTtaHHas B 60-x romax XX Beka, OCHOBaHHAs! HA KOMMYTalllH AKETOB M SB-JIAIOIIASCS MPSIMBIM MPEIKOM
coBpeMeHHoro MHrepHeTa:

. Minitel

. NSENET

. ARPAnet

. MILNET

6.Kananoo6pa3yroiee o6opyaoBaHue

. OCYIIECTBIISET IIPpeoOpa3oBaHKe CUTHAJIOB B COOTBETCTBUH C TUIIOM CpPeJIbI Iiepeiadil (JINHUU CBSI31)

. peanu3yeT nepenavy TaHHBIX U 00pa3yIoT TeICKOMMYHUKAIIMOHHYIO CETh (CETh CBSI3H, CETh Mepeadn OaHHbIX),
COCTOSIIYIO U3 y3JI0B CBA3H, O6’I>C,HI/IHGHHLIX KaHaJlaMH1 CBA3U JUI I€peavn JaHHBIX

. COBOKYITHOCTb CPEICTB BBIYMCIHTEILHOI TEXHUKH, MPEACTABISIONIX c000i MHOMXeCcTBO DBM, 00beIMHEHHBIX C
NMOMOIIBIO CPECACTB TCICKOMMYHUKALINN

. IpefHa3Ha4eHO AT (POPMUPOBAHUS KaHAJIa Mepejaddl JAaHHBIX MEXTy IBYMsI B3aUMOICHCTBYIOIIMMH aOOHEHTaMH, TIpU

9TOM B OJJHOW M TOM K€ JINHUH CBS3U OJHOBPEMEHHO MOXKET ObITh C(HOPMHUPOBAHO HECKOJIBKO KaHAJIOB 32 CUET MCIOJIb30BAHUS
Pa3IM4YHBIX METOJ0B YIIOTHCHHUS

3.6. Boripoch! 117151 UTOTOBOM aTTECTALIMU O JUCIUILINHE (9K3aMEH)

1. Victopus pa3BUTHS TEIEKOMMYHHUKAIIHOHHBIX CHCTEM M KOMITBIOTEPHBIX CEeTeH
2. OCHOBHBIE TOHATHUSI KOMIIBIOTEPHBIX CeTeit

3. Kiaccugukanys KOMIIBIOTEPHBIX CeTel

4. OOmuive IPUHIHUIBI TIOCTPOCHHUSI KOMITBIOTEPHBIX CeTei
5. AIMMHUCTPUPOBAHUE KOMIIBIOTEPHBIX CETEH

6. CpencTBa TelIeKOMMYHHKALIUI

7. KommyTarnust xaHanos

8. KomMmyTanus naketos

9. ApxuTekrypa ceTu

10. CranaapTuzanysi KOMIBIOTEPHBIX CeTel

11. OranonHas moaens OS]

12. Mopgens TCP/IP

13. Tomnosnorus J10KaNbHOU CETH

14. ®Du3nUeCcKHe OCHOBBI MEpeaayt JaHHbBIX

15. MapipyTuszanus 1 KOMMYTalus

16. Bunsr kabenbHBIX ceTeit

17. BecnipoBoausie cetu. Wi-Fi

18. BecnipoBognsie cetr. CoTOBBIE CETH

19. MobunsHbIe cucTeMbl. IToKoIeHus CBA3M.

20. CIyTHUKOBBIE CHCTEMBI




21. Anpecanus B creke npotokosnioB TCP/IP. JlomeHHbIE UMEHA

22. Anpecanus B creke mpotokoioB TCP/IP. Knaccer anpecos

23. Anpecanus B creke nporoxonoB TCP/IP. IIporoxon IP

24. [Iporokon DHCP. Ajroputm AMHAMHYECKOTO Ha3HAYCHUS aApecOB
25. HNudopmannonHas 6e30MacHOCTh B KOMITBIOTEPHBIX CETIX

26. HTML

27. CucTeMbl yIpaBieHUs] KOHTEHTOM

28. Wutepuer. [IpuHIUTIBI paOOTHI

29. WWW. BcemupHas nayTHHa.

30. OnekTpoHHas MOYTa

31. AmmapaTHbIC CPEICTBa Pealli3alii KOMIBIOTEPHBIX CETeH.

5.4. OueHka pe3yabTaTOB 00y4eHHUs B COOTBETCTBUM C MHAMKATOPAMM IOCTUKEHHS KOMIeTeH Mt

Heynogin.: He nocTurHyT

Y nosi. [ToporoBslit ypoBeHb: YaCTUYHO C(HOPMHPOBAHBI 3HAHUS, YMECHUS M HABBIKU B 00JIACTH OCHOB IPOEKTUPOBAHUS JTOKATIBHBIX
BBIYMCIIMTENIBHBIX CETEH, B 00JIACTH CETEBBIX CTAHJAPTOB IPEACTABICHUS MH(POPMAIMU ¥ NPOTOKOJIOB Iepeadd NaHHbIX; Ha
06a30BOM ypoBHE c(hOpMHPOBAHBI 3HAHUS U MPAKTHIECKIE HABBIKH, ITO3BOJISIONIIE IIPOSKTHPOBATH JOKaJIbHBIC KOMITBIOTCPHEIC
cety; oOyJaromuiics obnagaeT 3SHaHUAMH TOJIBKO OCHOBHOTO MaTepHaia, HO He YCBOMII €To0 JAeTallel, TOMyCKaeT HeTOYHOCTH,
JIEMOHCTPHPYET HEJOCTATOYHO IPaBUIIbHBIC (POPMYIIMPOBKH, HAPYILICHHUS JIOTHYECKON MOCIIEIOBATEIbHOCTH B U3JI0XKEHUH
HPOrpaMMHOTO MaTepHaa, UCIBITEIBACT 3aTPYAHECHUS IIPH BBINOJIHCHUH IIPAKTHYECKUX PadoT.

Xoporo. ba3oBeIif ypoBEHB: B JOCTATOYHOM 00BbEME C(HOPMUPOBAHEI 3HAHNS, YMEHHS ¥ HaBBIKH B 00TaCTH OCHOB
MPOEKTHPOBAHUS U CO3/IaHMS JIOKAIBHBIX BBIYUCIUTENBHBIX CETeH, B 00TACTH CETEBBIX CTAHAAPTOB IPEACTaBICHHUS HHPOpMAIUU
U TIPOTOKOJIOB IIepellayl JaHHBIX M INPUHLUIIOB WX MCIIOIb30BAHMS IJIsI OOBEIMHECHUS B €IMHOE LIEJIOE Pa3HOPOIHBIX
MH()OPMAIMOHHEIX PECYPCOB; YACTHIHO C(OPMHUPOBAHEI 3HAHUS W IPAKTHUCCKUE HABBIKH, TIO3BOJISIOIINE ITPOCKTHPOBATH
JIOKaJIFHBIE KOMIIBIOTEPHBIE CETH; 00YyJaIOIINICs B JOCTATOYHON CTETIEHH 3HAET MaTEepHall, TPAMOTHO ¥ 0 CYIIECTBY U3JIaraeT ero,
HE JIOIYCKasl CyLIECTBEHHBIX HETOYHOCTEI B OTBETE Ha BOIIPOC MIIM BBINOJIHEHHUH 331aHUH, IPABHUIIBHO IIPUMEHSIET TEOPETHIECKUE
TIOJIOXKEHHMS TTPH PEIICHUH TIPAKTUYECKUX BOIIPOCOB M 3aJ1ad, BlIaJeeT HEOOXOMMBIMH HaBBIKAMH M IPHEMaMH MX BBIIOJIHEHHSI.
OTtnruHO. BRICOKMIT ypoBeHB: chopMHUPOBAHEI B ITOJTHOW Mepe 3HAHUS, YMEHHUS M HABBIKU B 00JIACTH OCHOB IIPOSKTHPOBAHUS U
CO3IaHUS JTOKAJIbHBIX BEIYMCIUTEIBHBIX CETEH, B 00IaCTH CETEBBIX CTaHAAPTOB IIPEACTABICHUS HMH(OPMAINH K IIPOTOKOJIOB
nepefayd JaHHBIX W IPHHIUIIOB HMX MCHOJIB30BaHUS Ui OObEAMHEHMS B €IMHOE IIe0€ PasHOPOAHBIX HMH(OPMAaLMOHHBIX
PECYPCOB, a TAKXKE TEXHUIECKUMH U NIPOrPaMMHBIMHU CPEJICTBAMH, 00SCIICUNBAIONINMH HX paboTy; B IIOJHOM 00bEME
c(OpMHUPOBaHbI 3HAHUS W IPAKTHUCCKNE HABBIKH, TIO3BOJIAIOINE ITPOSKTHPOBATE JIOKAIBHBIC KOMITBIOTEPHBIE CETH; 00yJatomuiics
IITy0OKO U MPOYHO OCBOMJI NPOTPaMMHBIN MaTepHall, HCUEPIBIBAIOLIE, IOCIIEI0BATENBHO, YETKO U JIOTHYECKH CTPOIHO ero
U3J1araeT, yMeeT TECHO YBS3bIBaTh TEOPUIO C IIPAKTHUKOH, CBOOOAHO CIpaBisieTcsl ¢ 3aja4aMy, BOIPOCAaMH U IPYTUMH BUIaMU
NMpUMEHEHHS 3HaHWH, IpHYeM He 3aTPYAHACTCS ¢ OTBETOM IIPH BHION3MEHEHNH 3aaHUH, HCIONB3YeT B OTBETE MaTepHall HAYIHOH
JUTEpaTypsl, MPaBIIFHO 00OCHOBBIBAET MIPUHATOE PEIICHHUE, BIAIeeT PA3HOCTOPOHHUMHY HABBIKAMU U IIPUEMAMH BEITTOTHEHHS
NPaKTHYECKUX 3a]ad.

6. YAEBHO-METOAUYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHUE JUCIUIIJINHBI (MOAYJIA)

6.1. Pekomenayemas quTeparypa

6.1.1. OcHoBHasl TUTepaTypa

ABTOpBI, COCTaBUTENU W3nanue OKk3.
JI1.1 |P.IO. Pakurun, E. B. [ KommbroTepHblie ceTr [ DneKTpoHHBIH pecype]: yueOHoe mocodre — bapHay : 9999
MocKaneHKo ; AntI'TIY, 2019 — URL: http://library.altspu.ru/dc/pdf/moskalenko.pdf
Aunraiickuii
rOCYJapCTBEHHBIN
TeJaroru4eckui
YHUBEPCHTET
JI1.2 | 1O. B. Uekmapes BoruricnuTeNnbHbIE CUCTEMBI, CETH U TEJIGKOMMYHHUKALUU: [yueOHOe mocodue] — 9999
Caparos : [Tpodo6paszosanue, 2019 — URL: http://www.iprbookshop.ru/87989.html
6.1.2. JlononHUTeIbLHAS JUTEpaTypa
ABTOpBI, COCTaBUTENN Wznanue OK3.
JI2.1 |[B.T. Kapramesckuii |KommbroTepHbie ceTr [ DneKTpoHHBIH pecype]: yaeonnk — Camapa : [II'YTHU, 2016 9999
u jap.] — URL: http://www.iprbookshop.ru/71846.html
JI2.2 [A. A. 3auka JlokanbHbIE CETH U MHTEpHET: yueOHoe nocodne — Mocksa : UHTYUT ; Capatos : 9999
Aii TTu Ap Meaua, 2020 — URL: http://www.iprbookshop.ru/89442 html
JI2.3 | A. B. Tlponerapckuii, |bBecnpoBoansie cetn Wi-Fi: yuebHoe mocooue — Mocksa : UHTYUT ; Caparos : Ait 9999
U. B. Backakos, [I. H. |ITu Ap Menna, 2020 — URL: http://www.iprbookshop.ru/89422.html
YupkoB u 1p.




ABTODBI, COCTaBUTENHU Uznanue OK3.

JI2.4 |B.T. benenbkuii, A. BecnipoBoiHbIE CETH TIepeiadyn JaHHBIX: yaeOHoe mocobrne — HoBocHOMPCK : 9999
B. Jlomkapes Cubnpckuii rocy1apCTBEHHBIH YHHBEPCUTET TEICKOMMYHUKANNI 1 HHOPMaTHKH,
2020 — URL: https://www.iprbookshop.ru/117126.html
JI2.5 | A. H. Bepnun AOGOHEHTCKHE CETH AOCTYIA U TEXHOJIOTHH BEICOKOCKOPOCTHBIX CeTell: yueOHoe 9999

nocobre — Mocksa : UntepHeT-YHuBepcuteT MHbOopMannoHHbIX TeXHOIOTHI
(MHTVYUT) : At [Im Ap Menwua, 2021 — URL:
https://www.iprbookshop.ru/101985.html

6.3.1 IlepeyeHb MPOrpaMMHOro odecrevyeHms

6.3.1.1| ITaker Microsoft Office

6.3.1.2 | OnepanmonHas cucrema cemeiictea Windows

6.3.1.3 | OnepanmonHas cucrtemMa cemectBa Linux

6.3.1.4 | Uatepuet Opay3ep

6.3.1.5 | [IporpaMma 151 MPOCMOTpA MEKTPOHHBIX JOKYMeHTOB (opMmata pdf, djvu

6.3.1.6 | ITaker Kaspersky Endpoint Security 10 for Windows

6.3.2 TlepeyeHb HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM

6.3.2.1 | MOBb. MexBy30BcKas dIeKTpoHHast ondmmoTtexka / HoBocnOupcKkuii rocy1apCcTBEHHBIH TeJaroTHYeCKUil YyHUBEPCUTET

6.3.2.2 | eLIBRARY.RU : HayuHast 37€eKTpOHHAsI OMONIHOTEKA

6.3.2.3 | Lludposoii odpazoBatenbhblil pecypc IPR Smart / Ait [Tu Ap Meana

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI (MO YJIS)

7.1| 1. O6opynoBaHHbIC y4eOHBIE ayTUTOPHUHU, B TOM YHCIIE C HCIOJIh30BaHUEM BUACOTPOSKTOPA U MOJKIIOYEHUEM K CETH
«/HTEpHET» U AOCTYIIOM B AJIEKTPOHHYIO HH(OPMAIIMOHHO-00pa30BaTENbHYIO Cpely Y HUBEPCUTETA.

7.2|2. Ayauropuu sl caMOCTOSTENBHOM PabOTHI ¢ OJKITIOYEHNEM K ceTH «IHTepHET» U IOCTYIIOM B AJIEKTPOHHYO
“H(POPMALIMOHHO-00pPa30BaTENbHYIO CpeAy Y HUBEPCUTETA.

7.3 | 3. KoMImbIoTepHBIit KIacc ¢ MOAKTIOUEHHEM K ceTu «HTepHeT» U JOCTYIIOM B AJIEKTPOHHYIO HH()OPMAIIIOHHO-
00pa3oBaTeNnbHyIO cpeay Y HUBEPCHTETA.

8. METOJUYECKUE YKA3AHMS 1151 OBYUAIOIIMXCS IO OCBOEHUIO AN CIIUIIIMHBI (MO YJIST)

TEXHUYECKUMH CPEJICTBAMH U MTOTYyYHUTh JOCTATOUYHBIC IPAKTHYECKHUE HABBIKK B pab0Te C MPOrPaMMHBIMHU CPEJICTBAMH,
HCIIONB3YeMbIMH TIPH BBIMOJHEHUH J1A00paTOPHBIX paboT mo Kypcy. Ocoboe BHUMaHUE HOKHO OBITH YAENCHO H3yUYESHHIO THITOBBIX
3a7a4 paboThl ¢ HPOPMAIIUCH B KOMITBIOTEPHBIX CETSX.

JlabopatopHbie paOOTHI BBIMOIHSIIOTCS CTYACHTOB B COCTaBe | YeI0BeKa M0 KaXIOMY WHIMBUAYaIbHOMY [TPOCKTHOMY 33aHHIO.
IMoaroroBka K cieayolieit 1abopaTtopHoi paboTe JOHKHA MPOU3BOAUTHCS B YPOUHOE BPEMS C HCIIOIb30BAHUEM DIIEKTPOHHOTO
y4eOHUKa.

B TEUCHHH BPEMEHH, OTBEJICHHOIO 110 PACIIMCAHMUIO, CTYACHTHI [OIYYaIOT OT MPEOaBaTEls HHIANBHYAILHOC 3a1aHuUE,
U3yYaroT TEOPETHYECKYIO YaCTh, COOTBETCTBYIOIYIO BHIMONHIEMO# paboTe, 3HAKOMSITCS ¢ 00pa3I0BOil 3a/1aueii 1 Ha ee OCHOBE
BBITIOJTHSIOT HHMBUYAIbHOE 3aaHKeE [0 MPUHIIUIY TTOM00MS U [0 «HAPACTAHUIOY» HOBOTO MaTepHIIA.

ITo uroram 1abOpaTOPHBIX paOOT FOTOBHUTCS OTYET.

MeTtoanyeckre peKoMeH A 00yYaromMcs ¢ OTPaHUYEHHBIMU BO3MOXKHOCTSIMU 310poBbst (OB3)

Crermanshblie yenoBus o0ydenust B Antl TIY onpenenenst «IlonoxeHrneM 00 HHKITIO3UBHOM 00pa30BaHUMy (YTBEPIKICHO
TpHUKa30M pekropa ot 25.12.2015 r. Ne 312/1m). larasmM «IlonoskeEnemM» MpeaycMOTPEHO 3al0THEHHE CTYICHTOM IIPH 3a4UCICHUN
B YHHBEPCHUTET aHKeThl «OnpeeneHue NoTpeOHOCTeH 00yyaronuxcs B CO3JaHUHU CIeNUAIbHbBIX YCIOBUH 00yueHUs», B KOTOPO
YKa3bIBAIOTCS IIOTPEOHOCTH JIMLA B OPraHU3aLMHU JIOCTYITHOH COLMaIbHO-00pa30BaTENbHOM Cpeibl M MOMOIIHM B OCBOCHUH
00pa3oBaTeNbHOI ITPOTPaMMBIL.

INox cnenmambHBIMU YCIOBUSIMH JUTS TIOJTy4deHUS] 00pa30BaHUs 00YJIaIOMNUMICS C OTPAHNYCHHBIMHI BO3MOXKHOCTSIMH 30POBbS
MOHUMAIOTCS YCIIOBUS 00y4€eHHs, BOCIIUTAHUS U Pa3BUTHsI, BKITIOUAIOIIUE B ce0sl NCIIONb30BaHHE CIIEIUATIbHBIX 00pPa30BaTENbHbIX
HPOTrpaMM U METOJO0B OOyUECHUS M BOCIIUTAHMS, CIICLINAIbHBIX Y4€OHUKOB, Y4€OHBIX TOCOONH U IUAAKTHYECKUX MaTepHaIoB,
CTIEIATIBHBIX TEXHUYECKIX CPEACTB 00yUIeHH KOJJICKTUBHOTO M MHUBHAYaIHHOTO ITOJIH30BaHHS.

IocTpoerne 06pa30BaTEILHOTO MIPOLIECCa OPUCHTHPOBAHO HA YUeT UHIUBUIYaAIbHBIX BO3PACTHBIX, ICUXO(U3HUECKUX
0COOCHHOCTEH 00y4aIONIMXCsl, B YACTHOCTHU MIPEIIIONAraeTcsi BO3SMOXKHOCTh Pa3pabOTKU MHIMBUIYAJIbHBIX yYEOHbIX IUIAHOB.
Peanmsariist ”HIMBHAYaTBHBIX YIEOHBIX ITAHOB COIPOBOXKAACTCS MOIEPKKOHN THIOTOPA (POANUTENS, B3SABIIETO HA ceOs
TBIOTOPCKHE (PYHKIINH B IIporiecce 00ydeHus, BOIOHTEPA).

Ob6yuatommuecs ¢ OB3, kak 1 Bce OCTaJbHbIE CTYJEHTHI, MOT'YT 00y4aThCs 110 UHAMBUAYAIbHOMY YUeOHOMY IIaHy B
YCTaHOBJICHHBIE CPOKH C Y4E€TOM HHANBHIYaJIbHBIX OCOOCHHOCTEH 1 CIEMAIBHBIX 00pa30BaTENIbHBIX OTPEOHOCTENH KOHKPETHOTO
obyuatomerocsi. Cpok MOJTydeHHs BEICIIEr0 00pa30BaHuUs MIPpH 00yYEeHHUH 110 HHANBHYAIEHOMY Y4eOHOMY IIIaHy AJIS JIHIT C
OTPaHUYEHHBIMHU BO3MOKHOCTSMH 37I0POBbSl MOXKET OBITH ITPH HEOOXOIAUMOCTH yBEIHUEH, HO He Oojee ueM Ha Tof.

I1pu cocraBiaeHUN HHAUBUYIBHOTO rpaduka oOyueHus s i ¢ OB3 BO3MOXKHBI pa3iMYHbIC BAPHAHTHI TIPOBEACHHMS 3aHSTHHI:
- MIPOBEACHIE HHANBUAYAIBHBIX WIH TPYIIHIOBBIX 3aHATHH C [ETBI0 YCTPaHEHHS CIIOKHOCTEH B YCBOSHHH JISKIIMOHHOTO




Martepuaa, HOATOTOBKE K CEMHHAPCKHUM 3aHATHSM, BHITOJTHEHHIO 3aJaHHH IT0 caMOCTOosATeIbHON padoTe. st i ¢ OB3, mo nx
pock0e, MOTYT OBITh aIaNTHPOBAHBI KaK CaMU 3aJIaHMsI, TaK U ()OPMBI UX BBITIOTHEHMS.

- BBIITOJIHEHHE 1101 PYKOBOJICTBOM IMPEIOIaBaTelsl HHAUBHYAIbHOTO [IPOCKTHOTO 3aaHusl, IO3BOJISIOLICT0 COUCTATh
TEOPETHYECKIE 3HAHUS U MPAKTHYCCKUC HABBIKH;

- MIPUMEHEHUE MYJIbTUMEIUIHBIX TEXHOIOTHI B MPOIECCe 03HAKOMHUTEBHBIX JICKITUA M CEMHHAPCKUX 3aHATHH, 9TO
MO3BOJIIET SKOHOMHTD BpeMsi, 3aTpadylBaeMoe Ha H3JIOKEHHE HEOOX0IMMOT0 MaTepraa U YBEIMIUTh €r0 00beM;

- JUCTaHIIUOHHYIO (JOPMY MHIMBHIYAIbHBIX KOHCYJIBTALMMA, BHIIIOJHCHUS 3aJaHuil Ha 6ase miatdopmbl «Moodley.
OCHOBHBIM JTOCTOMHCTBOM JHCTaHIIMOHHOTO 00y4eHus At aurl ¢ OB3 siBisieTcst TO, YTO OHO MO3BOJISET IIOTHOCTEIO
WH/IMBUAYAJIN3UPOBATE COJIep)KaHue, METOBI, (DOPMBI M TEMITHI y4eOHO! JeATENLHOCTH NHBAIUIA, CIIEUTH 32 KaXIbIM €T0
JICWCTBHEM U OIepalieil IPU PeIICHUN KOHKPETHBIX 3a/1a4; BHOCHTH BOBpEeMsI HEOOXOIMMBbIC KOPPEKIIUH KaK B ACATCIBHOCTh
CTy/ICHTa-HHBAJU/IA, TAK U B ACATCIBHOCTH MpernoaaBareis. JJucTaHoHHOe 00yYCHUE TaKKe TO3BOJIIET 00eCIIeunBaTh
BO3MOKHOCTH KOMMYHUKAIIMIA HE TOJBKO C IperoiaBaTesieM, HO ¥ ¢ IPYTUMH 00y4aeMbIMH, COTPYTHHYECTBO B MpOIIecce
MO3HABATENBFHOM AeaTenbHOCTH (popyM, BeOUHAp, skype-koHCynpTHpoBaHue). D dhexTnBHOI hopMoil mpoBeAeHHSs OHIAIH-
3aHSTHUI SBISIOTCS BeOMHAPBI, KOTOPBIC MOTYT OBITh UCIIOJIB30BAHBI AJIsI IPOBEACHHS BUPTYAIbHBIX JICKLIHUI C BO3MOXKHOCTBIO
CETEBOTO B3aUMOJICHCTBHS BCEX YUACTHUKOB JHCTAHIIIOHHOTO OOy YCHHUS.

Jlnist ocymecTBIGHHS IPOIIEAYpP TEKYIIero KOHTPOIS YCIEBaeMOCTH M IIPOMEXKYTOUHOH aTTECTAIUH IPEToIaBaTelli, B
COOTBETCTBHH C MOTPEOHOCTSIMH CTY/ICHTA, OTMCUCHHBIMH B aHKETE, U PCKOMEHIAIMAMHE CIICIHAIUCTOB IC(EKTOIOTHYECKOTO
npoduits, pa3padaThiBaeT (GOHIBI OIICHOYHBIX CPEACTB, aIallTHPOBAHHBIC AJIS JIUI] C OTPAHHYCHHBIMH BO3MOXKHOCTSIMH 310POBBSI U
TI03BOJISFOIIHE OIICHUTD JOCTIDKEHNE UMY 3aINIAHUPOBAaHHBIX B OCHOBHOH 00pa30BaTeNbHOMN MporpaMMe pe3yIbTaToOB 00yUeHUS U
YPOBEHb COPMUPOBAHHOCTH BCEX KOMIIETEHIIHIA, 3asBICHHBIX B 00pa30BaTEIbHON IpOrpamMMme.

®dopma nmpoBeAeHHs TeKyIIel aTTecTauuy s ctyaeHToB ¢ OB3 ycraHaBIMBaeTCs C y4ETOM HHAWBUIYATIBHBIX ICHXO(PH3UICCKIX
ocobeHHOCTeH (YCTHO, MMCHMEHHO Ha OyMare, MICEMEHHO Ha KOMITBIOTEpe, B (JOpMe TeCTHPOBaHU U T.11.). [Ipu HeoOXoquMocTH
nam ¢ OB3 MoxeT OBITh IPEOCTaBICHO TOMOTHATEIBHOE BPeMs sl HOATOTOBKH K OTBETY Ha 3a4UeTe WIIH SK3aMeHe,
BBIMIOJIHEHHMSI 3aJaHUS 110 CAMOCTOSATEIILHOM padoTe.

CTyZAEHT ¢ OrpaHMYCHHBIMU BO3MOKHOCTSIMH 3I0POBBSI 00s13aH:

- BBITIOJIHATH TpeOOBaHUS 00pa3oBaTeNbHBIX ITPOTPaMM,

MpeIbsBIsIEMbIE K CTETIEHN  OBJIAJCHHUS COOTBETCTBYIOIMMH 3HAHUSIMU;

- CaMOCTOSITENILHO COOOIIUTh B COOTBETCTBYIOILEE MMOApa3eseHue no pabore co cryaentamu ¢ OB3 o Hanuuuu y Hero
MOATBEPKICHHOH B YCTAHOBJICHHOM ITOPSIIKE OTPAHUYCHHBIX BO3MOYKHOCTEH 370POBBS, KHU3HEISATEIFHOCTH H TPYIOCIIOCOOHOCTH
(MHBATMIHOCTH ) HEOOXOAMMOCTH CO3/TaHUS ISl HETO CHETIUATBHBIX YCIOBHM.
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