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TIporpammy cocraBuii(u):

cmapwutl npenooasamens, Mockanenxko Enena Banepveena

Pabouast nporpamMma JUCIUILINHEL

IIporpamMMHoe oGecrieyeHre CHCTEM M ceTel

pa3paboTana Ha ocHoBaHnH OI'OC BO - 6akanaBpuat no HanpasieHuo noarotosku 44.03.05 Ienarornueckoe
oOpazoBanue (¢ AByMsI popHIIMH OAr0TOBKH) (nprika3 MuHoOpHayku Poccun ot 22.02.2018 1. Ne 125)

cocTaBJieHa Ha OCHOBaHUU yueOHoro rutaHa 44.03.05 [leparornueckoe oOpasoBanue (¢ AByMs MpOGUIIIMH MTOITOTOBKH)
(YpoBeHb: GakanaBpuaT; kBajnudukanus: 0akanasp), yrepxkaeHHoro Yuénsim coetom @T'bOY BO «Antl TIY» ot
25.03.2024, nmpotokoi Ne 10.

Pabouas nporpamma o100peHa Ha 3aceJaHuu KadeIpbl

TeopeTnueckux 0CHOB HHPOPMATHKHU

IIpotoxon Ne 6 ot 27.02.2024 1.
Cpox petictBust mporpammsl: 2024-2030 yu.r.
3aB. kadenpoit TymbaeBa Haranbs BukroposHa

Pacnpeneﬂenue YaCoB JUCHMIIJINHBI IO KypcaM

Kypc 2
Uroro
Bun 3ansaTuit vir | PII
Jlekiumn 4 4
JlabopaTopHsbie 6 6 6 6
KorTpons 4 4
CaMOCTOSITEITbHON
paboTbI
HUroro ay. 10 |10 [10 |10
Konrakthast padora |14 |14 |14 |14
Cam. pabora 90 |90 [90 |90
Yackl Ha KOHTPOITh 4 4 4 4
Uroro 108 | 108 | 108 | 108




1.1. {EJIM OCBOEHMSI JUCLIUTLTAHBI (MOYJIST)

1.1.1 | popMupoBaHHE COBOKYITHOCTH 3HAHUI M MPEICTABICHUI O BO3MOYKHOCTSIX, MPUHIHINAX ()YHKIIMOHUPOBAHHUS 1
MIPOEKTUPOBAHHUS KOMITBIOTEPHBIX CETeH, OpraHu3aliy B €AHHOE 1IeI0e Pa3HOPOIHOI nH(OpMaIHH, IPeACTaBICHHOHN B
pasnHYHbIX GopMaTax ¥ BOSMOKHOCTH 00ECIEYHTh aKTHBHOE BO3ACHCTBUE YENOBEKa HA OTH JaHHbIE B PEaTbHOM
Macmrabe BpeMeHH, a Takke 00 OpraHu3anyy AOCTYIa K pacipeaeIeHHbIM JaHHBIM;

1.1.2 | bopMupoBaHHe y CTYZCHTa COBOKYITHOCTH 3HAHUH U MPECTABICHUH 0 KIaCCU(BHUKAIUH 1 YCTPOUCTBE OMEPAIIOHHBIX
CHCTEM, UCIOJIb3YEMBIX B HUX aJIrOPUTMaX U KOHIICTIIHX; a TAKKe MOIyuYeHHEe IPAKTHYECKHX HABBIKOB MO YCTaHOBKE,
HAacTPOHKE U UCIIOJIb30BaHUIO ONIEPAIIMOHHBIX CHCTEM.

1.2. 3AJIAYM OCBOEHMSI JUCLUILTAHBI (MOY.JIST)

1.2.1 | popmupoBaHue 3HaHUH, yMEHUI1 1 HABBIKOB B 00JIACTH OCHOB IPOEKTUPOBAHUS M CO3/IaHMS JIOKAIBHBIX BHIYUCINTEIBHBIX
ceTell, a TaxKe TEXHHIECKHIMH U IIPOrPaAMMHBIMH CPEICTBaMH, 00ECTIeUNBAIONINMH UX padoTy;

1.2.2 | dbopMupoBaHHe 3HAHUH U TPAKTUUECKUX HABBIKOB, O3BOJIIONINX MPOEKTHPOBATE JIOKAIBHBIE KOMITBIOTEPHBIE CETH;

1.2.3 | oBnageHye HaBBIKAMH IIPOBEICHUS aHATM3a ¥ ONTHMHU3AUH CYIIECTBYIOIINX KOMIBIOTEPHBIX CETEH;

1.2.4| bopMupoBaHHe 3HaHUI, yMEHUH 1 HABBIKOB y CTY/ICHTOB B OOJIaCTH CETEBBIX CTaHIAPTOB IPEICTaBICHUS WHQOpMalUH
U TPOTOKOJNOB TNepelNadd JaHHBIX M TPHHIMIIOB WX HUCIONB30BaHUS 11 OObEAWHEHHS B €AWHOE IIeJioe
Pa3HOPOAHBIX HMH(OPMALMOHHBIX PECYPCOB;

1.2.5 | u3ydeHne opraHu3aliy 1 IPUHIUIIOB TOCTPOSHUS COBPEMEHHBIX OIIEPAIIMOHHBIX CHCTEM U CUCTEMHBIX IIPOTPaMM;

1.2.6 | popmupoBaHue npeacTaBIeHU 00 00IIeH METOIOJIOTHH Pa3pabOTKA CHCTEMHO-OPUEHTUPOBAHHBIX TIPOTPaMM C
HCTIOb30BAHUEM COBPEMEHHBIX aJTOPUTMUYECKHX S3BIKOB U CHCTEM MPOTPAMMHUPOBAHHS;

1.2.7 | yrmyOneHHast IOATOTOBKA CTYIEHTOB B 00JIACTH MIPUMEHEHHS allapaTHBIX W IIPOrPAMMHBIX CPEICTB COBPEMEHHBIX
IIPOILIECCOPOB, MPEIHA3HAYESHHBIX JUIS MOJJIEPYKKH MHOTO33JauHbIX OIIEPALIMOHHBIX CHCTEM.

2. MECTO JUCIHHUATIIMHBI (MOYJIST) B CTPYKTYPE OBPA3OBATEJILHOM ITPOTPAMMBI

Huxon (pazgen) OIT: |

2.1 | TpeGoBaHus K NPeIBAPUTEIBLHOI MOJATOTOBKE 00YYAIOIIETrOCs:

2.1.1 | Texuonoruu nuppoBOro 0OpazoBaHUL

2.1.2 | IIporpamMupoBanue

2.1.3 | 'HoCTpaHHBIH SI3BIK

2.1.4 | BBoaHBI# Kypc HHPOPMATHKH

2.2 | Aucuuniaunsl (MOIYIU) U NPAKTHKH, A5 KOTOPHIX 0CBOEHUE TAHHOMH THCHHUILIMHBI (MOIYJIs1) HE0OX0TUMO KaK
npeanecTByoniee:

2.2.1 | BeimosaHeHMe U 3alUTa BEITYCKHOHN KBannu(UKAHOHHONH paboTh

2.2.2 | Beb-Texnonorun

2.2.3 | UadopmarrorHas 0€30MacHOCTh U 3aIUTa HHPOPMAIHH

2.2.4 | Meromuka moarotoBku k ['MA mo napopmaruke

2.2.5 | Meronuka o0yueHus HHPOpMaTHKE

3. KOMIETEHIUY OBYYAIOIETOCS, ®OPMHUPYEMBIE B PE3YJILTATE OCBOEHMS JUCLUIIIAHBI
(MOZYJIST)

IIK-1.1: 3HaeT cCTPYKTYPY, COCTAB M JUAAKTHYECKHE eIMHULbI IPeIMETHOM 00/1acTH (IpenoAaBaeMoro npeamMera).

TIK-1.2: YMeeT ocyniecTBJISTH 0TOOP Y4eOHOr0 colep:KaHMsA AJIsl ero peaju3aliu B pa3In4HbIX (popMax o0yueHHs B
cooTBeTcTBHU ¢ TpedoBanusamu PI'OC OO0.

YK-2.3: Ucnosib3yeT MHCTPYMEHTBI U TEXHUKH HM(POBOTro MoAeTMPOBAHNS /15 pean3anuu o0pa3oBaTebHbIX MPOLECCOB.

B pe3yabTaTe 0cBOEHMS AMCUMILIMHBI (MOAYJIs1) 00y4YarOLIUIiCS 10KEeH

3.1|3nare:

3.1.1| 06 oOCHOBHBIX HaIpaBJICHUAX pa3BUTHA COBPEMCHHBIX OIICPALIMOHHBIX CUCTEM,

3.1.2 [ 06 OCHOBHBIX MTOHSTHSX, HCITOJIE3YEMBIX B TEOPHH OTIEPAIIIOHHBIX CHCTEM: TIpoIlecca, TIOTOKa, Sapa, BUPTYaTbHON MaMsITH
U T

3.1.3 | 00 OCHOBHBIX MIPUHIUIIAX OPTAHU3AINH U YIIPABICHUS TaMSITH,

3.1.4 | 00 OCHOBHBIX JUCUHILTHHAX JUCIICTYUPOBAHUS MPOLECCOB M IOTOKOB B CUCTEMAaX;

3.1.5| 06 OCHOBHBIX MOJIENSX, 3AKJIABIBACMBIX TP CO3/IaHHH OTIEPALMOHHBIX CHCTEM;

3.1.6 | 0 cTpyKType U apXUTEKType U3ydaeMbIX ONEPAMOHHBIX CHCTEM, UX JOCTOMHCTBA M HEIOCTATKH.

3.2 | YMeTh:
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paspabatbiBaTh nporpamMmsl B OC Windows ¢ rpaduueckuM MoIb30BaTeNbCKUM UHTEpdeiicoM;

3.2.2

pa3pa6aTI)IBaTB nporpaMMel, B OHepaHHOHHOﬁ cucteme UNIX ¢ ucnosib30BaHUEM CHCTEMHBIX BBI3OBOB;

3.2.3

pa3pabaTbiBaTh MHOTOIIOTOYHBIE TPOTPAMMBI C CHHXPOHH3ALMEH JTaHHBIX;

3.24

pa3pabarbiBaTh TMHAMUYECKHU MOAKIIIOYaeMbIe OUOITHOTEKH;

3.25

TNEpeXBAThIBATh BbBI3OBHI K OHepaHHOHHOﬁ CUCTEMCE,

3.26

pa60TaTI> C HHTCp(befICOM OII€PAllMOHHBIX CUCTEM, CTABUTH U PCIIATh 3aJa4 aIMUHUCTPUPOBAHUA U KOHCbI/Il"ypI/IpOBaHI/Iﬂ
CHUCTEM, aBTOMATU3aAlNN PECIICHUA IPUKIIAIHBIX 3a1a49 IO YIIPABJICHUEM PA3JINYHBIX OIIEPAITHOHHBIX CUCTEM.

3.3

Baagern:

3.3.1

paspabotku nporpamm B OC Linux, Windows;

3.3.2

pa3pa60T1<H MHOT'OIIOTOYHBIX IMTPOTrpaMMm C CHHXpOHI/IBaIII/Ieﬁ JIaHHBIX

3.3.3

pa3paboTKH TUHAMUYECKH TTOAKIIIOYAEMBbIX OHOINOTEK;

3.34

mepexBara BbI30BOB K OIEPALOHHOI CHCTEME.

3.35

pa60T1>1 B PA3JIMYHBIX OICPAlIMOHHBIX CUCTEMAX]

3.3.6

[IPUHLHUNAX KOHGUTYPUPOBAHHS KOMIIBIOTEPHBIX CETEH.

4. CTPYKTYPA U COEP)KAHHUE JUCIHUAIIIMHBI (MOLY.JIST)

Kox HanmeHoBaHue pa3/ie10B H TeM /BH] Cemectp / | Hacos | Komneren- JlutepaTtypa
3aHATHS 3aHATUSA/ Kvpe 10701

Paznen 1. OcHOBBI KOMIIBIOTEPHBIX
cereit

11 OO1mue NpUHIUIEI HOCTPOCHUS 2 1 IK-1.1 IIK- JI1.1J11.2 J11.3J12.1 J12.2 J12.3
KOMITBIOTEpHBIX ceTeld /JIex/ 1.2 VK-2.3

1.2 ApXUTEKTypa 1 CTaHJapTH3aALU 2 1 MK-1.1 IIK- JI1.1J11.2 J11.3J12.1 J12.2 JI12.3
ceTei 1.2 VK-2.3
/JTex/

1.3 ®duznyeckue OCHOBHI IIepelaunl 2 2 IK-1.1 IIK- JI1.1J11.2 J11.3J12.1 J12.2 J12.3
JaHHBIX 1.2 VK-2.3
/Cp/

14 ArnmapatHble cpe/icTBa peaTnu3aiun 2 2 [K-1.1 TIK- JIT.1 JI1.2 JI1.3J12.1 J12.2 J12.3
KOMITBIOTEPHBIX CETEH 1.2 VK-2.3
/Cp/

1.5 BbecnipoBoansie TexHonoruu /Cp/ 2 8 IK-1.1 IIK- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3

1.2 VK-2.3
1.6 Kommyranus kaHanos u naketos /Cp/ 2 8 ITK-1.1 TIK- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3
1.2 YK-2.3

1.7 Anpecanus B ceTsIX Ha IpUMeEpe CTeKa 2 8 IK-1.1 IIK- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3
nportokosioB TCP/IP. ITpotokomn IP. 1.2 YK-2.3
IIporokon
DHCP. Anaroput™M THHAMUYECKOTO
Ha3HAYCHHS
aZipecoB
/Cp/

1.8 Pabota ¢ yrunuramMu KOMaHITHOW CTPOKH 2 1 MK-1.1 TK- JIT.1JI1.2 JI1.3J12.1 J12.2 J12.3
Windows st paboTHI € ceThIo 1.2 VK-2.3
/J1ab/

1.9 TIpoexTupoBanme TOKaIBHBIX ceTEH B 2 1 MK-1.1 TK- JIT.1JI1.2 JI1.3J12.1 J12.2 J12.3
[IPOTrpaMMe JIOTHYECKOT0 MOIEIMPOBaHUs 1.2 VK-2.3
TEJICKOMMYHHUKAIIMOHHOH CeTH
NetEmul
/J1ab/

1.10 3axBar U aHaJIU3 CETEeBOro Tpaduka ¢ 2 1 IK-1.1 IIK- JIT.1JI1.2 JI1.3J12.1 J12.2 J12.3
MOMOIIBIO IPOTPaMMBI IIPOTpaMMa- 1.2 VK-2.3
aHanu3aTop TpaduKa ISl KOMIBIOTEPHBIX
cereit Ethernet Wireshark
/J1ab/
Pa3ngen 2. OCHOBBI ONEPAITHOHHBIX
cucTeM

2.1 DBOIOLUS OTIEPAIIMOHHBIX CUCTEM U 2 1 IK-1.1 K- JI1.1J11.2 J11.3J12.1 J12.2 J12.3
K1accu(UKALUs KOMIBIOTEPHBIX 1.2 YK-2.3
cucreM /Jlex/




2.2 DBOJTIOIHSI OTIEPALIMOHHBIX 8 IK-1.1 ITK- JI1.1J11.2 J11.3J12.1 J12.2 JI12.3
cucreM cemeiicrea Windows /Cp/ 1.2 YK-2.3
2.3 OCHOBHBIE ITOHATHUS OIEPAIIMOHHBIX 1 IK-1.1 K- JI1.1J11.2 J11.3J12.1 J12.2 JI2.3
cucteM. CTPYKTYpBI OTIepaIlHOHHBIX 1.2 YK-2.3
cucTeM (MOHOJUTHBIE CHCTEMBI,
MHOTOYPOBHEBBIE CHCTEMBI, BUPTYalbHEIE
MAIlMHEL, 9K305/pa, MOJENb KIUESHT-
cepBep). Kiaccu(UKAIHs OTIEPAUOHHBIX
cucreM. /Jlex/
2.4 ApPXUTEKTypa KOMIIBIOTEPHON CUCTEMBI U 2 IK-1.1 TIK- JI1.1J11.2 J11.3J12.1 J12.2 J12.3
onepannonHou cuctembl /Cp/ 1.2 YK-2.3
2.5 VYnpasnenue namsateio. Monenu 12 IK-1.1 K- JI1.1J11.2 J11.3J12.1 J12.2 JI2.3
namsta.  /Cp/ 1.2 VK-2.3
2.6 [TnanupoBanue nporeccoB. bazoBsie 2 IK-1.1 K- JI1.1 J11.2 J11.3J12.1 J12.2 JI12.3
JUCLUILTUHBI T1aHupoBanus. /Cp/ 1.2 YK-2.3
2.7 @aiinossle cucremsl /Cp/ 8 IK-1.1 TIK- JI1.1J11.2 J11.3J12.1 J12.2 J12.3
1.2 VK-2.3
2.8 DBOJIOIHS PA3BUTHUS OTIEPAIIMOHHBIX 6 TIK-1.1 K- JIT.1 J11.2 J11.3J12.1 J12.2 J12.3
cucreM cemerictsa Unix /Cp/ 1.2 VK-2.3
2.9 Haznauenue u QyHKIMH ONEpalHOHHOM 4 IK-1.1 ITK- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3
cucteMbl. CeTeBbIe CEPBUCH U 1.2 YK-2.3
ciyx6s1  /Cp/
2.10 CpaBHEHHE ONIEPAUOHHBIX CUCTEM 2 MK-1.1 IK- JI1.1J11.2 J11.3J12.1 J12.2 JI2.3
cemeiictB MacOS, Unix, Windows /Cp/ 1.2 VK-2.3
211 W3yueHue CTPYKTYphI OTIEPAITHOHHOMN 2 TK-1.1 IIK- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3
cucremsl Windows /Cp/ 1.2 YK-2.3
2.12 Hsyuaenue Hactpoek Windows /Cp/ 2 IK-1.1 TIK- JIL.1JI1.2 JT1.3J12.1 J12.2 J12.3
1.2 VK-2.3
2.13 Peectp u xoHconb ynpasnenus /Cp/ 2 IK-1.1 TIK- JI1.1J11.2 J11.3J12.1 J12.2 J12.3
1.2 YK-2.3
2.14 N3yuenue crioco00B co3aanus 1 2 TIK-1.1 TIK- JI1.1 J11.2 J11.3712.1 J12.2 J12.3
HacTpoiiku koHconer MMC /Cp/ 1.2 YK-2.3
2.15 bazossie Gpynxuun ynpasnenus OC 2 IK-1.1 K- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3
Windows Ha ypoBHe nons3oBates /Cp/ 1.2 VK-2.3
2.16 OCHOBHBIE KOMAH/Ibl ¥ yTUIIUTHI 2 IK-1.1 K- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3
cucremHoi koHconu (OC AltLinux) /Cp/ 1.2 VK-2.3
2.17 VYupagsnenue nporeccamu B OC 2 TK-1.1 ITK- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3
Windows /J1a6/ 1.2 VK-2.3
2.18 VYcranoska auctpudyTtusa OC Linux 2 IK-1.1 K- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3
ubuntu vHa VB /Cp/ 1.2 VK-2.3
2.19 OcHogb! padotsl B Ubuntu /Cp/ 2 IK-1.1 TIK- JI1.1J11.2 J11.3J12.1 J12.2 J12.3
1.2 VK-2.3
2.20 N3zyuenue 6a30Bbix koman Linux /Cp/ 2 TIK-1.1 ITK- JI1.1 J11.2 J11.3J12.1 J12.2 JI2.3
1.2 VK-2.3
2.21 TepmuHan u KoMaHaHas 000I0UKa 1 IK-1.1 K- JI1.1 J11.2 J11.3J12.1 J12.2 J12.3
orepalMoHHo# cucteMsl Linux /J1a6/ 1.2 VK-2.3
Paznen 3. IIpomesxkyTouHas aTrecTanust
31 3auer /3auérCOLY 4 IK-1.1 TIK- JI1.1J11.2 J11.3J12.1 J12.2 J12.3
1.2 YK-2.3

5. ®OHJ1 OHEHOYHBIX CPEJCTB

5.1. l'lepellem, HHAUKATOPOB T0CTHKCHUHA KOMl'leTeHIIl/Iﬁ, (l)OpM KOHTPOJIA M1 OLCHOYHBIX CPEACTB

MNYK-2: CnocoGeH ornpenensTh Kpyr 3aja4 B paMKax II0CTaBJICHHON 1IeJIM U BBIOUPATh ONTHUMAJIbHBIE CIIOCOOBI UX PELICHHUS, HCXOAS

U3 IEHCTBYIOIMX NPAaBOBBIX HOPM, UIMEIOLIUXCS PECYPCOB M OTPaHUYEHUN

3HaTh:

- CYHIHOCTbh U CTPYKTYPY CaMOCTOSITENILHON paboTHhI, Kak pecypca caMo0o0pa3oBaTeIbHOMN eITeILHOCTH;
- 0COOCHHOCTH CBOEH Mpodeccuu 1 3HAYCHUE YMEHUI caM000pa30BaTeIbHOM ACSITENBHOCTH I YCIEITHOCTH MPOQPECCHOHANIBHON
JeATeTbHOCTH.

VMmerTs:

- OIIpEACIATh LEJIb U 3a/la4n CaMOCTOSITeIIbHOMU pa60TI>I;
- paSpa6aTI)IBaTL 1 pCaIn30BbIBATH IIJIaH CaMOCTOSITeIILHOU pa60TLI;




- KOPPEKTHPOBATh PE3YIBTAThl CAMOCTOSITEIILHON paOOThI, ONPENETATh CTPATEruy €€ Pa3BUTHSI.

Brnanerts:

- KaTerOpUaIbHBIM allllapaToM, PACKPHIBAIOIINM CYITHOCTh CAMOCTOSITEIIBHOH pabOoTHI;

- criocobamu aHaM3a U OLeHKH ee 3 dexkTuBHOCTH;

- YMEHHSAMH CaMOCTOSTENBHOMN EITeIbHOCTH B PEIICHUH 00pa30BaTeIbHbIX 3a/1ay.

UIIK-1: CriocobeH 0cBanBaTh U HCIOJIB30BAaTh TEOPETUUCCKHE 3HAHUS M IPAKTUYESCKHE YMEHHUS U HaBBIKU B IPEIMETHOI 001acTi
TPU PELICHUU MPOPECCHOHANBHBIX 3a/1a4

3HaTb: coziepKaHue, CYIIHOCTh, 3aKOHOMEPHOCTH, MPUHIUIIBI 1 OCOOEHHOCTH U3YYaeMbIX SBJICHHH 1 IPOLECCOB, 0a30BbIe TEOPUH B
MPEMETHBIX 00JIACTSIX.

YMeTh: UCTIONB30BaTh 0a30BbIE MPEIMETHBIE HAYTHO-TEOPETHIECKHE MTOIXOIBI K CYIIHOCTH, 3aKOHOMEPHOCTSIM, IPUHLUIIAM U
0COOEHHOCTSIM H3y4JaeMbIX SIBICHUH U IPOIIECCOB.

BrnajeTs: HaBBIKAMU HCIIOJIb30BaHMsI 0A30BBIX MPEJAMETHBIX HAYYHO-TEOPETHYESCKUX MOIXOIOB K CYIIHOCTH, 3aKOHOMEPHOCTSIM,
MPUHIUIAM U OCOOSHHOCTSIM M3Y4aeMBbIX SBJICHHIN U TIPOIECCOB JUIS PEIICHUs MPO(eCCHOHATbHBIX 3a/ad.

5.2. TexHoJjioruueckas KapTa J0CTHKCHUS UHAUKATOPOB

NYK-23

WIIK - 1.1.

WIIK - 1.2. JlekunoHHbIE 3aHATHS Bompocs! s camokoHTpoust 15
NYK-23

WIIK - 1.1.

WIIK - 1.2.  JlaGopaTopHsie 3aHsTus JlabopaTopHbie paboTh 45
UYK-23

UIIK - 1.1

WIIK - 1.2. KourposabHblii cpe3 TecToBbie 3amanus Borpock! k koyutokBuymy Jokmaasr 20
NYK-23

WIIK - 1.1.

HNIIK - 1.2. Dx3ameH Bonpocs! 111 ”TOroBoro KoHTpos 20

Bcero 100

5.3. ®opMBbI KOHTPOJIA H OLIEHOYHBIE CPEICTBA

3.1 Temaruka 3amanuii ass 1a00paTopHBIX paboT (TMoJHEI epedeHs 3aaanuii Haxonures B CJ1O Moodle)

1. PaboTa ¢ yrunuramu koMmaHaHo#H ctpoku Windows Juis paboThI € ceThio (IpUMEp 3aJlaHus):

* 3armycrute kKoHcoub (ITyck/TIporpammer/Cranaaptaeie/KomanaHas cTpoka);

* BEIMIOJIHUTE KOMaHAy ipconfig u 3amummure nadopmarmro o6 IP-agpece, Macke ceTH U IITI03€ IO YMOIYaHHIO JUTS
CETEBOTO ajarnTepa.

C nomomsio yrunutel ipconfig /all | more mpoBepbTe paboTocnoco6HOCTH cTeka mpoTokosioB TCP/IP.

Hcnonp3ys npuBECHHYIO HUXKE HHPOPMAIHIO, CO3/IaiiTe B CBOCH Marke TeKCTOBBIN JIOKY-MEHT CO CJIEAYIOIUMH JaHHBIMU:
*  lms koMmbiOTEDA;

*  OcnoBnoii DNS-cydduxc;

*  Omnucanne DNS-cydhdukca s mogKI0OueHus;

. PuznyecKuil apec;

. DHCP BxtoueH;

*  ABTOKOH(WIYypaIHs BKIIOYEHA;

+  IP-agpec aBTOKOH(UrypaLyH;

. Macka nojicery;

*  IIlmro3 mo ymosrgaHuio.

Yo6enurecs B paborocriocodHocTH creka TCP/IP, ornipaBuB 3x0-3anpockl Ha [P-anpeca. [ 5T0ro Bocnob3yiTech KOMaHAOH ping:
*  OTIpaBbTE HX0-3aMPOCHI HA JIOKABHBIH afapec kommbioTepa (loopback) ping 127.0.0.1 (Ha 3KpaHe TOKHBI TIOSABUTHCS
COOOIICHHUS O MOJIydeHHOM OoTBeTe OT y3ma 127.0.0.1);

*  OTHpaBbTe X0-3arpoc 1o apyromy [P-anpecy, mvanpumep 172.21.5.1.

ITomyuure apyroi agpec i cBoero kommbtorepa. Jis atoro:

*  3aIyCTHTE KOHCOJb (KOMaHIHYIO CTPOKY);

*  BBeAMTE KOMaHIy Ul cOpoca Ha3Ha4YeHHbIX aapecos - ipconfig /release;

2. Pabota ¢ untepdeiico nmporpamMmel NetEmul u noctpoenue npocreiiieii cetd (mpumep 3aiaHus):

OrtmpaBbTe nanHble pa3MepoM 55 Koaiit ¢ momonipto npotokoia UDP ¢ unTepdeiica kommnbloTepa-otnpaButens eth7 Ha uHTepdeiic
KOMIThIoTepa-moirydatens eth4.

3. Coenunenune 9BM B ceTh (mpuMmep 3a1aHus):

IIpoexTupoBanue TOKaIbHON BBIUNCIUTEIHHON CETH HA KOMMYTaTopax:

1) BriOpaTh NCXO/HBIC TAaHHBIC JJIs1 BHIIIOJHEHHS PabOThI COTTIACHO CBOEMY BapHAHTY.

2) [loGaBuTh Ha pabouee MoJjie IMYJIATOPA MATh KOMIIBIOTEPOB U JBa KOMMYTATOP.

3) CoennHUTD YCTPOHCTBA.

4) HacTpouTh KOMIIBIOTEPBI, 33/1aB KaxkgoMy [P-anpec u Macky HoAceTH B COOTBETCTBHU C BAPUAHTOM.

5) Ho6aBuTh BO3JIE KAXKIOTO KOMITHIOTEpa HAIUCH ¢ ero [P-anpecoM u Mackoil moaceTH.

6) IIposeputs paboTocnocodHocTh IocTpoenHoi moaenu JIBC, nepenas nmakerst (TCP, 5 KB) ot ogHOro kommnetorepa 10
npyroro. [Ipociaenurs 3a nepeMerieHreM aKeToB U CliesaTh BhI-BObI 00 ocobeHHOCTAX paboTsl JIBC Ha 0cCHOBE KOMMYTaTOPOB.
4. Ucnonp3oBanue MapupyTu3aropoB. Ctarnveckas MapmpyTu3anus (mpuMep 3a1aHus):

®dopmMupoBaHHE TAOIHUIIBI CTATHYECKON MapIIPyTH3ALIUH:




1) 3apaTh Ha KaXXJJ0M KOMIbIOTEpE MapuipyT «mo-ymonrdanuto» (IP-axpec cern = 0.0.0.0; macka noacetu = 0.0.0.0).

2) 3amaTh Ha KaXKIOM MapIIpyTH3aTOPE CTaTUYECKHE MapUIPYTHI A0 yIAIEHHBIX OT HETO CETEH.

3) IIposeputs paboTocmoco6HOCTE mocTpoernoit moaenu JIBC, nepenas nakerst (TCP, 5 KB) Mexmy yaaaeHHBIMHA IPYT OT
npyra cetsimu. [IpociaequTh 3a nepeMereHHeM MaKeToB U C/ie-JIaTh BBIBOIbI 00 0coOeHHOCTsIX paboThl JIBC Ha ocHOBE
MapuIpyTHU3aTOPOB.

4) INocne BBIMOIHEHUS pabOTHI TPOAEMOHCTPUPOBATD IIPENOAaBaTEN0 pabOTOCIIOCOOHOCTD TO-CTPOSHHOM MOJIEINH.

5. Pazpemenue agpecos o npotoxkoiay ARP. ARP-ciy¢unr (nmpumep 3aganus):

Peanuzarus ataku ARP-ciyuHr:

1) 3anmycTuTh AJ1s1 KOMIBIOTEPOB 1 1 2 KypHabI MakeToB (MyHKT MeHto «Iloka3ate xkypHam). [Ipu HeoOXomumMocTH
OUYUCTUTH UX.

2) Ouuctuth ARP-Tabnuity komnetorepa 1.

3) Beigenutb KOMIIBIOTEP 2 U ¢ HOMOIIbI0 HHCTpYMeHTa «KoHeTpykTop nakeToB» chopmupo-Bath naker ARP-orsera, B
KOTOPOM OyAyT yKa3aHBbL:

a. MAC ornpasurens — MAC kommnbiotepa 2;

b. IP ornpasutens — IP unrepdeiica poyrepa B J1eBol oJceTH;

¢. MAC nonyuarenss — MAC kommbiotepa 1;

d. IP monyuarens — IP xommbrotepa 1.

4) 3anyctuts ARP-oTBeT, mpocnenuTs 3a HUIM. MOKET BO3HHKHYTH OKHO O TyOnmpoBannu [P-aapecoB B ceTin — 3T0
IPOUCXOJUT B TOM Cllydae, €ClIi u3-3a IeHCTBUI KOMMYyTaTopa IakeT-aTaKy HmoiydaeT U poyTep. OKHO OBICTPO 3aKpBITh.
5) Cpasy xe 3amyctuth nepenaudy nakeroB (UDP, 5 KB) ot komnbioTepa 1 Ha kommbioTep 3. YOSIUThCS, YTO HAKEThI
BHayaje IPUXOIAT Ha KOMIIBIOTEp 2 U JIMIIb IIOTOM (€CJIM Ha KOM-IIbIoTepe 2 BKIIOUEHA MapUIPYTH3aLHsl) OTHPABIIAIOTCS Ha
KoMIbtoTep 3 (uepe3 MapuIpyTH3a-Top).

6) CoxpaHUTh CKPUHIIOT 3KpaHa (C OTKPBITHIMU JKypHATaMH1) 7SI OTYETA.

6. Juaammyeckast MapiipyTu3amnus mo nporokory RIP. [Torydenne cereBbix HacTpoek mo DHCP (mpumep 3ananus):
Hacrpoiika aBToMaTndeckoro morydeHus: CeTeBBIX HacTpoek 1mo npoTtokoixy DHCP:

1) Ha mapmpyTuzaTopax, kotopsie otBeqaroT 3a cetu SH11-SH13 nmob6aButs u 3amyctuts npo-rpammy DHCP-cepsep. He
3a0y/bTe IOCTAaBUTH (hJIar JJIs aKTUBALMU IIPOIPAMMBI.

2) B Hacrpoiikax kaxgoro DHCP-cepBepa ykaszats unTepdeiic, «cMoTpsumii» B cTopoHy ceti SH, Tun agpecoB —
JUHAMUYecKHe, TUana3oH aZpecoB, BhIAESISIEMBIX A AMHAMUUECKOH axpecanun, MacKy nojceru u IP-agpec mumo3sa.

3) Ha kaxmoM KoMibroTepe 100aBUTh U 3amycTuTh nporpammy DHCP-kiuent. He 3a0yapTe ocTaBUTh (iiar Ajsl akTHBAIIUN
TIPOTPaMMBl.

4) B nacrpoiikax kaxaoro DHCP-knueHTa ykaxuTe nHTepdeinc, KOTOpbIi JOKEeH aBTOMATHYSCKH TIOJTy4aTh CETEBBIC
HaCTPOUKH.

5) OTKpBITH JUANOT HACTPOMKU HHTEP(EHCOB KaXKJ0ro KOMIIbIOTEpa U yoequThes, 4To cTouT ¢uar «IlomydaTs HacTpOHKU
ABTOMATHIECKI».

6) JloxxaaThcsl, IoKa BCe KOMIBIOTEPHI HE MOJy4aT CeTEBbIEC HACTPOUKU.

7) IIpoBeputs paboTocnocobHOCTh nocTpoeHHoi Moaenu JIBC, nepenas nakers! (TCP, 5 KB) mex 1y KoMIbIOTEpaMu B
pa3HbBIX MOJCETSX.

3.2 Temartuka J1OKJIa/10B:

1. OcHOBHBIE IOHSATHS U aHATHN3 YTrP03 HHPOPMAIUOHHON 0€30MacHOCTH.
2. ITpoGnemsl nHMOPMAMOHHOI Oe3omacHocTH ceTeil. CriocoObl obecrieueHnst HHPOpPMaMOHHOH Oe3omacHocTH. [TyTn
peneHus npoOJieM 3aIUThl HHHOPMAIUU B CETSX.

3. IIpunnuns! kpunTorpaduueckoil 3amuTsl HHGOPMaIHH.

4. OGecnieueHue 6€30MACHOCTH ONEPALMOHHBIX CUCTEM.

5. TexHONOTUN MEXCETEBbIX IKPAHOB.

6. OCHOBBI TEXHOIIOTUY BUPTYaIbHBIX 3alIAIICHHBIX ceTeil VPN.

7. Mertonsl ynpapieHHs CpeICTBaMH CETEBOI 0€30MaCHOCTH.

8. KoMmproTepHbIe BUPYCHI U ITPOOIEMbl AaHTUBUPYCHOM 3aIIUTHI.

9. 3amura nHpopManuu Bo BecemupHoii nayTuHe.

Tema «OBouttoLus pa3BUTHS ONEPALMOHHBIX CUCTEM»:

1. DBouTIOIMs pa3BUTHUSI OTCUECTBEHHBIX ONEPALMOHHBIX CHCTEM

2. DBOMIOIMS pa3BUTHUS ONEpalMOHHOM crucTteMbl Windows

3. OBomonys pa3BUTHUS ONEpalMOHHOM cucteMbl Unix

4. DBoroIHs pa3BUTHS OINEPAI[OHHOM crucTeMsl Linux

5. Onepanuonnas cuctema Ubuntu

6. DBoIOIMS pa3BUTHS onepaliioHHoi cuctemsl Mac OS X

7. DBoMIOIMS pa3BUTHUS ONEpallMOHHOI cucTeMsl Android

Tema «Ha3nauyenue u QyHKIMN ONEPALOHHON CUCTEMBI»:

1. OnepannoHHBIE CUCTEMBI Ul aBTOHOMHOTO KOMIIBIOTEpa:

1.1. OnepanuonHas cucTeMa Kak BUPTyalbHasi MallliHa.

1.2. OnepanuoHnHas cUCTEMa KaK CUCTEMa YIIPaBJICHUS PeCypCcaMu.

2. OyHKIIMOHAIbHBIE KOMIIOHEHTHI OTIEPALIMOHHON CUCTEMbI aBTOHOMHOTO KOMITBIOTEpA!
2.1. Ynpasnenue npoueccamu. YIIpaBieHUE NaMAThHIO.

2.2. Ynpasnenue ¢aiiaaMu 1 BHEIIHUMH yCTPOHCTBAMH.

2.3. 3ammra JaHHBIX U aIMUHUCTPUPOBAHUE.




2.4. Untepdeiic MpUKIaAHOTO TPOrPAMMHUPOBAHUS U TI0JIb30BATEILCKII HHTEp]ETiC.

3. CereBble ONEPANMOHHBIE CHCTEMBI:

3.1. CeteBble u pacnpezieficHHbIE OTIepaIlIOHHBIE CUCTEMBI. 3HAUE€HUSI TEPMUHA «CETeBasi ONEPallMOHHAS CUCTEMa.
3.2. OyHKIUH CeTEBBIX ONMEPaMOHHBIX crucTeM. KOMIIOHEHTBI ceTeBBIX ONepanroHHBIX cucTeM. [Ipumephl ceTeBhIx
OIIEPALMOHHBIX CHCTEM.

3.3. OyHKIMOHAJIbHBIE KOMIIOHEHTHI CETEBOW OINEPAIIMIOHHOM CUCTEMBI M CTPYKTYpa CETe-BOW ONEpaliOHHON CHCTEMBI.
3.4. CereBble CIIyKOBbI U CETEBBIE CEPBUCHIL.

3.5. BcTpoeHHBIE ceTeBble CITyKObI U CETEBBIC 000JIOUKH.

4. OTHOPAHTOBBIE U CEPBEPHBIE CETEBBIE ONEPAIMOHHBIE CHCTEMBI:

4.1. OnepanuoHHBIE CUCTEMBI B OJTHOPAHTOBBIX CETSX.

4.2. OnepaitiOHHBIE CUCTEMBI B CETSX C BBIZCICHHBIMU CEPBEPAM.

4.3. OnepaliiOHHbIE CHCTEMBI JIJIsl pabOYHX IPYIII U OIepallMOHHBIE CUCTEMBI JUI ceTeil MaciuTaba npeanpusaTiid. [I[pusHaku
KOPIIOPATUBHBIX OIEPALIMOHHBIX CUCTEM.

5. TpeboBaHuUS K COBPEMEHHBIM OIEPALIOHHBIM CUCTEMAaM.

6. OCOOEHHOCTH COBPEMEHHOTO 3Tara Pa3BUTHS ONIEPALIMOHHBIX CUCTEM.

Tema «YnpaBieHne TaMsITHION:

1. BupryanpHas u peaigpHast IaMsTh.

2. Mopenu mamMsTu:

2.1. ®uxcupoBaHHbIE pa3/ieNbl — MOAEIb, HE UCIIOJIB3YIOIIAs aNlapaTHY0 TPAHCISLHUIO aJl-PECOB;

2.2. OgHOCerMEeHTHAasI MOJICIIh;

2.3. MHOrOCErMeHTHAasI MOJIETIb;

2.4. CtpaHn4Hasi MOJIEJIb;

2.5. CerMeHTHO-CTpaHUIHASI MOJEITB;

2.6. I1mockast MOJeb;

2.7. OmHOYpOBHEBASI MOJIETI.

Tema «DaiisI0BBIE CUCTEMBI»:

. Mepapxuueckas Mojienb halioBOH CHCTEMBI.

. Jlornueckast opranuzanus Qaiinos. MHTepdeich.

. Jlornueckas QaiinoBas cucrema. Karanoru.

. Jlornueckas QaiinoBas cucteMa. CHCTEMHBIC BBI3OBBI.

. bazoBas (aitnoBas cucrema.

. ®usnueckast CTpyKTypa (haiios.

. llenmoctHOCTH TaHHBIX U (aIOBOI CHCTEMBI.

. 3arpyxaemas QaiisoBasi cucTema.
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3.3 Bonpocsl it TOATOTOBKY K KOJTIOKBUYMY:

. Jloxanbuble BeruncauTenbusle ceTd (LAN): Ha3HaueHue, peraeMsle 3agaun. I[IpumMepsl.
. CeTeBble afanTepsl (CETEBbIE KapThl).

. CeteBble kabenu.

. Tononorwus cetu.

. OZTHOpAHTOBBIE CETH H CETH C BBIICICHHBIM (halIOBBIM CEPBEPOM.

. CeteBoe 000pyoBaHHE: KIacCH(HUKALS, HA3HAUCHHUE.

. CeTeBbIe OTEPAIMOHHBIE CHCTEMBIL: KaccuUKalys, Ha3HaUCHHUE.

. Ipunnune! pynxunonuposanus JIBC: mporoxosnsl u aapecanus. Mogens OSL.
. IIporokonst Ethernet, FastEthernet, Gigabit Ethernet.

. IIporoxon 100VG-AnyLAN.

. Ilporokomsr Token Ring, High Speed Token Ring.

. IIpotoxon FDDI.

. IIporoxomer SLIP, PPP.

. ITpOTOKOJIBI CETEBOTO U TPAHCTIOPTHOTO YpoBHs. Obmas knaccudurkanus. JlocTONHCTBA, HE-JOCTATKH.
. IIpotokon IP.6

. Mapmpytuzamus IP-nmakeroB. [IpuMep TaObauIbl MapIIpy TH3ALHH.

. Ipotokonsl TCP u UDP.

. lIporoxomet HTTP, FTP, SMTP, IMAP, POP3 u TELNET.

. Cucrema nomenHsix umeH DNS. TIpumepst.

. CereBoe 000pynOBaHNe: KIaCCH(HUKAU, Ha3HAUCHHUE.

. [oBropurens (KoHIEHTpaTOp, hub).

. Mocrt (Bridge).

. KommyTarops! Ha 0OCHOBE KOMMYTAIlMOHHON MaTpUIIbI.

. KommyTaropsl ¢ o0mieli muHO¥.

. KommyTartopsl ¢ pa3znenseMoii naMsThlo.

. PexxumMbl paboThl KOMMYTaTOpa, yIIpaBjIeHUE IOTOKaMH KaJpOoB.

. JlonoIHUTEIbHBIE BO3MOXKHOCTU KOMMYTaTOPOB.

. MapupyTusarop (Router). Anroput™Msl MapIpyTU3anum.

. JomonHUTEIbHBIC BO3MOKHOCTH MapLIPyTH3aTOPOB.
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3.4 Bonpocs! [uisi caMOKOHTPOJIs (TIOJTHBIN TIepeueHb 3aJaHuii HAXOUTCS Ha Kadenpe):

1 IousTue onepaimonHoi cucremsl (OC)

2 OcHoBHble 3a1aun OC

3 Dramnsl pazutust OC

4 OcHOBHBIE CTPYKTYpHBIE 3JIeMEHThI KoMmibloTepa [Ipoueccop

5 IlamsTh Y CTpOMCTBO BBOIa-BBIBOJA

6 OyHKIMOHaNIBHBIE KOMIOHEHTH OC

7 Kondurypanus namsitu [1K TTonsitue maorozagaunocta OC

8 Ceresbie OC

9 Ocobennoctu cemerictea MS Windows

10 Ocobennoctu cemeiictTBa Unix

11 Mobunbusie OC

12 CpaBHutesnbHbIe XapakTepucTHkH cemenicts OC

13 Hcropus pa3BuTHs ceTeil nepeaayn JaHHBIX

14 O630p cereBoro cepruca wiu ciyx0s1 (BIND, Nginx u 1)

15 ITmaHupoBaHue MPOIIECCOB U IIOTOKOB

16 Co3nanne NOTOKOB H MPOLIECCOB

17 JuHaMHUYecKoe U CTaTUIECKOe IUIAHUPOBAHUE, TUCTIETICPU3ALIHS

18 ToHsATHE MYJIBTUIIPOTPAMMHPOBAHHS

19 Kom-mamste [TpuHIMT TeUCTBUS KIII-TAMATH

20 Opranusanus BBOJIa-BbIBOJA

21 Opranuzanus napaulesibHOi paboThl ycTpoiCTBa BBOIa-BbIBOAA

22 KoamupoBaHue JaHHBIX

23 Paznenenne ycTpOWCTB M TaHHBIX MEXKIY MPOIECCaMU

24 TloamepKka HECKOJIBKUX (aijIOBBIX CUCTEM

25 daiinosast cucrema OcHOBHBIC QYHKIUH (HAHITIOBON CUCTEMBI

26 Yto Takoe «daiinoBas cuctema»? Uto oOecrieunBaeT UCIOJIb30BaHNE TOH WM MHOM (hailloBOM cucTeMbl?
27 Obume npuHIUIBI QaiinoBoii cucremsl FAT

28 Cpasuute ¢aiinopsie cucremsl FAT 16 u FAT 32

29 daiinosas cucrema FAT 32, NTFS

30 OGBsicHUTE CTPYKTYPY (hailloBOil CHCTEMBI S 5

31 ApxuTekTypa onepanuoHHbIX cucTeM OCHOBHBIE TIOHSTHS

32 Crpykrypa apxutekrypbl OC Windows

33 MukposiiepHbIe OTepalliOHHbIE CUCTEMbI

34 MOHONUTHBIE ONEPALUOHHBIE CUCTEMBI

35 OC peanbHoro BpeMeHu OCHOBHbIE TPEOOBaHUS K JAHHBIM ONEPALUOHHBIM CUCTEMaM

36 IIpuHnun nocTpoeHust nHTEp(HEcoB ONEPaLMOHHBIX CUCTEM

37 Oneparonnas cucrema Windows

38 Ocnosurle 3amaun 1 BosMoxkHocT OC Windows NT, OC Windows XP

39 YmpaneHue naMsaThiO B ONIEPALMOHHON CHCTEME

40 OnepauunonHas cucrema LINUX

41 BuptyanbHas MallnHa, 10Jb30BaTeNb, HHTEp(dEiic Mob30BaTeNs, IPUBUIETUPOBAH-HBII [10b30BaTEIlb
42 Tlonsatus xomnbloTepHoii cety u VIBC (nH(OpMaiOHHO-BEIYUCIUTENEHON CUCTEMBI);

43 TMpeumytiecTBa pabOThl B KOMITBIOTEPHBIX CETAX U MH()OPMAIIMOHHO-BBIYUCIUTEIBHBIX CUCTEMAX;
44 Vcropus co3naHus KOMIIBIOTEPHBIX CETel;

45 Mopens «Tepmunan — XocT»;

46 Mopens «Kmment — Cepsepy;

47 IloHsATHE IPOTOKOJIAa KOMIIBIOTEPHOM CETH;

48 [loHATHE OTKPBITON CUCTEMBI;

49 Knaccudukanus KOMIBIOTEPHBIX CeTell;

50 Mogenb B3aMMOAEHCTBUS OTKPBITHIX cHcTeM ((u3nyecknii n KaHaJIbHbIA YPOBHN);

51 Mopenb B3aUMOAEHCTBHS OTKPBITHIX CUCTEM (CETEBOM U TPAHCHIOPTHBINA YPOBHH);

52 Mopenb B3aUMOAEHCTBHS OTKPBITHIX CUCTEM (CEaHCOBBIH, IPUKIIAHOIN U YPOBEHb IIPECTABICHUS JaHHBIX);
53 TloHATHE TUHUY CBS3H BUIbI TUHUMN CBSI3M;

54 CxopocTh nepeayy JaHHBIX B JIMHUAX CBI3U BiusHNE MOMEX0YyCTONUMBOCTH U 10-CTOBEPHOCTH IIepe/laur JaHHbIX Ha
55 Buras napa (UTP, STP);

56 KoakcuasbHbli kabesb;

57 IlpuHuuMIbI IepeJauy JaHHbBIX 110 ONTOBOJOKOHHOMY IPOBOJHUKY;

58 Tumbl ONTHYECKOTO BOJIOKHA IS TIepeau JaHHbIX;

59 OnroBonoKOHHBIHN Kabenb VICTOUHNK U IPUEMHUK CBETOBOW BOJIHBI ISl ONTOBOJIO-KOHHOTO Kabels;
60 Kitaccsl TOMONOTHiT KOMITBIOTEPHBIX CETeH;

61 OG1ee npaBuiIO B3aMMOICHCTBHS KOMITBIOTEPHBIX ceTeld; Mcronb30BaHue «IUTI03a» U OpraHn3allii B3auMOJICHCTBHS
62 Tonstre koMMyTanuyu CrocoObl OpraHn3aluy KaHaJIoOB CBA3Y;

63 KommyTanus KaHaJIOB;

64 KommyTanus cooOIICHUIA;

65 KommyTarus makeTos;




66 Texuonorus Ethernet;

67 Crangapt 100BASE-TX;

68 Crangapt 100BASE-T4;

69 Crangapt 100BASE-FX;

70 Texnonorus Token Ring;

71 KoHIIeHTpaTOpBI ¥ IOBTOPUTEIH;

72 KoMMyTaTopsl YPOBHU KOMMYTallUH;

73 Ha3zHaueHue U QyHKIUH CETEBOTO anantepa Mx kimaccupukanms;

74 MapiipyTH3aTOphI;

75 YcTaHOBKa M HACTPOWKA CETEBOTO ajanTepa v MPOTOKOJIa B3aUMOICHCTBHS,

76 HazHaueHue U QyHKIHH CETEBBIX MPOTOKOJIOB;

77 @yHKIMU IPOTOKOJIOB TPAHCIIOPTHOTO YPOBHS;

78 Crek mportokoinos TCP/IP;

79 Ipotokon IP;

80 Crpykrypa IP — nakera;

81 IP — appecarust Mexanusm [P — mapuipyTusaium;

82 IP — anpec Tumnsl u kiaccsl [P-anpecos;

83 Co3manne noacereit; Macka IP — agpeca, e€ nazHaueHwue,

84 Anpecanus y3110B B ceTsix ¢ npotokosiom TCP/IP Opranusanys JOMEHOB M JJOMEHHBIX HMECH;
85 Ilpotokon TCP;

86 Ctpykrypa TCP — kanpa;

87 Ilporokon UDP Crpyxrypa UDP — neifrarpammsl;

88 TIpoTokouisl iepenaun ¢aiinos Ciyxba FTP;

89 TIpoTokouisl iepenaun runeprekcroBoi HHGopmarmu Ciry:x6a WWW;

90 IIpoTokous! Iepeaaun 31eKTponHoi moursl Ciryxba E-Mail;

91 TIpoTOKOIIBI yAaIeHHOTO yipasieHus kommborepoM Ciyxkoa Telnet;

92 TloHsTHE TPYIIIOBON TTOJUTHKH;

93 XapakTepucTuKa Py HOJIb30BaTeIeH CeTH;

94 Coznanue ceru padbouux rpymnn (Ha ocHoe OC Windows (9x, NT, XP));

95 Cosnmanue ceru qoMeHoB (Ha ocHoBe Windows (NT, XP));

96. CeTu B COBpEMEHHO KU3HHU.

97. Ucnosp3oBaHue TI00aIbHBIX ceTell B cepax HaAyKu, 00pa3oBaHUsl, KyJIbTYPbl H SKOHOMHUKH.
98. McTopust BOSHUKHOBEHUS M Pa3BUTHS I100aIbHOMU ceTH Internet.

99. Knaccuduxarus 9BM 1o 06:1acTaM NpUMEHEHHUS.

100. ApqueKTypa BBIYHUCIIMTCIIBHBIX CUCTEM, PACITPCACIICHHBIC BBIYUCIUTEIBHBIC CUCTEMBI, ITPUHIIUIIBI paGOTbl
BBIYMCIIUTEIBHOM CETH M OCHOBHBIE ITPOOJIEMBI €€ TIOCTPOCHHUSL.

101. CrangapTu3zanus B 06JaCTH BEIYUCIUTENBHBIX ceTel. TpeOoBaHUs, IPEeABIBIsIEMbIE K COBPEMEHHBIM BBIYMCIUTEIBHBIM
CETSM.

102. JIokaspHbIE BEIYUCIUTEIbHBIE CETHU!

- CtaHIapThl PU3HIECKOTO W KAaHAITBHOTO YPOBHS ISl JIOKAJIBHBIX CETEH.

- CTpyKTypu3anus JIOKaldbHBIX CeTell.

- CTpyKTypHpOBaHHas KaOeJlbHasl cucTeMa.

- Ctpyktypoobpasytoniee 000pynoBaHue (prU3n4ecKoro U KaHaJIbHOTO YPOBHSL.

- Cpencrsa cereBoro ypoBHs cteka TCP/IP, THIIOBBIE CTPYKTYpHI JIOKAJIBHBIX CETEH.
103. CtpykTypoobpa3yoiiee 000pyI0BaHHE KOMITBIOTEPHBIX CETE:

- KoMMyHUKanmoHHOE 000pYJOBAaHUE B COBPEMEHHBIX BEIYHCIUTEIBHBIX CHCTEMAX.

- [Iporokousl 1 060PyIOBAaHKE JTOKATBHBIX CETEH.

- IIporoxosel 1 000pyIOBaHKE INIOOATIBHBIX CETEH.

104. ITporpaMMHpOBaHK€E CETEBBIX NPHIIOKEHUI:

- TexHoONOTHA pacHpeAEICHHBIX BHIUUCICHUN.

- Texnonorus "kaueHt-cepsep".

- Mopeins TocTyna K yIaJleHHBIM TaHHBIM.

- DJeKTpOHHAS TI0YTa.

- Mopeis cepBepa 6a3 JaHHBIX.

- Moperns cepBepa MPUIIOKEHUH,  MOJENH MPOTOKOJIOB Nepenadn (ailno B Internet.
105. 3amuTa nHGOPMAIMY B CETAX:

- ¥Yrpo3bl vHPOPMALIUH B TEICKOMMYHHUKAIIIOHHBIX CHCTEMAX.

- Henu 3ammnTsl nHGOpMAIIHK.

- 3akoHOIaTENFHOE 00EeCIIeYeHNE 3aIUThl HH(OPMAIHH, 3aIIATa OT HECAHKIIMOHUPOBAHHOTO JOCTYMA K HH(MOPMAIIHH,
CITy»OBI 1 MEXaHU3MBI 3aIIUTHl THQOPMAIIMH B OTKPHITHIX CUCTEMaX.

- Kpunrrorpaduyeckne MeTo1p1 3a0IMTH HHPOpMAUH (KPUIITOJIOTH, KpUITorpadus, KpUITOAHAIN3), IH(poBaHUe

nHopMmanun (ctanaapt mudposanus qanHex DES, crannapT mmdposanus nanasix PGP), pemenue mpobiem ayTeHTHOUKAINY B

TEJEKOMMYHHMKALMOHHBIX CUCTEMAX.
106. CereBoe afiMUHUCTPUPOBAHUE: IPOCKTHUPOBAHKE, HACTPOIKA U COIPOBOXKACHUE CETH.

107. MynpTuMenua uHGOpMALKs - CTAHAAPTHI U CPEACTBA IPEACTABICHUS U XpaHeHus:: O00opyaoBaHUE AT MPEICTABICHHS U
HOATOTOBKH MyJIbTHMeHa HHGOPMANNK, OCHOBHBIC TPHEMBI PaOOTHI C HUM:




- CD-ROM nipuBoOIBL, yCTPOMCTBO M MPHUHIINIT AEUCTBHUS, OCHOBHBIE TEXHUYECKHE XapaKTEPUCTUKH, DPA3IUIHBIE THITHI
NPUBOJIOB - HUX JOCTOMHCTBA U HEIOCTATKH;

- aKyCTHYECKHE CHCTEMBI, YCTPOWCTBO U NIPHHINI JEHCTBHUS, OCHOBHBIE TEXHUUECKHE XapaKTEPUCTUKH, Pa3INYHbIE THITBI
CHCTEM - HX JOCTOMHCTBA U HEIOCTaTKH;

- BUJICOQIaNITePhl, YCTPOMUCTBO U IPUHLIUN JICHCTBUS, OCHOBHBIE TEXHUYECKUE XaPAKTEPUCTUKH, PAa3JIUYHbIE THUIIBI
aJIanITepoB - HMX JOCTOMHCTBA M HEOCTATKHY;

- 3BYKOBBI€ KapThl, YCTPOHCTBO M NPUHIIMIT ISHCTBUS, OCHOBHBIEC TEXHUYECKUE XapaKTePUCTUKH, pa3IMYHbIC THIIBI KapT -
UX TOCTOMHCTBA M HEJOCTATKH;

- MOHHUTOPBI, yCTPOHCTBO U MIPUHLIMII AEHCTBHS, OCHOBHBIEC TEXHHUIECKUE XapaKTEePUCTHKU, PA3INYHBIC TUITEI MOHHTOPOB -
UX IOCTOMHCTBA M HEJOCTATKH;

- IPUHTEPHI, YCTPOWCTBO U MPHHINI JEUCTBUS, OCHOBHBIE TEXHUUECKHE XapaKTEPUCTUKH, Pa3INYHbIC THIIB IPUHTEPOB -
UX JOCTOMHCTBA U HEJIOCTATKH;

- CKaHephbl, YCTPOMCTBO U MPHUHIHII ACUCTBHSI, OCHOBHBIC TEXHUYECKHE XapaKTEPUCTUKH, Pa3JINYHbIEC THIIBI CKAHEPOB - HUX
JIOCTOWHCTBA M HEIOCTATKH;

- YCTPOWCTBA 3aXBaTa BUCOU300paKEHUS, yCTPOHCTBO U IPUHIINT JICHCTBUS, OCHOBHBIE TEXHHUECKHE XaPaKTEPUCTHKH,
Pa3IMYHBIE TUIBI YCTPOMCTB - HUX JOCTOMHCTBA M HEJOCTATKH

- COBpPEMEHHBIE CPEJICTBA OTOOpakeHHs MH(OPMAIMHU, TPOSKIIMOHHOE 000PY/I0BaHUE (DIHUCKOIIBI, MyJIbTUMEINA
npoektopsl, LCD-manenn), ero yCTpoicTBO U MPUHIIUIL ACHCTBHS, OCHOBHBIE TEXHUIECKHE XapaKTePUCTUKH, PA3IUIHBIE THITHI
YCTPOMCTB - HX JOCTOWHCTBA M HEIOCTATKH.

108. Cepsucsl u pecypcsl Internet/Intranet:

- Crex npotokosoB TCP/IP.

- Narepner u cBs3b ¢ MIHTEpHET.

- [lpuHTIme! anpecanyn.

- [P-appecamms u DNS-agpecarst.

- DnekTponHas nouta. [Iporokons/mporpamma FTP u Telnet.

- Hocrtym k ceTeBbIM (aiimaM, SMyISIHS TEPMUHAIOB M yIAJeHHOE YIpaBiIeHne, cepBephl 0a3 TaHHBIX K MOHHTOPHI
TpaH3aKIU.

- WWW-cepsep.

- Bpay3sepst

109. TpeacrarieHne HHPOPMAIMHK B CETAX, MyJIbTUMeIHa U IHTepHEeT:

- SI3sik HTML, kak cpeacTBo co3aHus HHPOPMAIIMOHHBIX pecypcoB MHTepHET.

- XocTHHT 1 Web-1n3aiiH, BU3yaJbHble U CEMaHTHIECKHE KPUTEPHU KayecTBa.

- [Touck mynpTuMenunitHO# nHpopMannu B HTepHeT, OMbnnoTeku rpadudeckux (aiios.

- YcraHoBKa U HacTpoiika cepBepoB ciyx0 MHTepHeT.

3.5 TecroBble 3ananus (moyHbIN OaHk TecToBbIX 3aaanuil B C/10 Moodle)

1. EnuHCTBEHHBIH CIOCO0 YCTaHOBJICHUS! COOTBETCTBUS MEXKly JOMEHHBIM UMEHeM u [P-anpecom 3to:
* Tabuuna

* KapTa

* TOKEH

* NOTEHIIHAJIBLHBIN Ko NRZ

2. B 3aronoske IP-maxera st xpanenust [P-anpecoB oTrpaBuTeNs ¥ MOIydaTesis OTBOAATCS 2 MO, KaXk/10€ UMEET
(UKCHPOBAHHYIO JJIHHY:

* 2 Qaiita

* 4 Gaiira

* 6 OaiiT

* 8 DaiiT

3. IP-agpec cOCTOMT M3 ABYX JIOTHYECKUX YacTeil:

* HOMEp CeTH U MacKa IOJICETH

* HOMEp CeTH U JOMEHHOE M5

* HOMEp CeTH 1 HOMEp y371a B CeTH

* HOMEDp y3/1a B CETH U 3arojioBok IP-nakera

4.Cucrembl makeTHoi 00paboTku B 50-¢ ronel XX Beka, Kak MpaBuiIo, CTPOMIIUCH Ha Oase:

* KOHTpoOJUIepa

* LIII03a

* JJa3epHOTo uoja

* MaiiH}peiima

5.Certp, pa3paboranHas B 60-x rogax XX Beka, OCHOBaHHAsl HA KOMMYTALMHU NTAKETOB U SIB-JIAIOIIASCS IPSIMBIM IPEIKOM
coBpeMeHHoro HrepHeTa:

* Minitel

* NSFNET

* ARPAnet

* MILNET

6.Kanamoo0Opa3ytomiee o60pyaoBaHue

* OCYILIECTBIISIET IPe0OPA30BaHNUE CUTHATIOB B COOTBETCTBUH C TUIIOM CPEAbI epeaadun (JTMHUM CBSI3H)
* peanu3yeT nepenady JaHHBIX M 00pa3yloT TeICKOMMYHUKAaIMOHHYIO CETh (CETh CBA3H, CETh Nepeaaun OaHHBIX),




COCTOSIIIYIO U3 Y3JIOB CBSI3H, 00OBbEIMHEHHBIX KaHAJIAMH CBSI3H IS TIEPefaun JaHHBIX

* COBOKYITHOCTb CPEJ/ICTB BBIYHUCIUTEIBHON TEXHUKH, MPEACTABIAIONIMX cO00i MHO)ecTBO DBM, 00beTMHEHHBIX C

MIOMOIIBIO CPEZCTB TEICKOMMYHHUKAIIUH

* peiHa3HaueHo Uil GopMHUpOBaHUS KaHaJa IepeJadn JaHHBIX MEXIY JBYMs B3aHMOJEHCTBYIOIMMH aOOHEHTAMH, IPH
3TOM B OJIHOW M TOM K€ JIMHUHU CBSI3U OJIHOBPEMEHHO MOXeET ObITh CHOPMHUPOBAHO HECKOJIBKO KAHAJIOB 33 CUET MCHOIb30BaHH
Pa3IMYHBIX METOJIOB YIUIOTHEHUS

3.6 Bonpochl K KOJUIOKBUYMY

1. OcHoBHbIE (D)YHKIMU U Ha3HaUCHUE onepanuoHHbIxX cucteM. Kilaccudukanusa OC.

2. Opranusaius A0CTyna K AaHHbIM. DaiiioBble CHCTEMBI: IPUMEpPbI, PyHKIMU 1 HazHaueHue. DaitnoBas cucrema FAT. JluckoBbie
YTHIUTEL.

3. Opranu3zanus MporpaMMHOT0, IPOTPaMMHO-aIIIapaTHOTO U MOJIb30BATENILCKOTO HHTEpdelica B ONEPalMOHHBIX CHCTEMAX.

4. OnepanioHHBIE 000IOYKH: OCHOBHBIE (YHKIMU U Ha3HaueHHe. [IpuMephI onepanioHHBIX 000I049eK.

5. OcHoBsl ynpasienus u Hactpoiiku OC Windows. Microsoft Management Console. Peectp. OcHOBHBIE QyHKIMH, CTPYKTYpa U
Ha3HaYeHHE.

6. OCHOBHBIE XapaKTEPUCTUKU 1 0cOOEHHOCTH omepaioHHoi cucremMbl MS Windows 2000/XP/2003. CereBbie (GyHKIUH.

7. OCHOBHBIEC XapaKTEPUCTUKU B 0COOEHHOCTH orepaliMoHHbIX cucteM Unix. CereBbie GpyHKIMU. OCHOBHBIC 00JIACTH TPUMEHEHHSL.
8. daiinopas cucrema NTFS, ee ocobennocTr. Opranusanus A0cTyna K AaHHsM. CIIMCKY MpaB ocTyma B (GaiioBoit cucreme
NTFS, ux ucrnonb3oBaHue s pasrpannueHus poctymna B B MS Windows 2000/XP/2003.

9. Opranuzaius goctyna k ganaeiM B OC Unix. ®aiinoBas cuctema ufs. MOHTHpOBaHHUE U IEMOHTHPOBaHHUE (HailIOBON CHCTEMBI.
10. ApXUTEKTypa ONEePaluOHHON CUCTEMBI. SIIpo ¥ BCIIOMOTaTeNIbHbIE MOAYJIH.

11. AnnapatHast 3aBUCUMOCTb U iepeHocuMocTh OC. COBMECTHMOCTD MPUIIOAKEHHH.

12. Muxkposiaepnas apxutekrypa OC. JIOCTOMHCTBa U HEJOCTATKA MUKPOSIJIEPHBIX apXUTEKTYP.

13. MHOro3a1a4HOCTb ONEPALMOHHBIX cucTeM. CUCTEMBI C BBITECHSIOIEH MHOT03aJa4HOCThI0, CUCTEMBI PEabHOIO BPEMEHH.

14. TIporecchl 1 MOTOKU. YnipaBieHue npoieccamu B MHOro3anadnbsix OC. [Ipuopuretsl. Jucneryep 3axau Windows.

15. TIponecest B OC Unix. Ynpasnenue nporeccamu B OC UNIX.

16. Ynpasnenue nmamsteio. OCHOBHBIE (QyHKIMH ONEPalMOHHON CHCTEMBI H METObI OPTaHU3AIMH YIIPABICHHS ONIePaTUBHOM
MaMsTHIO.

17. OcHOBHBIE (DYHKIIMM 1 Ha3HAUEHHE CETEBBIX ONEPallUOHHBIX cucTeM. OCHOBHBIE CETEBbIE CILYKOBI.

18. Ceressie npotokoisl TCP/IP. OcHoBHbIe pyHKIMK U Ha3HaueHHe npoTokosioB ARP, IP, UDP, TCP.

19. IP-agpecanus B cetu TCP/IP. Cetn knacco A, B, C. IToacetu. JJomennas cucrema umen. Cimy»x6s1 WINS u DNS.

20. OCHOBHBIE CETEBbIC CIYKOBI INI00ANLHON CeTH. WWW- U ftp- cepBepbl. DieKTpOHHAS TT0YTa.

21. TuneprekcroBbie cucteMbl. [IyTeBomuTesm (HABUTATOPHI), KX Ha3HAYCHUE U OCHOBHBIC (yHKIIMH. Cpe/IcTBa YeTIOBEKO-
MAIIMHHOTO HHTepdeiica (MyIbTHMEINa 1 THIIEPMEINa).

22. YrpapieHue MoJb30BaTeNsIMU B yueTHbIMU 3arucsaMu B Windows 2000/XP/2003. O6ecnieuenue 6e3onacuoctd B Windows 2000.
23. YnpaBieHHe 10CTYIIOM K JaHHBIM B onepaliMoHHOH cucteMe. [Tonb3oBareny u rpynnsl B Unix. AIMUHUCTPUPOBAHUE
nons3oBatenei B OC Unix.

24. Mapumpytusanus B cetssx TCP/IP. CoBmecTHbli focTyn k ceTu MHTepHeT. [IpuHIMIBI OpraHu3aliy 1ulo3a Ha 6aze OBM.

25. Komanausie o6ooukn UNIX. O6osouka Bash, ocHOBHBIE KOMaH bl IporpaMmmMupoBanus. CiieHapuu 000J1049eK, UX
HCTIONIb30BaHUE.

26. Cy>x0bI KaTaJOTOB B CETEBBIX ONEPAIIMOHHBIX cucTeMax. DyHKIMK 1 Ha3HAUSHHE CITyKO CeTeBBIX KaTtaoroB. Active Directory.
27. 3amuTa HHGOPMAIIMH B ONIEPAlHOHHBIX CUCTEMaX. MeTOIbI U CpelIcTBa 0OecTieueH s HH(POPMAIMOHHOH 0€30MacHOCTH.

3.7. Bonpocs! Aj1si UTOTOBOM aTTECTALUH 110 JUCIUILTHHE (3a4€eT)
. UcTopus pa3BuUTHS TEIEKOMMYHHKAIIMOHHBIX CUCTEM U KOMITBIOTEPHBIX CeTei
. OCHOBHBIE MTOHATHUS KOMIIBIOTEPHBIX CeTEi

. Kimaccuguxanyst KoMnbIOTEpHBIX ceTer

. O01IHe NPUHIIUITBI TOCTPOCHUS] KOMITBIOTEPHBIX CETEH

. AIMUHHUCTPUpPOBAaHNE KOMITBIOTEPHBIX CeTeil

. CpencTBa TeIeKOMMYHUKAIHI

. KommyTanms kananos

. KommyTanus nakeros

. ApXuUTeKTypa ceTu

. Cranmapru3zaiys KOMIBIOTEPHBIX CETEH

. Dranonnas mozaens OS]

. Monens TCP/IP

. Tomoorust TOKaJIbHOU CETH

. ®usndeckrie OCHOBEI TIepeaad TaHHBIX

. MapuipyTu3anus ¥ KOMMYTaIus

. Bunpl kabenpHBIX ceTei

. BectipoBoansie cetu. Wi-Fi

. bectipoBognsie cetn. CoToBBIE CETH

. MoOunbubIe cucteMsl. [IokoaeHNs CBA3U.

. CIly THUKOBBIE CHICTEMBI

. Anpecanus B cteke npotokosioB TCP/IP. JlomeHHbIe HMeHA
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22. Anpecanus B creke mpotokonoB TCP/IP. Knaccsl anpecos

23. Anpecanus B creke mpotokosioB TCP/IP. ITpotokon IP

24. Ilpotokon DHCP. Anaroputm AnHAMHUYECKOTO HA3HAUECHUS aJpecoB
25. NnpopmanmoHHast 6€30MacHOCTh B KOMITBIOTEPHBIX CETAX

26. HTML

27. Cucremsl ynpaBJiIeHUs] KOHTEHTOM

28. UnrepHer. I[TpuHIune paboTel

29. WWW. BcemupHas mayTHHa.

30. DnexTpoHHAs ITOYTa

31. AnmapaTHble cpeAcTBa pearTnu3aii KOMIIBIOTEPHBIX CETeH.

32. DBoONHNS OTIEPAIIHOHHBIX CHCTEM.

33. Oco0EeHHOCTH COBPEMEHHOTO ATarla Pa3BUTHS ONEPAIIMOHHBIX CHCTEM.
34. OcHOBHBIE IPUHLIUIIBI IOCTPOSHHS OTIEPAUOHHBIX CHCTEM.

35. CTpyKTypHl ONEpallMOHHBIX CUCTEM (MOHOJIUTHBIE CUCTEMBI, MHOTOYPOBHEBBIE CHCTE-Mbl, BUPTYaJIbHbIE MAIIUHBI,
9K30511Ipa, MOJIENb KIIMEHT-CEPBEP).

36. BerunciurenbHbIE CHCTEMBI.

37. AnnaparHas miatopmMa KOMIBIOTEpA.

38. CucreMHOE IpOrpaMMHOe obecrieueHue. I pynibl CHCTEMHOTO MIPOrPAaMMHOTO 00eCTIe-UeHHSL.
39. CyIIHOCTBIO MIOHSTHH: «OIIEPAIIMOHHAS CUCTEMaY, «PECYPCY, KIIPOIecC 00pabOTKU JaHHBIXY.
40. Knaccudukarust onepaluOHHBIX CUCTEM.

41. Ha3HaueHue, COCTaB U QYHKIMH OIIEPAIIOHHBIX CHCTEM.

42. D dexTuBHOCTS U TPEOOBAHUS, IPEIBABISIEMBIE K OLICPALIUOHHBIM CUCTEMAM.
43. ApXuUTEeKTypa OMepanuOHHON CHCTEMBI.

44. ApXuTEeKTypa KOMITBIOTEPHON CHCTEMEI.

45. OYHKIHOHUPOBAHUE KOMITBIOTEPHON CHCTEMBI.

46. AtmapaTHasi 3aIMTa TAMATH U TIPOIIEccopa.

47. COBMECTHUMOCTh 1 MHOKECTBEHHBIC TIPUKIIA]IHBIE CPEIbI.

48. YrpapneHue namsaTbio. bazoBble MEXaHU3MBI YIIPABJICHUS TAMSATHIO.
49. Yrpapnenue namsaTbio. CBOIKMHT U BUPTyaJIbHASI TAMSITb.

50. Yopasienne namsaTei0. Moaenu maMsTy.

51. UudpopmannoHHast 6€30MacHOCTb B ONEPAIIMOHHBIX CHUCTEMaX.

52. IlmanupoBanue npoueccoB. bazoBrie TUCIUTUTMHEI INIAHAPOBAHISL.
53. Uepapxuueckast MoJiesib (aijioBOM CHCTEMBI.

54. Jlornueckas opranuzanus ¢aitnos. atepdeiicsl.

55. Jloruyeckas daiinosas cucrema. Karanoru.

56. Jlornyeckas ¢aiinosas cuctema. CUCTEMHBIEC BBI3OBBI.

57. bazoBas QaiinoBas cucrema.

58. dusnueckas CTpyKTypa ¢aiiios.

59. IlenocTHOCTH NaHHBIX ¥ (HailIOBOIl CHCTEMBI.

60. 3arpyxxaemas (aitioBas cucrema.

61. daiinossle cucTeMbl. bezonacHOCTb.

62. daiinoBble cucTeMbl. MeXaHU3MBbI 3allIUTHI.

5.4. Onenka pe3yJibTaTOB 00y4eHHs] B COOTBETCTBMM ¢ HHANKATOPAMH IOCTHKEHUS] KOMIeTeH Ui

Heynosn.: He nocTUTHYT

VY nosin. [ToporoBslit ypoBeHb: 4YaCTHYHO COOPMHUPOBAHBI 3HAHHS, YMEHHUS M HABBIKK B 00JIACTH OCHOB IIPOCKTUPOBAHUS JIOKAJTbHBIX
BBIYMCIIMTEIBHBIX CETEH, B 00JIACTM CETEBBIX CTAHAAPTOB MPEACTABICHUS HHQOpMAIMM ¥ MPOTOKOJIOB TMepelayd JaHHbBIX; Ha
6a30BoM ypoBHE c(hOPMHUPOBAHBI 3HAHHS U MPAKTHYECKUE HABBIKH, O3BOJISIONINE POSKTUPOBATh JIOKAIbHBIE KOMIIBIOTEPHBIE CETH;
o0yyaromuiicst 001aaeT 3HaHUSIMU TOJIBKO OCHOBHOT'O MaTepHalia, HO He YCBOMJI €ro AeTaleil, TOMycKaeT HeTOUYHOCTH,
JEMOHCTPHPYET HEAOCTATOYHO MPaBIIbHBIE (OPMYITUPOBKH, HAPYIICHUS JIOTHYECKOH TTOCIIeIOBATENEHOCTH B U3JI0KCHUH
MIPOrpaMMHOTO MaTepHala, UCIIBITHIBAET 3aTPYAHEHUS TIPH BBITIOJHEHUH PAKTHYECKUX PaboT.

Xopomo. ba3oBelii  ypoBeHb: B JOCTATOYHOM 00BEME CHOPMHUPOBAHBI 3HAHUS, YMEHHS U HABBIKK B 00JIACTH OCHOB ITPOCKTHPOBAHHS

Y CO3/IaHUSs JIOKAJbHBIX BBIYMCIIUTENILHBIX CETEH, B 00JIaCTH CETEBBIX CTaHAAPTOB MPEJCTABICHUS HHQPOPMALMK U TMPOTOKOJIOB
nepefayd JaHHBIX W TMPHHLIUIIOB HMX MCIOJB30BAaHUS Ui OOBCAMHEHHS B €IUHOE LEJIOC PAa3HOPOIHBIX WH(POPMAIIMOHHBIX
pecypcoB; 4aCTUYHO c(HOPMHUPOBAHBI 3HAHUS M MIPAKTHUIECKUE HABBIKH, TIO3BOJISIOIINE MPOCKTUPOBATH JIOKAIbHBIE KOMIIBIOTEPHBIC
cety; oOyJaromuiicss B JOCTAaTOYHOH CTEIICHU 3HAeT MaTepHajl, TPaMOTHO U IO CYIIECTBY U3JIaraeT ero, He JOMyCKas CyIeCTBEeHHBIX
HETOYHOCTEH B OTBETE Ha BOIIPOC WJIM BBHITIOJHEHUH 3aJJaHNH, IPABUIILHO MPUMEHSET TEOPETHUECKHE TIOJI0KEHUS ITPU PELIEHUN
MIPAKTUYECKUX BOIPOCOB U 3a/1a4, BJIaJIeeT HEOOXOIMMBIMH HAaBBIKAMH U ITPUEMaMHU UX BBIIIOJIHEHUS.

OtnnuHo. Bricokuii ypoBeHb: ¢(hOpMHUPOBAHBI B ITOJIHOW Mepe 3HaHUs, yMEHHs U HaBbIKH B 00JIaCTH OCHOB ITPOEKTHUPOBAHUS U
CO3/IaHVsI JIOKAJIbHBIX BBIYHCIUTENBHBIX CETel, B OOJAaCTH CETEeBBIX CTaHIAPTOB MPEACTABICHHS HWHGOPMAIMA W IMPOTOKOJIOB
nepefayd JaHHBIX W TMPHHLUIIOB HX MCIOJBb30BaHUS Ui OOBCAMHEHHS B €IUHOE LEJIOC PAa3HOPOIHBIX WH(POPMAIIMOHHBIX
PECYpPCOB, a TaK)Ke TEXHUUECKUMH U POrPAMMHBIMHU CPEJICTBAMHU, 00CCIICUMBAIOIIMMH UX Pa0OTY; B IIOJIHOM 00bEME

c(hOpMHPOBaHbI 3HAHUS M IPAKTUYECKUE HABBIKH, TIO3BOJISIOIINE MPOCKTUPOBATD JIOKAIbHBIE KOMIIBIOTEPHBIC CETH; 00YYarOLIHIACS
ri1yOOKO ¥ IIPOYHO OCBOMJI IPOIPAMMHBINA MaTepHal, HCYepIbIBaIOIIE, T0CIEI0BATEIBHO, YETKO U JIOTHUYECKH CTPOIHO €ro u3Jaraer,
YMEET TECHO YBA3BIBATH TEOPHUIO C IPAKTUKON, CBOOOIHO CIPaBIISETCS C 3a/1a4aMu, BOIIPOCAMH U IPYTMMH BUJaMU IIPUMEHEHHS
3HaHU, IPUYEM HE 3aTPYJHIETCS C OTBETOM IIPH BUIOU3MEHEHUH 33aJJaHNH, CIIOJIBb3YET B OTBETE MaTepHajl HayYHOH JIUTepaTyphl,
MIPaBUIHHO 0OOCHOBBIBAET NPUHSTOE PEILICHNE, BIIaIeeT PA3HOCTOPOHHUMH HaBBIKAMH U IIPHEMaMH BbITIOJIHEHHS




MPaKTUYCCKUX 3aaa4.

6. YHEBHO-METOJNYECKOE 1 HTHO®OPMAIIMOHHOE OBECHEYEHUE JUCIHUIIJIMHBI (MOIY JIS)

6.1. Pexomenayemas autepartypa

6.1.1. OcHOBHas1 TUTEpPaTypa

ABTOpBI, COCTaBUTEIH Wznanue k3.
JI1.1 | P.}O. Pakurun, E. B. KommbrorepHusie cetu: yuednoe nocobue — bapnayn : Antl'TIY, 2019 — URL: 9999
MOCKaNEeHKO ; https://library.altspu.ru/dc/pdf/moskalenko.pdf
Adnraiickuii
roCy1apCTBEHHBIN
e1arorn4eckuit
YHHUBEPCUTET
JI1.2 | C. B. Hazapos, A. 1. CoBpeMeHHBIE OTIepaIlIOHHBIC CUCTEMBI: yueOHoe ocodne — Mocksa : UHTYUT ; 9999
[Iupokos Capartos : Aii ITu Ap Meaua, 2020 — URL.: http://www.iprbookshop.ru/89474.html
JI1.3 | JI. H. demunos OCHOBBI 3KCIITyaTallui KOMIIBIOTEPHBIX CETe: yueOHUK Uit OakajaBpuara — 9999

Mockaa : ITpomereit, 2019 — URL: https://www.iprbookshop.ru/94481.html

6.1.2. JlonoiHuTeLHAS JUTEPATypa

ABTODEI, COCTaBUTEIHN Uznanue IK3.

JI2.1 | A. H. ®nopencos CucreMHOe TporpaMMHoe obecrieueHue: yueonoe mocooue — Omck : OMckwid 9999
roCyIapCTBEHHBIN TeXHUYeCKui yHuBepcuret, 2017 — URL:
http://www.iprbookshop.ru/78468.html

J12.2 | B.T. KoObuisiHCKHIH OmneparuoHHbIE CUCTEMBI, Cpelibl U 0007104KH: YueOHoe nocodrne — HoBocuOupcek : 9999
HoBocuOupckuii rocy tapcTBeHHbIN TeXHUYECKHH yHUBepcuTeT, 2018 — URL:
http://www.iprbookshop.ru/91285.html

J12.3 | O. UGe ; [mep. c anrn. | KoMmbroTepHbie CeTH U CIykO0bl yIalleHHOTo JocTyna — Caparos : 9999
. B. Cunnnsiaa] IIpodobpazosanue, 2019 — URL.: https://www.iprbookshop.ru/87999.html

6.2. ITepeuennb pecypcoB HHPOPMAIMOHHO-TeJIeKOMMYHHKAMOHHOI ceTn "UHTepHeT"

31 IIporpammHuoe obecnieuenue cucrem u cereid, 10, 6akanaBpuar, 1 kypc, Mockanenko Enena BanepbeBHa

6.3.1 Ilepeyens mporpaMMHOro obecrne4eHust

6.3.1.1 | I[Taket Microsoft Office

6.3.1.2 | OnepannonHas cucrema cemerictea Windows

6.3.1.3 | OnepanuonHas cuctema cemecTna Linux

6.3.1.4 | ITaker LibreOffice

6.3.1.5 | UnTepuer Opaysep

6.3.1.6 | [Taker Kaspersky Endpoint Security 10 for Windows

6.3.2 Ilepeyennb nHPOPMATMOHHBIX CIIPABOYHBIX CHCTEM

6.3.2.1 | [Tudporoii o6pazoBarensHbIil pecype IPR Smart / Aii [Tu Ap Menua

6.3.2.2 | eLIBRARY .RU : HayuHas sneKkTpoHHas Oubianorexa

6.3.2.3 | ODnexrponnas 6ubmmnorexa HIIB / Antaiickuii rocynapcTBEHHbIH Heqarornyeckuil yausepcuret, Hayuno-nenarorudeckas
6ubauorexa

7. MATEPHAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JTUCIUIIJIMHBI (MOY JIS)

7.1 | O6opynoBanHble yueOHbIE Ay AUTOPUH, B TOM YHCIIE C UCIIONB30BAaHIEM BHICONPOECKTOPA U MOJKIIOUCHUEM K CETH
«HTEepHEeT» U JOCTYNIOM B JIEKTPOHHYIO HH()OPMALOHHO-00pa30BaTeIbHYIO Cpely Y HUBEPCUTETA.

7.2 | Ayauropuu 111 caMOCTOSATENLHON paboThI ¢ OAKIIIOYEHHEM K ceTH «VIHTepHET» U IOCTYNOM B 3JICKTPOHHYIO
UH(POPMAIIIOHHO-00pa30BaTENIbHYIO Cpeay Y HUBEpCHUTETA.

7.3 | KoMmbroTepHBIi Kllacc ¢ MOAKIIOYEHUEM K ceTh «THTepHeT» U IOCTYIOM B 3JIEKTPOHHYI0 HH(POPMALIUMOHHO-
o0OpazoBaTesnbHyI0 cpelly Y HUBEpPCUTETA.

8. METOAUYECKHUE YKA3AHUSA JJIA OBYYAIOIIIUXCA 11O OCBOEHUIO JUCIHUTIIMHBI (MOY JIS)

TEeXHUYECKUMHU CPEACTBAMU U MOJIYYUTh JOCTATOUHbIE IPAKTUUYECKHE HaBBIKU B pPabOTe C IPOrpaMMHBIMU CPEACTBAMH,
UCIIOIb3YEMBIMH IPH BHIIOJIHEHUHU Ja00PaTOPHEIX PaboT 1o Kypcy. Ocoboe BHIMAaHNE AODKHO OBITh yIEEHO U3YYE€HHIO THUIIOBBIX
3a7a4 paboThl ¢ HHGOpMaLUel B KOMIIBIOTEPHBIX CETSIX.

JIaGopaTtopHbIe pabOTHI BBIMOTHIIOTCSA CTYACHTOB B COCTaBe | deoBeKa 1o KaXkJI0My WHIWBUILYaTbHOMY IPOEKTHOMY 33aHUIO.
IToaroroBka k cienyouiet 1a60paTopHOi paboTe AOJDKHA NPOU3BOAUTLCSA B yPOUHOE BPEMsl C UCIIOIb30BAHUEM JIEKTPOHHOIO
yueOHHKa.




B TeueHnH BpEeMEHH, OTBEACHHOI'O 10 PACIIUCAHHUIO, CTYACHTHI MOJTy4aloT OT MPEro/aBaTelsi HHANBHIYaJIbHOC 3aaHHe,
H3YYaIOT TCOPETHYECKYIO YaCTh, COOTBETCTBYOIIYIO BBIMOIHIEMO# paboTe, 3HAKOMSTCS ¢ 00pa3LoBoOi 3a1adueii 1 Ha ee OCHOBE
BBITIOJHSIOT HHANBHIYaIbHOE 33 JaHKE 110 IPUHIHITY TOJO0US U [0 «HAPACTAHHUIO» HOBOI'O MAaTCPHIIA.

ITo uToram 1abOpaTOPHBIX PpadOT FOTOBUTCS OTYET.

Meronuueckue pekoMeHaaruu s ooyuaromuxcs (¢ OB3)

ITon cienyanbHBIMK YCIOBUAMH IS TIOJTyYeHHs 00pa30BaHUsl 00YYaIOUMMHUCS ¢ OTPaHHYEHHBIMU BO3MOXKHOCTSIMH 3/I0POBbS
MIOHUMAIOTCS YCJIOBHSL 00y4YeHHU s, BOCIIMTAHHUS U Pa3BUTHSA, BKIIIOYAIOIIUE B ce0s MCIIOIb30BaHUE CHIEIIMAIBHBIX 00pa30BaTEeNIbHBIX
MPOTPaMM M METOJ0B O0Y4EHHs U BOCIUTAHUS, CIIEUAIIbHBIX Y4eOHUKOB, Y4€OHbBIX TTOCOOMH U TUIAKTHUECKHX MAaTEepUAIIOB,
CIeUANbHBIX TEXHUUECKUX CPENICTB 00YUSHNMS KOJUIEKTHBHOTO M MHAMBUIYaIbHOTO MOIb30BaHusL. [locTpoeHne o6pa3oBaTebHOTO
npoliecca OPUEHTHPOBAHO HA YUeT HHAUBUIAYAIbHBIX BO3PACTHBIX, ICHXOPH3NIECKHX 0COOCHHOCTEH 00yJaromuxcsl, B YaCTHOCTH
MPEANONAraeTcsi BO3MOKHOCTB pa3pab0TKU HHIANBHAYAIBHBIX YUeOHBIX IIaHOB. Peann3anust ”HIMBUAYaJIbHBIX yUEOHBIX ITAaHOB
COMNPOBOJKAAETCS MOJJIEPIKKOM THIOTOPA (POAUTEIS, B3SBIIEro Ha ce0s ThIOTOpCKHE (GYHKIMH B Ipoliecce 00ydeHHUs, BOJIOHTEPA).
O6yuatomuecs ¢ OB3, kak 1 Bce OCTaJIbHBIE CTYACHTHI, MOTYT 00Y4aThCs 110 HHAWBUAYaIbHOMY y4eOHOMY IUIaHy B
YCTaHOBJICHHBIE CPOKH C Y4€TOM MHIMBHYaJIbHBIX OCOOCHHOCTEH U CIIeIMaIbHBIX 00pa30BaTEIbHBIX MOTPEOHOCTEH KOHKPETHOTO
oOyuaromerocs. IIpu coctaBneHH HHIUBUYalIbHOTO rpaduka ooydenus s ui ¢ OB3 BO3MOXKHBI pa3iiMuHble BAPHAHTHI
MPOBEACHHUS 3aHATHI: IPOBEJCHUE HHUBUIYaIbHBIX MM IPYIIIOBBIX 3aHATHH C IENBI0 YCTPAHEHUS CI0KHOCTEH B YCBOCHUH
JIEKIMOHHOTO MaTepHaa, MOATOTOBKE K CEMUHAPCKUAM 3aHSATHSM, BBITIOJHEHHUIO 3aIaHUH 110 CaMOCTOsATEIbHON paboTe. J{mst mum ¢
OB3, o ux npocs6e, MOTYT OBITH aJaNTHPOBAHBI KaK CaMH 3aJjaHus, TaK U HOPMBI UX BBIIOJHEHNS. BrinmomHenue mox
PYKOBOJICTBOM HPETIOIaBaTelsl HHINBHAYAIbHOTO IIPOSKTHOTO 3aJaHusl, IIO3BOJIAIOIETO COYETaTh TEOPETHIECKUE 3HAHUS U
MPaKTUYECKUE HABBIKW; IPUMEHEHHE MYJIbTUMEIUIHHBIX TEXHOJIOTHH B MPOIIECCE 03HAKOMUTEIBHBIX JIEKIIUH U CEMUHAPCKUX
3aHATHH, YTO MO3BOJIAET SKOHOMHTD BPEMS, 3aTPavyMBaEMOC Ha U3JI0KEHHE HEOOXOIUMOT0 MaTepHalla U YBEIUYHUTh €r0 00bEM.
Jyis ocy1iecTBIICHUS MTPOLEyp TEKYIEro KOHTPOJIs yCIIEBAEMOCTH M ITPOMEKYTOYHOH aTTeCcTalluu MPeroiaBaTelu, B
COOTBETCTBHH C MOTPEOHOCTSIMHU CTY/IEHTA, OTMEUEHHBIMU B aHKETE, U PEKOMEHIAIMAMU CIICIHATIHCTOB Je(PEKTOIOrHYECKOTO
npoduirs, pa3pabaTeiBaeT GOHIBI OLIEHOYHBIX CPEICTB, aJalTHPOBAHHBIE IS JIUL C OTPAHUYSHHBIMH BO3MOKHOCTSIMH 310POBBS 1
TTO3BOJISFOLIIE OLCHUTH TOCTIKEHUE MMH 3aIUIaHMPOBAHHBIX B OCHOBHOH 00pa30BaTeNbHON IPOrpaMMe pe3yIbTaToB 00yUIeH s ’
ypOBeHb CHOPMHUPOBAHHOCTH BCEX KOMIETEHIIHH, 3asBICHHBIX B 00pa3oBaTenbHOl nmporpamme. ©opma npoBeieHNs TeKyIIeit
aTrectauuu Juis cryaeHToB ¢ OB3 ycTaHaBimBaercsi ¢ yueToM HHAMBUAYAIBHBIX ICUXO(PHU3MIECKUX 0COOCHHOCTEH (YCTHO,
MUCbMEHHO Ha OyMmare, MIMCbMEHHO Ha KOMITbIOTEpe, B popMe TecTUpoBaHus U T.11.). Jluniam ¢ OB3 MoxkeT ObITh npeocTaBieHO
JIOTIOJTHUTEJILHOE BPEMS JUIS IOJrOTOBKHU K OTBETY Ha SK3aMEHE, BBIIIOJIHEHUS 3a/IaHHs JJIs1 CAMOCTOATEILHON paOoThI.

TIpu HEOOXOJUMOCTH CTYAEHT C OIPAaHUYEHHBIMHI BO3MOXXHOCTSIMH 3/10POBbsI [TOJIa€T MUCEbMEHHOE 3asBJICHUE O CO3aHUM ISl HETO
CIeUANBHBIX YCIOBUH B Y4e0HO-METOJHYECKOE YIPaBICHUE YHUBEPCUTETA C IPHIOKEHAEM KO JOKYMEHTOB,
TIOATBEPIKIAIOIINX CTaTyC MHBaNuAa wim auma ¢ OB3.
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